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Chapter 1. Introduction

1.1. Overview

With the increasing velocity of digital content and the increasing availability of powerful creation and editing
techniques, establishing the provenance of media is critical to ensure transparency, understanding, and ultimately,
trust.

We are witnessing extraordinary challenges to trust in media. As social platforms amplify the reach and influence of
certain content via ever more complex and opaque algorithms, mis-attributed and mis-contextualized content
spreads quickly. Whether inadvertent misinformation or deliberate deception via disinformation, inauthentic content

is on the rise.

Currently, those who wish to include metadata about their work cannot do so in a secure, tamper-evident and
standardized way across platforms. Without this information coming from a recognized source, publishers and
consumers lack critical context for determining the authenticity of media.

Provenance empowers content creators and editors, regardless of their geographic location or degree of access to
technology, to disclose information about how an asset was created, how it was changed and what was changed.
Each time an asset is changed, the existing provenance of the asset is preserved, with each new change being added
to the provenance. In this way, content with provenance provides indicators of authenticity so that consumers can
have awareness of altered content. Such provenance could include what has been changed and the source of those
changes. This ability to provide provenance for creators, publishers and consumers is essential to facilitating trust
online.

To address this issue at scale for publishers, creators and consumers, the Coalition for Content Provenance and
Authenticity (C2PA) has developed this technical specification for providing content provenance and authenticity. It is
designed to enable global, opt-in, adoption of digital provenance techniques through the creation of a rich ecosystem
of digital provenance enabled applications for a wide range of individuals and organizations while meeting
appropriate security requirements.

This specification has been, and continues to be, informed by scenarios, workflows and requirements gathered from
industry experts and partner organizations, including th€roject Origin Allianceand the Content Authenticity
Initiative (CAl) It is also possible that regulatory bodies and governmental agencies could utilize this specification to
establish standards for digital provenance.

1.2. Scope

This specification describes the technical aspects of the C2PA architecture; a model for storing and accessing
cryptographically verifiable information whose trustworthiness can be assessed based on a defined model.
Included in this document is information about how to create and process a C2PA Manifest and its components,
including the use of digital signature technology for enabling tamper-evidence as well as establishing trust.


https://www.originproject.info/
https://contentauthenticity.org/
https://contentauthenticity.org/

Prior to developing this specification, the C2PA created @uriding Principlesthat enabled us to remain focused on
ensuring that the specification can be used in ways that respect privacy and personal control of data with a critical
eye toward potential abuse and misuse. For example, implementers of this specification are strongly encouraged to
provide creators and publishers of media assets with the ability to control whether certain provenance data is
included.

From the overarching goals section of the guiding principles:

C2PA specifications SHOULD NOT provide value judgments about
whether a given set of provenance data is ‘good' or 'bad,” merely
whether the assertions included within can be validated as associated

IMPORTANT

with the underlying asset, correctly formed, and free from tampering.
It is important that the specification does not negatively impact content accessibility for consumers.

Other documents from the C2PA will address specific implementation considerations such as expected user
experiences and details of our threat and harms modelling.

1.3. Technical Overview

The C2PA information comprises a series of statements that cover areas such as asset creation, edit actions, capture
device details, bindings to content and many other subjects. These statements, called assertions, make up the
provenance of a given asset and represent a series of trust signals that can be used by a human to improve their view
of trustworthiness concerning the asset. Assertions are wrapped up with additional information into a digitally signed
entity called a claim. This claim is digitally signed by the signer, producing the claim signature.

These assertions, claims, and the claim signature are all bound together into a verifiable unit called a C2PA Manifest
(seeFigure 1, OA C2PA Manifest and its constituent paityCa hardware or software component called a claim
generator. The set of C2PA Manifests, as stored in the assetOs Content Credential, represent its provenance data.


https://c2pa.org/principles/
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Claim Signature
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Figure 1. A C2PA Manifest and its constituent parts

1.3.1. Establishing Trust

The basis of making trust decisions in C2PA, ourst model, is the identity of the signer associated with the
cryptographic signing key used to sign the claim(s) in the C2PA Manifest Store. The claim signatures of C2PA
Manifests, when combined with trusted time-stamps, can undergo the validation process indefinitely to determine if
claims were signed while the signing credentials were valid and not revoked.

1.3.2. An Example

A very common scenario will be a user taking a photograph with their C2PA-enabled camera (or phone). In that
instance, the camera would create a manifest containing some assertions including information about the camera
itself, a thumbnail of the image and some cryptographic hashes that bind the photograph to the manifest. These
assertions would then be listed in the Claim, which would be digitally signed and then the entire C2PA Manifest (see
Figure 2, OExample C2PA Manifest of a Photog)awbGld be embedded into the output JPEG. This C2PA Manifest
would remain valid indefinitely.

Figure 2. Example C2PA Manifest of a Photograph



A Manifest Consumer, such as a C2PA validator, helps users to establish the trustworthiness of the asset by first

validating the digital signature and its associated credential. It also checks each of the assertions for validity and

presents the information contained in them, and the signature, to the user in a way that they can then make an

informed decision about the trustworthiness of the digital content.

1.3.3. Design Goals

In the creation of the C2PA architecture, it was important to establish some clear goals for the work to ensure that the

technology was usable across a wide spectrum of hardware and software implementations worldwide and accessible

to all. Those goals can be found irable 1, OC2PA Design GaalsO

Table 1. C2PA Design Goals

Goal

Privacy

Responsibility

Scalability

Extensibility

Interoperability

Whole Workflow
Applicability

Technology
Minimalism

Security

Content Ubiquity

Flexible Locality

Global Universality

Accessibility

Harms and Misuse

Evolving

Description

Enable users to control the privacy of their information, including consumption data and
information recorded in provenance

Ensure consumers can determine the provenance of an asset

Enable creation/consumption/validation of media provenance at the same scale as media
creation/consumption on the web

Ensure future metadata and credential providers are able to add their information without
requiring input or approval from the C2PA

Ensure that differing implementations are able to operate with each other without ambiguity

Maintain the provenance of the asset across multiple tools, from creation through all
subsequent modification and publication/distribution

Create only the minimum required novel technology in the specification by relying on prior,
well-established techniques

Design to ensure that consumers can trust the integrity and source of provenance, and
ensure the design is reviewed by experts

Enable the inclusion of provenance for all common media types, including documents

Enable both online and offline (asset-only) storage and consumption/validation of
provenance

Design for the needs of interested users throughout the world

Ensure that the technology can be used in a way that conform to recognized accessibility
standards, such as WCAG

Design to avert and mitigate potential harms, including threats to human rights and
disproportionate risks to vulnerable groups

Continuous review of the specification against these goals to ensure that they remain our
priority



Chapter 2. Glossary

2.1. Introductory terms

2.1.1. Actor

A human or non-human (hardware or software) that is participating in the C2PA ecosystem. For example: a camera
(capture device), image editing software, cloud service or the person using such tools.

NOTE An organization or group afictors may also be considered actor in the C2PA ecosystem.

2.1.2. Claim generator

The non-human (hardware or software)ctor that generates theclaim about anassetas well as theslaim signature
thus leading to theassets associatedC2PA Manifest

2.1.3. Signer

The credential holder of a private key that is used to sign ttieim. Thesigner is identified by the subject of the
credential.

2.1.4. Manifest consumer

Anactor who consumes amssetwith an associatedC2PA Manifesfor the purpose of obtaining th@rovenance data
from the C2PA Manifest

2.1.5. Validator

AManifest Consumewhose role is to perform the actions describedvalidation.

2.1.6. Action

An operation performed by aactor on anasset For example, "create"”, "embed"”, or "apply filter".

2.2. Assets and Content

2.2.1. Digital content

The portion of anassetthat represents the actual content, such as the pixels of an image, along with any additional
technical metadata required to understand the content (e.g., a colour profile or encoding parameters).



2.2.2. Asset metadata

Non-technical information about theassetand itsdigital content.

2.2.3. Asset
A file or stream of data containindigital content, asset metadataand optionally, aC2PA Manifest

NOTE For the purposes of this definition, we will extend the typical definition of "file" to include cloud-
native and dynamically generated data.

2.2.4. Derived asset

Aderived assefis anassetthat is created by starting from an existirggsetand performingactions to it that modify its
digital content.

EXAMPLEAN audio stream that has been shortened or a document where pages have been added.

2.2.5. Asset rendition

A representation of amsset(either as a part of anssetor a completely newasse) where thedigital content has had
a 'non-editorial transformation'action (e.g., re-encoding or scaling) applied.

EXAMPLEA video file that is re-encoded for reduced screen resolution or network bandwidth.

2.2.6. Composed asset

A composed asset is aassetthat is created by building up a collection of multiple parts or fragments difjital
content (referred to asngredients) from one or more otheassets When starting from an existingsset it is a special
case of alerived asset however a&composed assetan also be one that starts from a "blank slate".

EXAMPLES:

¥ A video created by importing existing video clips and audio segments into a "blank slate".

¥ An image where another image is imported and super-imposed on top of the starting image.

2.3. Core Aspects of C2PA



2.3.1. Assertion

A data structure which represents a statement either made (or "created") by shger or simply gathered at claim
generation-time, concerning theasset This data is a part of the2PA Manifest

2.3.2. Claim

A digitally signed and tamper-evident data structure that references a sedsfertions concerning arassei and the
information necessary to represent theontent binding. If anyassertionswere redacted, then a declaration to that
effect is included. This data is a part of tkeePA Manifest

2.3.3. Claim signature

The digital signature on thelaim using the private key of aigner. Theclaim signatureis a part of theC2PA Manifest

2.3.4. C2PA Manifest

The set of information about theprovenanceof an asset based on the combination of one or morassertions
(including content bindingg, a singleclaim, and aclaim signature AC2PA Manifeds part of a&C2PA Manifest Store

NOTE AC2PA Manifestan reference othe€2PA Manifests

2.3.5. C2PA Manifest Store

A collection ofC2PA Manifestthat can either be embedded into amssetor be external to itsisset

2.3.6. Content Credential

This is the preferred, non-technical, term for @2PA ManifestThe C2PA Manifest Stortherefore represents the
Content Credentials of an asset.

Content Credentials also refers to the overall C2PA technology, and is therefore essentially treated as a plural noun. If
a C2PA Manifesis a Content Credential, then multipl€2PA Manifesor the broader, universal concept is Content
Credentials.

2.3.7. Active Manifest

The last manifest in the list cgE2PA Manifestinside of aC2PA Manifest Storwhich is the one with the set afontent
bindings that are able to be validated.

2.3.8. Provenance

The logical concept of understanding the history of asset and its interaction withactors and otherassets as
represented by theorovenance data



2.3.9. Provenance data
The set ofC2PA Manifestfor anassetand, in the case of @mposed assetitsingredients.

NOTE AC2PA Manifestan reference othe€2PA Manifests

2.3.10. Authenticity

A property ofdigital content comprising a set of facts (such as tpeovenance dataand hard bindingg that can be
cryptographically verified as not having been tampered with.

2.3.11. Content binding

Information that associatesdigital content to a specificC2PA Manifesassociated with a specifiesset either as a
hard binding or asoft binding.

2.3.12. Hard binding

One or more cryptographic hashes that uniquely identifies either the entiesetor a portion thereof.

2.3.13. Soft binding

A content identifier that is either (a) not statistically unique, such asiregerprint, or (b) embedded as amvisible
watermark in the identifieddigital content.

2.3.14. Trust signals

The collection of information that can inform &lanifest Consumer(Qaedgment of the trustworthiness of amsset
These are in addition to theignerof aclaim, upon which the fundamental trust model relies.

2.3.15. C2PA Trust List

A C2PA-managed list of X.509 certificate trust anchors that issue certificates to hardware & soffwasesthat are
trusted to signclaims.

2.4. Additional Terms

2.4.1. Fingerprint

A set of inherent properties computable fronfigital content that identifies the content or near duplicates of it.

EXAMPLE:An asset can become separated from it€2PA Manifesdue to removal or corruption ofasset
metadata. Afingerprint of thedigital content of the asset could be used to search a database to recover the



assetwith an intactC2PA Manifest

2.4.2. Invisible Watermark

Information incorporated in a substantially human imperceptible way into thiggital content of anassetwhich can
be used, for example, to uniquely identify thessetor to store a reference to @2PA Manifest

2.4.3. Visible Watermark

A perceptible component of theligital content carrying some human consumable information about the provenance
of theasset

2.4.4. Manifest Repository

A repository into whichC2PA Manifestand C2PA Manifest Storezan be placed, and which can be searched using a
content binding.

2.5. Overview

This image shows how all these various elements come together to represent the C2PA architecture.

Origin @
Provenance data @

Manifest @
Active manifest @

@ Claim signature

~ @ Content binding
@ Hard binding

Soft binding
(optional)

@ Provenance

— @ Asset metadata
\/Z @ Digital content

Figure 3. Elements of C2PA
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Chapter 3. Normative References

3.1. Core Formats

¥CBOR
¥JSON
¥JSON-LD

¥ JPEG universal metadata box form&@UMBF)

3.2. Schemas

¥CDDL
¥ JSON Schema

¥ Dublin Core Metadata Initiative

3.3. Digital & Electronic Signatures

¥X.509 Certificates

¥ JSON Web Algorithm@WA)

¥ CBOR Obiject Signing and Encrypti@OSE)

¥ Using RSA Algorithms with COSE Messages

¥ Online Certificate Status ProtocqOCSP)

¥ Transport Layer Security (TLS) Extensions: Extension Definitions

¥Internet X.509 PKI Time-Stamp Protocol

¥ CBOR Object Signing and Encryption (COSE): Header Parameters for Carrying and Referencing X.509 Certificates

¥ Algorithms and Identifiers for the Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation
List (CRL) Profile

¥Internet X.509 Public Key Infrastructure: Additional Algorithms and Identifiers for DSA and ECDSA

¥ Algorithm Identifiers for Ed25519, Ed448, X25519, and X448 for Use in the Internet X.509 Public Key Infrastructure
¥PKCS #1: RSA Cryptography Specifications Version 2.2

¥ Edwards-Curve Digital Signature Algorithm (EdDSA)

¥ JSON Advanced Electronic Signatur€RAJES)

¥ US Secure Hash Algorithms

¥ X.509 Certificate General-Purpose Extended Key Usage (EKU) for Document Signing
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https://tools.ietf.org/html/rfc8949
https://tools.ietf.org/html/rfc8259
https://www.w3.org/TR/json-ld11/
https://www.iso.org/standard/73604.html
https://datatracker.ietf.org/doc/html/rfc8610
https://json-schema.org/specification-links.html#2020-12
https://www.dublincore.org/specifications/dublin-core/dces/
https://tools.ietf.org/html/rfc5280
https://tools.ietf.org/html/rfc7518
https://tools.ietf.org/html/rfc8152
https://tools.ietf.org/html/rfc8230
https://tools.ietf.org/html/rfc6960
https://tools.ietf.org/html/rfc6066
https://tools.ietf.org/html/rfc3161
https://datatracker.ietf.org/doc/html/rfc9360
https://tools.ietf.org/html/rfc3279
https://tools.ietf.org/html/rfc3279
https://tools.ietf.org/html/rfc5758
https://tools.ietf.org/html/rfc8410
https://tools.ietf.org/html/rfc8017
https://tools.ietf.org/html/rfc8032
https://www.etsi.org/deliver/etsi_ts/119100_119199/11918201/01.01.01_60/ts_11918201v010101p.pdf
https://datatracker.ietf.org/doc/html/rfc6234
https://www.rfc-editor.org/rfc/rfc9336

¥ Internet X.509 Public Key Infrastructure: Logotypes in X.509 Certificates

3.4. Embeddable Formats

¥1S0O Base Media File Form@MFF)
¥PDF 1.7

¥PDF 2.0

¥JPEG 1

¥JPEG XT, ISO/IEC 18477-3

¥ JPEG XL, ISO/IEC 18181-2:2021
¥PNG

¥SVG

¥GIF

¥ID3

¥ Digital Negative or DNG
¥TIFF/EP

¥TIFF v

¥RIFF

¥ Multi-Picture Format (MPF)

¥ Open Font Format

¥ OpenType

3.5. Other

¥ eXtensible Metadata PlatforniXMP)

¥ JSON-LD serialization of XMP

¥|PTC Photo Metadata Standard

¥ Exif

¥UUID

¥ Uniform Resource Names (URNS)

¥ Universally Unique IDentifiers (UUIDSs)
¥[S0 8601

¥RFC 3339
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https://www.rfc-editor.org/rfc/rfc9399.html
https://www.iso.org/standard/74428.html
https://www.iso.org/standard/51502.html
https://www.iso.org/standard/75839.html
https://www.iso.org/standard/18902.html
https://www.iso.org/standard/66071.html
https://www.iso.org/standard/80617.html
https://www.w3.org/TR/2003/REC-PNG-20031110/
https://www.w3.org/TR/SVG11/
https://www.w3.org/Graphics/GIF/spec-gif89a.txt
https://id3.org/id3v2.3.0
https://helpx.adobe.com/content/dam/help/en/photoshop/pdf/dng_spec_1_6_0_0.pdf
https://www.iso.org/standard/29377.html
https://www.itu.int/itudoc/itu-t/com16/tiff-fx/docs/tiff6.pdf
https://www.loc.gov/preservation/digital/formats/fdd/fdd000025.shtml
https://www.cipa.jp/e/std/std-sec.html
https://www.iso.org/standard/74461.html
https://learn.microsoft.com/en-us/typography/opentype/spec/
https://www.iso.org/standard/75163.html
https://www.iso.org/standard/79384.html
http://www.iptc.org/std/photometadata/specification/IPTC-PhotoMetadata
https://www.cipa.jp/std/documents/download_e.html?DC-008-Translation-2019-E
https://tools.ietf.org/html/rfc4122
https://tools.ietf.org/html/rfc8141
https://tools.ietf.org/html/rfc9562
https://www.iso.org/iso-8601-date-and-time-format.html
https://https://www.rfc-editor.org/rfc/rfc3339

¥RFC 2326

¥ Media Fragments

¥Web Annotation Data Model

¥ Brotli Compressed Data Format

¥RFC 5646, BCP 47
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https://www.ietf.org/rfc/rfc2326.txt
https://www.w3.org/TR/media-frags/
https://www.w3.org/TR/annotation-model/
https://datatracker.ietf.org/doc/html/rfc7932
https://www.rfc-editor.org/info/rfc5646

Chapter 4. Standard Terms

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT'
"RECOMMENDED", "NOT RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted a
described inBCP 14RFC 211%ndRFC 8174vhen they appear in any casing (upper, lower or mixed).

14


https://tools.ietf.org/html/bcp14
https://tools.ietf.org/html/rfc2119
https://tools.ietf.org/html/rfc8174

Chapter 5. Versioning

5.1. Compatibility

As the Content Credentials specification has evolved, constructs such as box labels, assertions (and their fields),
claims and time-stamps have also evolved. New assertions have been added, and some existing assertions and the
claim have newer versions with additional fields. In addition, some constructs have been deprecated. In this
specification, when a construct is marked as deprecated, that means that a claim generator shall not write that
construct (or value), but that a validator should read it.

To facilitate interoperability between claim generators and validators, a claim generator declares which version of the

specification it is using to generate the claim. When a claim generator declares that it is using a version of the
specification, it is declaring that the active manifest of the asset is produced in accordance with that version of the

specification and thus does not contain any deprecated constructs listed under that version of the specification in

Table 19, ODeprecated Constructsf®ppendix CConsiderations for Deprecation

NOTE This specification does not dictate the specific technical manner for this declaration, but it is
expected that guidance will be provided through other means.

A validator shall be compatible with at least one version of the specification, but may be compatible with additional
versions. A validator that is compatible with a specific version of the specification shall support all non-deprecated
constructs listed for that version. If the validator encounters a manifest that uses constructs from a version of the
specification that the validator does not support (either because they are deprecated or unknown), it may ignore the
deprecated construct and process the rest of manifest as if that construct were not present. Alternatively, the
validator may treat the entire manifest as having unknown provenance, by returning either the
ingredient.unknownProvenance or manifest.unknownProvenance status code as appropriate.

5.2. Version History

5.2.1. 2.1 - September 2024

This version focuses on both technical and editorial changes to the specification for the purposes of improving the
security and reliability of Content Credentials. All publicly disclosed security vulnerabilities have been addressed, and
the specification has been updated to reflect the latest best practices in the field.
¥ Clear definitions of Manifest & Asset states
I Well-formed Manifests
! Valid Manifests
I Trusted Manifests

! Valid Assets

15



¥ Clear definitions and processes for handling deprecation and versioning
¥Newc2pa URN namespace for labelling manifests!
I'including a fully specified ABNF
¥ Newingredients v3 assertion
! Supports richer models of ingredient-based workflows.
I Support fordataTypes andclaimSignature
I Fields renamed to be more consistent with other assertions.
! Added new validation status fields to accompany the new status info
I dc:title anddc:format  are now optional
¥ Newc2pa.hash.bmff.v3 assertion
I Supports hashing of fixed & variable block sizes for BMFF-based assets
¥ New time-stamp manifest
I Establishing a "time of existence" for a given asset.
I Similar to an update manifest, but with the signer being a TSA
¥ Improved model for doing standard RFC 3161 time-stamping.
I sigTst2 & CTT time-stamping
I Introduces the new C2PA TSA Trust List
¥Improvements in Validation
I Detailed validation instructions for all standard assertions
I Validation of ingredients is now required when using theyredients assertion
! Extended ingredient validation to provide more detailed status information
I Support for validation of redacted assertions in ingredients
I Addition of detailed requirements for validation of time-stamps
I Hashed URIs to data boxes, and any custom boxes, are now validated
I Defined procedure for handling manifests with matching unique IDs
I Address "orphaned manifests" in the validation process
I LOTS of new validation status codes, including a new "informational” code type
¥ Improvements in documentation & security of hashing methods
I BMFF-based assets
! "general boxes"

I ZIP

16



¥ The format embedding section has been moved to its own annex
! Added support for JPEG-XL
¥ Improvements to soft bindings
¥ Improvements to action assertions
I Either ac2pa.created  or ac2pa.opened is now mandatory in a standard manifest
I Some new standard action types were added
! It is now possible to have multiple action assertions in a single manifest
I Action templates are now better explained with more examples.
I RFC 3339-based regions of interest
¥ The various types/forms of unique identifiers for assets have been clarified.
¥ Added some missing compatibility support for JPEG Trust
¥ Cleaned up all CDDLs, including removing any normative language
¥ And various areas of editorial improvements
! Redefined custom labels to a custom naming scheme.
! Embedding in PDFs

I LOTS of editorial improvements to prepare the document for standardization by 1SO

5.2.2. 2.0 - January 2024

This version represents a significant departure from previous versions. It reduces the use of the term "actor”, which
no longer represents humans and organisations. In addition to validator-configured trust lists, it also introduces a
new default trust list, the "C2PA Trust List", which is intended to cover certificates issued to hardware and software.
This philosophical change led to the following functional changes in the specification:
¥Only X.509 certificates may be used for signing.
¥ Improvements to the Validation & Trust Model sections
I Introduces the concepts of "well-formed" and "valid" C2PA Manifests
I Clarifies various aspects of the validation process
¥ Refined metadata handling
! removed the deprecated Exif, IPTC and Schema.org metadata assertions
I defined a new general "metadata assertion" concept
I c2pa.metadata  only allows a fixed set of schemas & values
I the process for creating2pa.metadata  is now documented in more detail

I XMP processing sections have been revamped to reflect relevant changes
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I improved recommendations concerning hashing of standard metadata locations outside the manifest
¥Removed the "W3C Verifiable Credentials" section

I Removed any references to it and the VC Store.

I Removed theactors field from the actions assertion

I Removed identified humans from assertion metadata
¥ Removed the "Training & Data Mining" assertion

¥ Removed the "Endorsements” assertion
In addition, the following other changes were made to improve various aspects of the spec:

¥Version v2 version of the claim.
I Removes deprecated and unused fields
I Splitassertions  into created_assertions &gathered_assertions
I Only allows a single claim generator, which must be the signer
I claim-generator-info now has a specifioperating_system field
¥ Box-based hashing is now strongly recommended for any format that supports it
¥ Removed the deprecated2pa.hash.bmff  assertion
¥ Added a newc2pa.watermarked  action
¥c2pa.font  actions are now justont actions
I alsoc2pa.font.info is now justfont.info
¥ Cleaned up rendering of CDDL schemas
¥ Updated some normative references & removed notes about future versions

¥ Lots of editorial improvements including fixed links

5.2.3. 1.4 - November 2023

¥ Added support for embedding a C2PA Manifest into a ZIP-based format (e.g., EPUB, OOXML, ODF, OpenXPS)
¥ Manifests can now be compressed into a spediedb box.

¥ Added support for multiple file, aka collection, hashing

¥ Added new regions of interest for text-based formats (e.g., PDF, Office, EPUB, etc.)

¥ Added newc2pa.metadata  assertion to support Exif, IPTC, Schema.org and XMP

¥ Major revision to TIFF embedding support

¥ Added support for embedding C2PA Manifests inside of OpenType and TrueType fonts

¥ Introduced support for object-level manifests in PDF
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¥ Extended the Link header support for embedded manifests

¥ Clarified issues with box hashing

¥ Clarified issues on signing including time stamping, PKIStatus & document signing EKU
¥ Align with Exif 3.0

¥ Improvements to the CDDL schemas

¥ Many editorial improvements

5.2.4. 1.3 - April 2023

¥ New v2 version of the actions assertion with support for many new options

¥New v2 version of the ingredient assertion with support for embedded data

¥New asset reference & asset type assertions

¥ New data boxes, for storing arbitrary data inside the Manifest

¥ New generic box hash methodology for a more inclusive byte range hashing

¥ New "Regions of Interest" data structures that can be applied to various assertions

¥ Added document signing EKU as an alternative default EKU for C2PA signers when a validator is not configured
with an EKU list

¥ Added a newdigitalSourceType field for use by C2PA

¥ Added support for many new formats: MPF, WebP, AIFF, AVI, GIF

¥ Updated Entity diagram to reflect additions since 1.0

¥ Updated COSE header definition for X.509 certificates to RFC 9360

¥ Updated the guidance on PDF embedding and its relationship to PDF signatures

¥ Updated information about JUMBF hashing and JUMBF box toggles

¥ Deprecated v1 of the BMFF Hash

¥ Clarified use of the JUMBF Protection Box in a C2PA Manifest

¥ Clarified C2PA-specific requirement that all intermediate X.509 certificates be included in COSE signatures
¥ Clarified that time-stamps are valid indefinitely

¥LOTS of editorial improvements!!

5.2.5. 1.2 - October 2022

¥ Added details about how to embed a C2PA Manifest in DNG or TIFF
¥ Added newdigitalSourceType field to Actions

¥ Changedstds.iptc.photometadata " stds.iptc to support IPTC video metadata
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¥ Clarified versioning of assertions when adding optional fields

5.2.6. 1.1 - September 2022

¥ Define a mechanism to support salting box hashing

¥ Newc2pa.hash.bmff.v2 assertion, with changes to hashing model, to improve security
¥Enable assertion metadata for the Claim

¥ Replacedclaim_generator_hints with claim_generator_info

¥ Added a new assertion to support the concept of Endorsements

¥ Improvements to thec2pa.actions assertion

¥ All Error & Status Codes are now prefixed witpa

¥ Define mechanism for redaction of W3C VCOs

¥ Clarify validation of EKUs in certificates

¥ Validation algorithm revised to reflect technical changes

¥ Corrections to the CDDL and JSON schemas to match normative text
¥ Revise figures to reflect changes

¥ Various Editorial and Typographical Corrections

¥ Update Normative References (incl. JUMBF & W3C VC Data Model)

5.2.7.1.0 - December 2021

¥ |nitial Release
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Chapter 6. Assertions

6.1. General

It is expected that each claim generator, used by actors in the system that creates or processes an asset, will create or
assemble one or more assertions about when, where, and how the asset was originated or transformed. An assertion
is labelled data, typically (though not required to be) in a CBOR-based structure which represents a declaration about
an asset. Some of these assertions will contain human-generated information (e.g., alternate text for accessibility)
while others will come from machines (software/hardware) providing the information they generated (e.g., camera

type).
Some examples of assertions are:

¥ metadata (e.g., camera information such as maker or lens);

¥ actions performed on the asset (e.g., clipping, color correction);
¥thumbnail of the asset or its ingredients;

¥ content bindings (e.g., cryptographic hashes).

Certain assertions may be redacted by subsequent claims (Seetion 6.8, ORedaction of Assertioyskut they
cannot be modified once made as part of a claim.

6.2. Labels

6.2.1. Namespacing

String values in C2PA data structures may be organized into nhamespaces using a peyiad & separator. The C2PA
namespacec2pa, shall be the beginning of any string value defined in this specification. Entity-specific namespaces
shall begin with the Internet domain name for the entity similar to how Java packages are defined (e.g.,
com.litware , net.fineartschool ).

The period-separated components of an entity-specific namespace shall follow the variable naming converjéion (
zA-Z0-9][a-zA-Z0-9_-]* ) specified in the POSIX or C locale, as defined in the ABNF bel@&MH for
Namespace

ABNF for Namespaces

qualified-namespace = "c2pa" / entity

entity = entity-component *( "." entity-component )
entity-component = 1( DIGIT / ALPHA ) *( DIGIT / ALPHA /""" ")
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6.2.2. Label Naming

Each assertion has a label defined either by the C2PA specifications or an external entity. These labels are strings
which are namespaced, as described in the preceding clause or by an entity. The most common labels will be defined
in the c2pa namespace, but labels may use any namespace that follows the conventions. Labels are also versioned
with a simple incrementing integer scheme (e.g2pa.actions.v2 ). If no version is provided, it is considered as

v1. The list of publicly known labels can be found@mapter 18C2PA Standard Assertions

Previous versions of this document also provided for namespacing for well-established standards,
NOTE but that has been superseded by simply having them via entity-specific namespaces (eqgiso
org.w3 ).

ABNF for Assertion Labels

namespaced-label = qualified-namespace label
qualified-namespace = "c2pa" / entity

entity = entity-component *( "." entity-component )
entity-component = 1( DIGIT / ALPHA ) *( DIGIT / ALPHA / "-" /" ")
label = 1*( "." label-component )

label-component = 1( DIGIT / ALPHA ) *( DIGIT / ALPHA /" /" ")

The period-separated components of a label follow the variable naming conventjenzA-Z][a-zA-Z0-9_-]* )
specified in the POSIX or C locale, with the restriction that the use of a repeated underscore charactés (eserved
for labelling multiple assertions of the same type.

6.3. Versioning

When an assertionOs schema is changed, it should be done in a backwards-compatible manner. This means that new
fields may be added and existing ones may be marked as deprecated (i.e., can be read, but never written). Existing
fields shall not be removed. The label would then consist of an incremented version number, for example moving
from c2pa.hash.bmff (deprecated) toc2pa.hash.bmff.v2

Since the addition of optional fields can be done while maintaining backwards compatibility, such fields may be
added to an existing assertionOs schema without a change to the version number.

Deprecated fields for C2PA standard assertions shall be indicate@limpter 18,C2PA Standard AssertiorGlaim
generators shall not insert data into deprecated assertion fields when creating assertions.

In those situations where a non-backwards compatible change is required, instead of increasing the labelOs version
number, the assertion shall be given a new label.

NOTE For examplegc2pa.ingredient might be changed to the fictionat2pa.component

6.4. Multiple Instances

Multiple assertions of the same type can occur in the same manifest, but since assertions are referenced by claims via
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their label, the assertion labels are required to be unique. This is accomplished by adding a double-underscore and a
monotonically increasing index to the label. For example, if a manifest contains a single assertion of type
c2pa.metadata , then the assertion label will be2pa.metadata . If a manifest contains three assertions of this
type, the labels will bec2pa.metadata , c2pa.metadata__ 1 andc2pa.metadata__ 2

When a label includes a version number, that version number is part of the label itself. As such, when there are
multiple instances, the instance number continues to follow the label - ea@pa.ingredient.v2__ 2

6.5. Schema Validation

The schemas provided in this document, as well as the machine readable ones that are downloaded-able from the
C2PA website, should only be used for aids in understanding the syntax to be read or written. It is not necessary, nor it
is recommended, for a validator to perform any form of schema validation.

6.6. Assertion Store

The set of assertions referenced byckim in a manifest are collected together into a logical construct that is referred
to as theassertion store The assertions and assertion store shall be stored as describefdation 11.1, OUse of

JUMBFQin particular, each assertion referenced in a clainfsted_assertions orgathered_assertions
(but not redacted_assertions ) shall be present in the assertion store located in the same C2PA Manifest as the
claim.

In each manifest, there is a single assertion store. However, as an asset may have multiple manifests associated with
it, each one representing a specific series of assertions, there may be multiple assertion stores associated with an
asset.

6.7. Embedded vs Externally-Stored Data

Some assertion data, due to its size or an infrequent need for it, may be externally hosted. Such data are not
embedded in the assertion store, but instead are referenced by URI. This is accomplished through a cloud data
assertion (seesection 18.10, OCloud DayaOnlike embedded assertion data, cloud data is not retrieved nor validated

as part of manifest validation, and are only retrieved and validated when specifically needed by an application
according to a different set of validation rules as describedSiaction 15.10, OValidate the AssertiansO

6.8. Redaction of Assertions

Assertions that are present in an asset-embedded manifest may be removed from that assetOs manifest when the
asset isused as an ingredientThis process is called redaction.

Redaction involves either removing the entire assertion from the manifestOs assertion store or retaining the labelled
assertion container but replacing its data with zeros (binady00 values). In addition, a record that something was
removed shall be added to theclaim in the form of aURI referenceto the redaction assertion in the
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redacted_assertions field of the claim. It is also strongly recommended that the claim generator should add a
c2pa.redacted  action assertionwith aredacted field as described isection 18.12.5, OParametersO

When redacting an ingredient assertion that references a C2PA Manifest, the associated manifest shall be removed
from the C2PA Manifest Store if no other references to it remain after redacting.

Because each assertionO®&I| referencencludes the assertion label, it is also known what type of
NOTE information (e.g., thumbnail, metadata, etc.) was removed. This enables both humans and machines
to apply rules to determine if the removal was acceptable.

Unless the redaction of the assertion also requires modification to the digital content,uadate manifestshall be
used to document the redaction as it makes a statement about the non-changes to the content.

Claim generators shall not redact assertions with a labek@pa.actions orc2pa.actions.v2 as this assertion
type represents essential information in understanding the history of an asset. They shall also not redadtzady
binding to content assertion - either a c2pa.hash.data , c2pa.hash.boxes ,
c2pa.hash.collection.data , c2pa.hash.bmff.v2 (deprecated), orc2pa.hash.bmff.v3 , as these
assertions are necessary for determining the integrity of the asset.
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Chapter 7. Data Boxes

7.1. General

Data boxes provide a way to include arbitrary data into the C2PA Manifest that is referenced from an assertion,
instead of embedding it directly into a field of the assertion as a binary string. These data boxes are placediatthe
Box Storeand each one will be a single CBOR Content Type tioor ().

The data of a data box is provided directly as the value ofdla¢a field, which is éstr , so any binary data can be
provided. The type of the data shall be identified using ttieformat  field, with a standard IANA media type.

IANA structured suffixes h{tps://www.iana.org/assignments/media-type-structured-suffix/media-
NOTE type-structured-suffix.xhtm), such as+json and +zip , are also supported as values of the
dc:format  field.

Sometimes, it may also be necessary to provide one or maseet typesas the value of thelata types field for
more clarity on the format and usage of that data.

A data box shall have a label aRpa.data and follows therules of assertion labelawith respect to multiple
instances.

7.2. Schema and Example

The schema for this type is defined by thata-box-map  rule in theCDDL Definitiorin CDDL for data bax

CDDL for data box

; box allowing for the storage of arbitrary data

data-box-map = {

E "dc:format": format-string, ; IANA media type of the data

E "data" : bstr, ; arbitrary text/binary data

E ? "data_types": [1* $asset-type-map], ; additional information about the data's type

}
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Chapter 8. Unique Identifiers

8.1. Uniquely Identifying C2PA Manifests and Assets

Every C2PA Manifest is uniquely identified and referenced by a Uniform Resource Name3141, URNmom the
c2pa URN namespace, and a C2PA asset is uniquely identified bg2pa URN value of its active manifest. The
ABNF for the C2PA URN is describedBWF for C2PA URN

Ac2pa URN shall consist of two mandatory and two optional components, in the following order, with colofs (
between each section.

¥URN identifier ¢rn:c2pa ): REQUIRED
¥UUID v4, in string representation (as per RFC 9562, section 4): REQUIRED
¥ Claim Generator identifier string : OPTIONAL

¥Version and Reason string (as described below) : OPTIONAL

When present, the "Claim Generator identifier" string shall consist of no more than 32 characters from the ASCII range
(as per RFC 20), but which are not Control Characters (RFC 20, 5.2) or Graphic Characters (RFC 20, 5.3).

When present, the "Version and Reason" string shall consist of a positive integer, followed by an undersaued(

then another positive integer. The details of each of these values and how they are to be used is described in
Versioning Manifests Due to Conflicth addition, when a "Version and Reason" string is present, a "Claim Generator
identifier" string shall also be present but it may be empty.

ABNF for C2PA URN

c2pa_urn = c2pa-namespace UUID [claim-generator [version-reason]]
c2pa-namespace = "urn:c2pa:”

; this definition is taken from RFC 9562

UUID = 4hexOctet "-"

2hexOctet "-"

2hexOctet "-"

2hexOctet "-"

6hexOctet

hexOctet = HEXDIG HEXDIG

DIGIT =%x30-39

HEXDIG =DIGIT/"A"/"B"/"C"/"D"/"E" | "F"

[T T [T TP

; ASCII, but not Control Characters or Graphic Characters
visible-char-except-space = %x21-7E / %x80-FF

; claim-generator-identifier is a string of 0 to 32 visible-char-except-space characters
; this means that an empty string is valid

claim-generator = ":" claim-generator-identifier

claim-generator-identifier = 0*32visible-char-except-space

; version-reason is a string consisting of a positive integer
; followed by an underscore and a positive integer
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version-reason = ":" version "_" reason
version = 1*DIGIT
reason = 1*DIGIT

Examples:

¥urn:c2pa:F9168C5E-CEB2-4FAA-B6BF-329BF39FA1E4
¥urn:c2pa:F9168C5E-CEB2-4FAA-B6BF-329BF39FA1E4:acme
¥urn:c2pa:F9168C5E-CEB2-4FAA-B6BF-329BF39FAL1E4:acme:2_1
¥urn:c2pa:F9168C5E-CEB2-4FAA-B6BF-329BF39FALE4::2 1

Previous versions of this specification usétd-C 9562, UUIIMRN, and had the identifier of the claim

NOTE generator at the beginning of the URN. However, this was found to be not in compliance with either
RFC 9562, UUIs RFC 8141, URNSs

Thisc2pa URN identifier is used in various parts of a C2PA-enabled workflow, such as when identifying an asset as an
ingredient in a derived or composed asset.

8.2. Versioning Manifests Due to Conflicts

Situations may arise where it is necessary to re-label a C2PA Manifest due to a conflict of identifiers. For example, if a
claim generator had already added an ingredient manifest into the assetOs C2PA Manifest Store, then later added
another ingredient which had a manifest with the same label in its manifest store, but this latter version of the
manifest was different due, for example, to a manipulation of one of its assertion values. In such a case, the modified
version of the ingredient manifest needs to be copied into the assetOs C2PA Manifest Store, but must be re-labeled.

To re-label a manifest:
¥1f the current URN does not contain a "Claim Generator identifier string”, then the claim generator shall append a
¥In all cases, the claim generator shall append ato the URN followed by a monotonically increasing integer,

starting with 1, followed by an underscore ) and then an integer from the list below representing the reason for
the re-labeling.

I 1: Conflict with another C2PA Manifest

For example, if the claim generator has to re-label a C2PA Manifest for the second time due to a conflict, the appended

string would be:2_1 .

8.3. ldentifying Non-C2PA Assets

When working with assets that do not contain a C2PA Manifest, but the asset contains embedded XMP which include
values forxmpMM:DocumentID and/or xmpMM:InstancelD as defined inXMP Specification Part 2, 2.those
values shall be used as identifiers for the asset.
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When working with assets that do not contain a C2PA Manifest and do not contain embedded XMP, the claim
generator may use any method of its choosing to provide it with a unique identifier.

8.4. URI References

8.4.1. Standard URIs

All references to information in the manifest, whether stored internally to the asset (i.e., embedded) or stored
externally to the asset (e.g., in the cloud), shall be referenced via JUMBF URI references as defined in ISO 19566-
5:2023, C.2. These URIs shall be used either as pamadlaed _uri orhashed_ext uri data structure.

When the reference is to @mpressed manifesithe JUMBF URI shall not contain anything about threb box, but

the URI to the manifest is treated as if the manifest was not compressed. This means that the URI would include the
label of thec2ma or c2um box, but not the label of the2cm box. In addition, the URI reference to a compressed
manifest shall not include the label of thierob box - but only the label of the compressed manifest itself.

8.4.2. Hashed URIs

8.4.2.1. Embedded

Ahashed_uri is used when the URI is for something embedded in the same C2PA Manifest Store.

This specification provides an equivaleritashed-uri-map  data structure (inCDDL for hashed URfor schemas
using aCDDL Definition

CDDL for hashed URI

: The data structure used to store a reference to a URL within the same JUMBF and its hash.
We use a socket/plug here to allow hashed-uri-map to be used in individual files without
having the map defined in the same file

$hashed-uri-map /= {

E "url": jumbf-uri-type, ; JUMBF URI reference

E 2 "alg": tstr .size (1..max-tstr-length), ; A string identifying the cryptographic hash
algorithm used to compute all hashes in this claim, taken from the C2PA hash algorithm
identifier list. If this field is absent, the hash algorithm is taken from an enclosing
structure as defined by that structure. If both are present, the field in this structure is
used. If no value is present in any of these places, this structure is invalid; there is no
default.

E "hash": bstr, ; byte string containing the hash value

}

; with CBOR Head (#) and tail ($) are introduced in regexp, so not needed explicitly
jumbf-uri-type /= tstr .regexp "self#jumbf=[\w\dV][\\WwA\d\\.V:-]+[\\Ww\\d]"

Because assertion stores shall be located in the same C2PA Manifest box as the claim that refers to them, only
self#jumbf URIs are permitted. Thesself#jumbf URIs may be relative to the entire C2PA Manifest Store, in
which case they shall start with & (U+002F, Slash), or relative to the current C2PA Manifest. URIs shall not contain the
sequence.. (a pair of U+002E, Full Stop).
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Example 1. Exampkelf#jumbf  URIs

The following are examples of valgklf#jumbf  URIs:

¥ self#jumbf=/c2pa/urn:c2pa:FO95F30E-6CD5-4BF7-8C44-
CEB420CA9FB7/c2pa.assertions/c2pa.thumbnail.claim.jpeg is relative to the entire store
(since it starts with/ );

¥ self#jumbf=c2pa.assertions/c2pa.thumbnail.claim.jpeg would be relative to the
manifest of the box containing the URI.

8.4.2.2. External

When referring to a resource that exists externally to the C2PA Manifest Stohaeslaed-ext-uri-map data
structure is used. It is a variation on thbashed-uri , in that it references an external URI instead of a
self#jumbf . The hashed-ext-uri data structure is defined by thenashed-ext-uri-map rule in the
following CDDL irfcDDL for hashed external URI

CDDL for hashed external URI

: The data structure used to store a reference to an external URL and its hash.

; We use a socket/plug here to allow hashed-ext-uri-map to be used in individual files
; without having the map defined in the same file

$hashed-ext-uri-map /= {

E "url": ext-url-type, ; http/https URI reference

E "alg": tstr .size (1..max-tstr-length), ; A string identifying the cryptographic hash
algorithm used to compute the hash on this URI's data, taken from the C2PA hash algorithm
identifier list. Unlike alg fields in other types, this field is mandatory here.

E "hash": bstr, ; byte string containing the hash value

E 2 "dc:format": format-string, ; IANA media type of the data

E ? "size": size-type, ; Number of bytes of data

E ? "data_types": [1* $asset-type-map], ; additional information about the data's type

}

; with CBOR Head (#) and tail ($) are introduced in regexp, so not needed explicitly
ext-url-type /= tstr .regexp "https?:\\W[-a-zA-Z0-9@:%._\+~#=]{2,256}\\.[a-z]{2,6}\\b[-a-
ZA-Z0-9@:%_\+.~#?2&//=]*"

In keeping with common practice, it is recommended that thgtps scheme be used to
retrieve assertion data to protect the privacy of the data in transit, hitp is also permitted

IMPORTANT  because the dataOs integrity is protected by thesh field and this privacy may not be
required in all circumstances. Authors of manifests with external URIs should choose the
scheme to suit their needs.

The optionaldc:format  field, when present, provides an alternative to tHeontent-Type field of the http(s)
headers. If present, this field shall be used as the required format retrieved during any content negotiate/request.
Sometimes, it may also be necessary to provide one or maseet typesas the value of thelata_types field for
more clarity on the format and usage of that data.
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An optionalsize field is also provided to specify the size of the data to be retrieved. This may be useful to a validator
as a hint in addition to the hash.

NOTE It could be used to provide information about whether to perform downloading or validation or both.

8.4.2.3. Hashing JUMBF Boxes

When creating a URI reference to any JUMBF box (@sgertionsand data boxeg, the hash shall be performed over
the contents of the structureOs JUMBF superbox, which includes both the JUMBF Description Box and all content
boxes therein (but does not include the structureOs JUMBF superbox header).

NOTE More details on hashing can be found @ection 13.1, OHashingO

As described in the latest version of JUMBF (ISO 19566-5:2023), and shdvguie 4, OExampi2pa.actions
assertionQa newPrivate  field can be present as part of any JUMBF Description box. This C2PA specification defines
the C2PA salt asRrivate  field whose value is a standard box consisting of:

¥ a box length (LBox, as a 4-byte big-endian unsigned integer);

¥ a box type (TBox, 4-byte big-endian unsigned integer, with a value2sh (for C2PA salt hash));

¥and payload data (consisting of randomly-generated binary data of either 16 or 32 bytes in length).

JUMBF Superbox (‘jumb")

JUMBF Description Box (‘jumd’)

TYPE chbor
TOGGLES 00010011
LABEL c2pa.actions
PRIVATE
LBox... | TBox... | 16 or 32 bytes of arbitrar...

JUMBF Content Box (‘cbor’)

CBOR data for actions-map

Text is not SVG - cannot display

Figure 4. Example2pa.actions assertion
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Chapter 9. Binding to Content

9.1. Overview

A key aspect to thetandard C2PA manifeds the presence of one or more data structures, called content bindings,
that can uniquely identify portions of the asset. There are two types of bindings that are supported by C2PA - hard
bindings and soft bindings. A hard binding (also known as a cryptographic binding) enables the validator to ensure
that (a) this manifest belongs with this asset and (b) that the asset has not been modified, by determining values that
can match only this asset and no other, not even other assets derived from it or renditions produced from it. A soft
binding is computed from the digital content of an asset, rather than its raw bits. A soft binding is useful for identifying
derived assets and asset renditions.

A single manifest shall not contain more than one assertion defining a hard binding but may contain zero or more
assertions defining soft bindings.

9.2. Hard Bindings

9.2.1. Hashing using byte ranges

The simplest type of hard binding that can be used to detect tampering is a cryptographic hashing algorithm, as
described inSection 13.1, OHashingaver some or all of the bytes of an asset. This approach can be used on any type
of asset, but should only be considered for formats that donOt support one of the forms of box-based hashing.

When using this form of hard binding,data hash assertioris used to define the range of bytes that are hashed (and
those that are not). Because a data hash assertion defines a byte range, it is flexible enough to be usable whether the
asset is a single binary or represented in multiple chunks or portions.

9.2.2. Hashing using a general box hash

When an assetOs format is a non-BMFF-based box format, such as JPEG, PNG, GIF or others, listed ageneral

box hashassertion should be used. This assertion consists of an array of structures, each one listing one or more
boxes (by their name/identifier) and a hash that covers that data of those boxes (and any possible data that may be
present in the file between them), along with the algorithm used farshing

9.2.3. Hashing a BMFF-formatted asset

If the asset is based olf5O BMFRhen a hard binding optimized for the box-based format (calleéd/FF-based hash
assertion9 may be used instead.

For a monolithic MP4 file asset where thedat box is validated as a unit, the assertion is validated nearly identically
to a data hash assertion. It simply uses a box exclusion list instead of byte ranges to define the range of bytes that are
hashed (and those that are not).
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For fragmented MP4 (fMP4) files, the assertion itself shall be combined with chunk-specific hashing information which
is located as specified iBection A.4, OEmbedding manifests into BMFF-based assetsO

9.2.4. Hashing a Collection

In workflows where the C2PA Manifest will refer to a collection of assets, instead of a single assed)ltution data
hash assertiorshall be used as the method to specify the hard bindings for the assets in the collection.

NOTE For example, a collection data hash assertion can be used to describe each folder of a training data
set for an AlI/ML model.

9.2.5. Asset Metadata Bindings

Signersof the C2PA Manifest are not required to sign the asset metadata not contained within the C2PA Manifest. In
such a case, the asset metadata shall be excludeddbya hash assertionsand their boxes shall not be listed by
general box hash assertionrar BMFF-based hash assertians

NOTE Not including asset metadata in data hash assertionis a security concern, which is why using a
general box hash assertigiwhen possible, is preferred if not signing the asset metadata.

Any asset metadata values that are supported by themmon metadata assertion as described inrAppendix B,
Implementation Details foc2pa.metadata , and can be asserted by the signer should be copied into such an
assertion and included in the C2PA Manifest.

9.3. Soft Bindings

Soft bindings are described usingpft binding assertionssuch as a fingerprint computed from the digital content or
an invisible watermark embedded within the digital content. These soft bindings enable digital content to be
matched even if the underlying bits differ.

NOTE For example, an asset rendition in a different resolution or encoding format.

Additionally, if a C2PA manifest is removed from an asset, but a copy of that manifest remains in a provenance store
elsewhere, the manifest and asset may be matched using available soft bindings.

Because they serve a different purpose, a soft binding shall not be used as a hard binding.

9.3.1. List of Allowed Soft Binding Algorithms

All soft bindings shall be generated using one of the algorithms listed ingbi binding algorithm listas supported by
this specification.
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Chapter 10. Claims

10.1. Overview

Aclaim gathers together all the assertions about an asset at a given time including the set of assertionsifong to

the content. The claim is then cryptographically hashed and signed as describe&éntion 10.3.2.4, OSigning a
ClaimOA claim has all the same properties as an assertion including being assigned the t&tpal.¢laim.v2 ) but

it does not support the use adissertion metadata A claim is encoded as CBOR data, and such, shall comply with the
"Core Deterministic Encoding Requirements” of CBOR

NOTE Previous versions supported the use of assertion metadata with claims, but this has been
deprecated.

A previous version of this specification used the lals@pa.claim  and associatecclaim-map for the Claim, but
those have now been deprecated. Validators shall still accept this label (and associatdth-map ), but claim
generators should not produce such a claim.

10.2. Syntax

10.2.1. Schema

The schema for this type is defined by tloaim-map-v2  andclaim-map rules in the followingCDDL Definition
for claims with labelsz2pa.claim.v2 andc2pa.claim , respectively:

; CDDL schema for a claim map in C2PA

claim-map = {

E "claim_generator": tstr, ; A User-Agent string formatted as per
http://tools.ietf.org/html/rfc7231#section-5.5.3, for including the name and version of the
claims generator that created the claim

E "claim_generator_info": [1* generator-info-map],

E "signature": jumbf-uri-type, ; JUMBF URI reference to the signature of this claim

E "assertions": [1* $hashed-uri-map],

E "dc:format": tstr, ; media type of the asset

E “instancelD": tstr .size (1..max-tstr-length), ; uniquely identifies a specific version of
an asset

E ? "dc:title™: tstr .size (1..max-tstr-length), ; name of the asset,

E ? "redacted_assertions": [1* jumbf-uri-type], ; List of JUMBF URI references to the
assertions of ingredient manifests being redacted

E ? "alg": tstr .size (1..max-tstr-length), ; A string identifying the cryptographic hash
algorithm used to compute all data hash assertions listed in this claim unless otherwise
overridden, taken from the C2PA data hash algorithm identifier registry. This provides the
value for the 'alg’ field in data-hash and hashed-uri structures contained in this claim

E ? "alg_soft": tstr .size (1..max-tstr-length), ; A string identifying the algorithm used

to compute all soft binding assertions listed in this claim unless otherwise overridden,
taken from the C2PA soft binding algorithm identifier registry."

E ? "metadata": $assertion-metadata-map, ; additional information about the assertion

}

; CDDL schema for a claim map in C2PA
claim-map-v2 = {
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E “instancelD": tstr .size (1..max-tstr-length), ; uniquely identifies a specific version of

an asset

E "claim_generator_info": $generator-info-map, ; the claim generator of this claim

E "signature": jumbf-uri-type, ; JUMBF URI reference to the signature of this claim

E "created_assertions": [1* $hashed-uri-map],

E ? "gathered_assertions": [1* $hashed-uri-map],

E ? "dc:title"™: tstr .size (1..max-tstr-length), ; name of the asset,

E ? "redacted_assertions": [1* jumbf-uri-type], ; List of JUMBF URI references to the
assertions of ingredient manifests being redacted

E ? "alg": tstr .size (1..max-tstr-length), ; A string identifying the cryptographic hash
algorithm used to compute all data hash assertions listed in this claim unless otherwise
overridden, taken from the C2PA data hash algorithm identifier registry. This provides the
value for the 'alg' field in data-hash and hashed-uri structures contained in this claim

E ? "alg_soft": tstr .size (1..max-tstr-length), ; A string identifying the algorithm used

to compute all soft binding assertions listed in this claim unless otherwise overridden,
taken from the C2PA soft binding algorithm identifier registry."

E ? "metadata": $assertion-metadata-map, ; (DEPRECATED) additional information about the
assertion

}

generator-info-map = {

E "name": tstr .size (1..max-tstr-length), ; A human readable string naming the claim

generator

E ? "version™: tstr, ; A human readable string of the product's version

E ? "icon": $hashed-uri-map / $hashed-ext-uri-map, ; hashed URI to the icon (either embedded
or remote)

E 2 "operating_system": tstr, ; A human readable string of the operating system the claim
generator is running on

E * tstr => any

}

An example of thelaim-map-v2  structure iINnCBOR-Diag

"alg" : "sha256",
"claim_generator_info" : {
"name": "Joe's Photo Editor",
"version": "2.0",
"operating_system": "Windows 10"

™ [T M M

E}

E "signature" : "self#jumbf=c2pa/urn:c2pa:F9168C5E-CEB2-4faa-B6BF-
329BF39FA1E4/c2pa.signature”,

E "created_assertions" : [

E {

E  "url": "selftjumbf=c2pa/urn:c2pa:F9168C5E-CEB2-4faa-B6BF-
329BF39FA1E4/c2pa.assertions/c2pa.hash.data",

E  "hash": b64'U9Gyz05tmpftkoEYP6XYNsMnUbnS/KcktAg2vv7ning="

12

"url": "self#jumbf=c2pa/urn:c2pa:F9168C5E-CEB2-4faa-B6BF-
29BF39FA1E4/c2pa.assertions/c2pa.thumbnail.claim.jpeg”,

"hash": b64'G5hfJwYeWTIfIxOhmfCO9XxDAK52aKQ+YbKNhRZeq92c="
B

{
"url": "self#jumbf=c2pal/urn:c2pa:F9168C5E-CEB2-4faa-B6BF-

29BF39FA1E4/c2pa.assertions/c2pa.ingredient.v3”,
"hash": b64'Yzag405j04xPyfANVtw7ETIbFSWZNfeM78qbSi8Abkk="
}
I,

'redacted_assertions" : [

[T [T> [T [T W [T [T [T [T W [T [Th [Th [T
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E "self#jumbf=c2pa/urn:c2pa:5E7B01FC-4932-4BAB-AB32-
D4F12A8AA322/c2pa.assertions/c2pa.metadata”

E]

}

10.2.2. Fields
If present, the value odic:title shall be a human-readable name for the asset.

NOTE Thec2pa.claim  has adc:format  field which is no longer present icpa.claim.v2

If the asset contains XMP, then the asset@sMM:InstancelD  should be used as thestancelD . When no XMP
is available, then some othernique identifier for the asset shall be used as the valueiftstancelD

Some field names, such a:title , have namespace prefixes as their names and definitions are

NOTE
taken directly from the XMP standard. However, their usage in C2PA does not require the use of XMP.

Thesignature  field shall be present containing @RI referencdo aclaim signature

The created_assertions field shall be present and it shall contain one or mot&R| referencedo assertions
being made by this claim that were created by the claim generator. In a standard manifest or time-stamp manifest, it
shall contain at least one assertion that represent$iard binding

When present, thegathered_assertions field shall contain one or moré&RI referencedo assertions that have
not been created by the claim generator but have been provided by other components in the workflow.

When present, theedacted_assertions field shall contain one or mor&RI referenceso redacted assertions

10.2.3. Claim Generator Info

10.2.3.1. General

Detailed information about the claim generator shall be present as the valueclaim_generator_info A
Manifest Consumer shall use the value daim_generator_info in determining information about the claim
generator for itself or for presentation in a UX.

NOTE The c2pa.claim  has aclaim_generator field, whose value is a simple string, which is no
longer present inc2pa.claim.v2

10.2.3.2. Generator Info Map

When adding alaim_generator_info field, its value is g@enerator-info-map object which shall contain a
name field. It may also contain either &ersion field or anicon field or both. In addition, any other field is
permitted, using the standard entity-specific namespacing describedSaction 6.2.1, ONamespacingfhe data in

this object shall represent the non-human (hardware or software) actor that actually generated the claim (aka the
claim generator itself).
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A claim generator may desire to provide a graphical representation of itself, referred here @&an, to a Manifest
Consumer that is presenting a user experience. The value ofdbe field, if present, shall be hashed URI

As with the assertions array, the hash algorithm used fdramhed URIs determined by thealg field

NOTE
present in the hashed URI, or when absent, byadm field in the claim.

Example using claim generator info

"claim_generator_info" R
"name" : "Joe's Photo Editor" ,
"version" : "2.0" ,
"operating_system" : "Windows 10"
"icon" : {
"url*  : "http://cdn.examplephotoagency.com/logo.svg" ,
"hash" : "5bdec8169b4e4484b79abad4cee5c6bd"

S~ [Tp [Tp [T [T [T [T [Th [Th M~

10.3. Creating a Claim

10.3.1. Creating Assertions

Before the claim can be finalized, alksertionsneed to be created and stored in a newly createdPA Assertion Store
as describedater in this document

When creating a standard manifest, it may not be possible to know all of the required binding information at the time
of claim creation, in which case use theaultiple step processing methodto setup and then later fill-in the
information.

10.3.2. Preparing the Claim

10.3.2.1. Adding Assertions and Redactions

The claim shall contain areated_assertions field and may contain ayathered_assertions field. The
combined values from those two fields represents a list of all of the URI references for all assertions that were added
to the assertion store that are being “claimed" by this claim. In a standard or time-stamp manifest, the
created_assertions fieldOs value shall include at least one assertion that represehts@binding

If any assertions in ingredient claims are being redacted, their URI references shall be added to list which is the value
of theredacted_assertions field.

10.3.2.2. Adding Ingredients

In many authoring scenarios, an actor does not create an entirely new asset but instead brings in other existing assets
on which to create their work - either as a derived asset, a composed asset or an asset rendition. These existing assets
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are called ingredients and their use is documented in the provenance data through the use iobandient assertion

When an ingredient contains one or more C2PA manifests, those manifests shall be inserted into this assetOs C2PA
Manifest Store to ensure that the provenance data is kept intact. Such ingredient manifests are added to the JUMBF
as described irSection 11.1.4, OC2PA Box detailt@ manifest with the same unique identifier is already present in

the C2PA Manifest Store, the two shall be compared (via hashing). If they are identical, the new manifest shall be
ignored. If they are different, the new manifest shall be added to the store after changing its unique identifier to a new
value as described ihapter 8Unique Identifiers

If an ingredientOs manifestrismote, and the claim generator is unable to retrieve the manifest, it should use an error
code ofmanifest.inaccessible to reflect that.

10.3.2.3. Connecting the Signature

The signature cannot be part of the signed payload, but since its label is pre-defined, then the full URI reference is also
known. As such, we can include that in the claim by setting the value oftpeature  field of the claim to that URI
reference.

NOTE This provides the explicit binding of the claim to its signature.

10.3.2.4. Signing a Claim

Producing the signature is specified Bection 13.2, ODigital SignaturesO

For standard and update manifests, theayload field ofSig_structure shall be the serialized CBOR of the claim
document, and shall use detached content mode.

For time-stamp manifests, th@ayload field of Sig_structure shall be the value of theignature  field of the
COSE_Signl_Tagged structure contained in the C2PA Claim Signature box of the C2PA Manifest of its parent
ingredient, and shall use detached content mode.

The serializedCOSE_Signl Tagged structure resulting from the digital signature procedure is written into the
C2PA Claim Signature box.

10.3.2.5. Time-stamps

10.3.2.5.1. Use of RFC 3161

If possible, the signer should use a RFC 3161-compliant Time Stamp Authority (R58)J16)Lto obtain a trusted
time-stamp proving that the signature itself actually existed at a certain date and time and incorporate that into the
COSE_Signl_Tagged structure as a countersignature.

A time-stamp manifest shall never follow this procedure, as the signer of the manifest itself is a TSA.

Signers are encouraged to obtain and include time-stamps to ensure their manifests will remain valid. As described in
Chapter 15,Validation manifests without time-stamps cease to be valid when the signing credential expires or
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becomes revoked. A manifest shall contain only one time-stamp.

NOTE Previous versions of this specification allowed for multiple time-stamps to be included in a manifest.

10.3.2.5.2. Choosing the Payload

A previous version of this specification used the same value forghgload field in the time-stamp as was used in
the Sig_signature as described irBection 10.3.2.4, OSigning a Clairfhis payload is henceforth referred to as a
"vl payload" in a "v1 time-stamp” and is considered deprecated. A claim generator shall not create one, but a
validator shall process one if present.

The "v2 payload”, of the "v2 time-stamp", is the value of tlsggnature  field of the COSE_Signl_Tagged
structure created as part oBection 10.3.2.4, OSigning a ClairAO'v2 payload" shall be used by claim generators
performing a time-stamping operation.

The value of thesignature  field includes the entire serializedbstr , including the bytes that

NOTE
indicate the major type and the length (not just the string itself).

10.3.2.5.3. Obtaining the time-stamp

All time-stamps shall be obtained as describedrC 316 With the following additional requirements:
¥TheMessagelmprint  of theTimeStampReq structure RFC 3161section 2.4.1) shall be computed by creating
the ToBeSigned value inRFC 8152section 4.4, with the following values for elementsify_structure
I Thecontext element shall beCounterSignature
I Thepayload element shall be the value described Byection 10.3.2.5.2, OChoosing the PayloadO
! The remaining elements dbig_structure are as described iection 13.2.3, OComputing the SignatureO

¥The ToBeSigned value is then hashed using a hash algorithm from the allowed lisBattion 13.1, OHashingO
that the TSA supports, and that hash algorithm and value are placed inNtessagelmprint . If the TSA does
not support any hash algorithms from the allowed list, it cannot be used for time-stamping.

I Where possible, the hash algorithm should use the same hash algorithm used in the digital signature of the

claim.

¥ThecertReq boolean of theTimeStampReq structure shall be asserted in the request to the TSA, to ensure its
certificate chain is provided in the response.

10.3.2.5.4. Storing the time-stamp

vl time-stamps (deprecated) are stored in a COSE unprotected header whose label is the Strifej . If present,
the value of this header shall betatContainer defined byExample 2, OCDDL tstContainer QO The content
of the TimeStampResp structure received in reply from the TSA shall be stored as the value o¥dheproperty of
an element oftstTokens

v2 time-stamps shall be stored in a COSE unprotected header whose label is the sigihgt2 . When present, the
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value of this header shall be ®tContainer defined byExample 2, OCDDL tstContainer QO The content of
value of thetimeStampToken field of the TimeStampResp structure received in reply from the TSA shall be
stored as the value of theal property of an element ofstTokens

A v2 time-stamp is equivalent to the "CTT" model ©OSE Header parameter for RFC 3161 Time-
Stamp Tokens Draftlt requires that the complete signature structure be completed prior to time-
stamping, thus enabling the time-stamp to serve as a countersignature on the entire signature
structure, including the actual certificate.

NOTE

If no time-stamps are included, then neither headesiTst nor sigTst2 ) shall be present in the COSE
unprotected header.

Example 2. CDDL fstContainer

: CBOR version of tstContainer and related structures based on JSON schema at
; https://forge.etsi.org/rep/esi/x19_182_ JAdES/raw/v1.1.1/19182-jsonSchema.json
tstContainer = {

E "tstTokens": [1* tstToken]

}

tstToken ={
E "val": bstr

}

The above definition is a CBOR adaptation of a subset of the schema JrdiS section 5.3.4 and
NOTE its JSON schemaexcept with the modification that the content ofal is a byte string and not a
Base64-encoded string.

10.3.2.6. Credential Revocation Information

If the signerOs credential supports querying its online credential status, and the credential contains a pointer to a
service to provide time-stamped credential status information, the signer should query the service, capture the
response, and store it in the manner described for credentials in Twast Model If credential revocation information

is attached in this manner, a trusted time-stamp shall also be obtained after signing, as describ®ddtion 10.3.2.5,
OTime-stampsO

10.3.3. Examples of Claims

10.3.3.1. Single Claim

Here is a visual representation of an image containing a single claim with multiple assertions that have been
embedded inside it.
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o Create assertions (hashing each one) & store in C2PA Manifest

. Assertion Store

9042 aZed 81e3 85ct BN L
Thumbnail c2pa.metadata data.hash c2pa.actions
{ { {
C2PA Manifest
Where this is stored will vary by host file format
9042 aZed 0le3 85cf

"at": ..., "hash": ... “c2pa.created

"lon": ... + }
ﬂ Claim Signature

i

"assertions": [ "c2pafurn:cZpa/thumbnail", |

"c2pa/urn:c2pa/metadata", "c2pa/urn:c2pa/actions"
"c2pa/urn:cZpa/data.hash”, A e ———
H // JUMBF URIs to the assertions above
i 1,
L "signature": “Hclipa_=igl'

1 -

o Sign the claim & store it in the C2PA Manifest

@ Claim Signature

Signed by: CaptureDevice
Time: 2020-06-05T10:37:00-07:00
Hash: fa3l...

Figure 5. A single claim with assertions

10.3.3.2. Multiple Claims

In this example of creating a second claim for thesvious example one of the original assertions has been redacted
from the previous claim. The visual representation for this scenario would look like:
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o Verify claim from original asset
w © rmesoons

° Create new exported asset

° If desired, redact assertions from ingredient manifest

9042 0le3 85cf Claim
c2pa.metaadata
NOTE:
Assertion a2e4 (precise location) from original asset is ﬂ Claim Signature
being redacted in this example

C2PA Manifest Store

C2PA Manifest Where this is stored will vary by host file format
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. C2PA Manifest
e Create New Assertions e ——

9042 a2e4 0le3 85cf

Assertion Store 9042 0le3 85cf

L —————
Claim

B Claim Signature

P | —————
& Claim Signature

“manifest”: “hash”: ...

"desaturate",

"brighten" "
C2PA Manifest
R 95ca c85a
o Compute hashes of the asset data ——
Claim

————
& Claim Signature

o Create claim data structure & store in the C2PA Manifest

{

"assertions": ["c2pa/urn:c2pa:2/actions", "c2pa/
urn:c2pa:2/thumbnail”, "c2pa/urn:c2pa:2/data.hash"],
"redacted_assertions": ["c2pa/urn:c2pa:l/metadata"],
"signature": "#C2PA_sig2"
¥

o Sign the claim and store it in the C2PA Manifest

B Claim Signature

Signed by: EditSuite
Time: 2020-06-05T12:22:43-07:00
Hash: 44..a4

Figure 6. Redacting assertions in a secondary claim

10.4. Multiple Step Processing

Some asset file formats require file offsets of the C2PA Manifest Store and asset content to be fixed before the
manifest is signed, so that content bindings will correctly align with the content they authenticate. Unfortunately, the
size of a manifest and its signature cannot be precisely known until after signing, which could cause file offsets to
change.

As an example, iIdPEG Tiles, the entire C2PA Manifest Store is required to appear in the file before the image data,
and so its size will affect the file offsets of content being authenticated.

To accomplish this, a multiple step approach shall be taken, similar to how signatures in PDF are done.

10.4.1. Create content bindings

When creating astandard manifesi its claim shall include one or more content binding assertions in its list of
assertions to ensure that the asset is tamper-evident.
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Create the data hash assertion and add it to the assertion store taking into account the following considerations.

In many cases, such as with JPEG 1, it is not possible to hash the asset in its entirety because the manifest will be
embedded in the middle of the file, so the size or location manifest data will not be known at the time the asset hash
is computed. This circular dependency is avoided by allowing exclusion ranges to be specified during hashing. When
exclusion ranges are specified, a single hash is performed, but only over the asset ranges that are not in any of the
exclusions. The data present in an exclusion range shall only contain a C2PA Manifest and any padding.

If a manifest is embedded in the center of a JPEG 1 file in an APP11 segment, then the claim creator may exclude the
APP11 segment(s) from the hash calculation.

In order to prevent insertion attacks, it is desirable to have only a single exclusion range when possible. When the size
or location (or both) of the manifest in the asset is not known, then gtart andlength values in the data hash
assertion shall both be zero and the size of thad value should be large enough to accommodate writing in the
values during the second pass. At least 16 bytes is recommended. The value phthkey shall consist of all 0x000s.

If padding is employed, it is possible that the pad data could be changed without resulting in a validation failure.
Claim generators shall ensure that changes to pad data (or any other excluded asset data) cannot change how the
asset is interpreted.

In the case of JPEG 1 files, this can be achieved either by eliminating padding or by ensuring that the
JFIF APP11/C2PA segments cannot be shortened of changed to a different segment type. This is

NOTE accomplished by including all the C2PA manifest segment headers (APP11) and 2-byte length fields
in the data-hash-map for all manifest-containing segments. Doing so ensures that any data changed
in the exclusion region will not be misinterpreted by JPEG processors.

10.4.2. Create a temporary Claim and Signature

Add the newly created data hash assertion reference to the claimOs assertion list providing a temporary hash value,
such as empty spaces.

At this point, the temporary claim is complete and can be added to the C2PA Manifest being created.

Since the claim is only temporary at this time, it is not possible to sign it. To ensure the claim signature box contains a
valid CBOR structure, create a tempora®yDSE_Signl_Tagged structure as described iRFC 8152section 4.2. The
COSE_Signl _Tagged is a tag byte followed by &0SE_Signl structure, which is a four-element CBOR array.
Construct the array as follows:

¥The first element is therotected  header bucket RFC 8152section 3). Create an empty bucket by placing a
bstr of size 0 in this position.

¥The second element is thenprotected  header bucket, which is a CBOR map. Create a map of 1 pair. Use the
string pad as the label, and place lastr of the desired padding size filled with zero bytes (0x00) as the value. A
25 kilobyte size is recommended for the initial size of this padding.

¥The third element is thepayload . Place the valuail (CBOR major type 7, value 22) here.
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¥The fourth element isignature . Place astr of size 0 here.

10.4.3. Complete the C2PA Manifest

At this point all of the boxes that comprise the entire C2PA Manifest for the asset are completed and can be (if not
already) constructed into its final form. The assetOs C2PA Manifest, along with the manifests of any ingredients, are
combined together to form the complete C2PA Manifest Store. The active manifest is required to be the last C2PA
Manifest superbox in the C2PA Manifest Store superbox. The C2PA Manifest Store can then be embedded into the
asset as discussed iBection 11.3, OEmbedding manifests into various file formatsO

10.4.4. Going back and filling in

Now that the C2PA Manifest Store has been embedded into the asset, the starting offset and the length of the active
manifest can be updated in its data hash assertion. It is necessary that when doing so, you do not change the size of
the assertionOs box, only its data. This is done by adjusting the value phthdield to be the necessary length to "fill

up" the remaining bytes.

Preferred/deterministic CBOR serialization p&d uses a variable length integer to specify the length

of the encoded binary data. When the length goes from zero to 1 byte, or 1 to 2 bytes (etc.), the length

of the resulting pad jumps by two bytes. This means that not all paddings can be expressed using a
NOTE single padding field. For example, 24-byte and 26-byte pads can be created, but a 25-byte pad

cannot. If this situation arises, the desired padding can be split betwgmd and pad2. For

example, to make a 25-byte pad, a claim generator can encode 19 bytespiatb (resulting in an

encoded length of 20 bytes), and 4 bytes inggad2 (resulting in 5 bytes.)

Once the data hash assertion has been updated, it can be hashed and the hash written over the empty spaces that
were used previously to hold the location.

The claim is now complete, and it can be hashed and signed as describ&edtion 10.3.2.4, OSigning a Clajwith

the resultant signature filling the pre-allocated space. Tipad header can then be shrunk as required so that the
claim signature box remains the same size; because this header is unprotected, changing it does not invalidate the
claim signature.

If the serializedCOSE_Signl_Tagged structure exceeds the reserved size of the C2PA Claim Signature box, multiple
step processing shall be repeated with a larger padding size chose®eirtion 10.4.2, OCreate a temporary Claim and
SignatureQ Revocation information retrieved during the previous attempt should be reusable if it is still within its
validity interval RFC 6960section 4.2.2.1), but a new time-stamp will be required on the new claim with the file
offsets changed as the result of added padding.

A C2PA Manifest may contain assertions defined outside of this specification, and they could depend on file layout. As
such, the claim generator may no longer be able to change the file layout and/or offsets in a data hash assertion. In
this case, claim generators should use padding prior to assertion creation to ensure that the file layout need not
change once the assertion has been finalized.
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Chapter 11. Manifests

11.1. Use of JUMBF

11.1.1. Rationale

In order to support many of the requirements of C2PA, C2PA Manifests needed to be stored (serialized) into a
structured binary data store that enables some specific functionality including:

¥ Ability to store multiple manifests (e.g., parents and ingredients) in a single container.
¥ Ability to refer to individual elements (both within and across manifests) via URIs.

¥ Ability to clearly identify the parts of an element to be hashed.

¥ Ability to store pre-defined data types used by C2PA (e.g., JSON and CBOR).

¥ Ability to store arbitrary data formats (e.g., XML, JPEG, etc.).

In addition to supporting all of the requirements above, our chosen container format - ISO 19566-5:2023 (JUMBF) - is
also natively supported by the JPEG family of formats and is compatible with the box-based model $iEBMFF, ISO
14496-13 used by many common image and video file formats. Using JUMBF enables all the same benefits (and a few
extras, such asJRI Referencgswhile being able to work with classic image formats, such as JPEG/JFIF and PNG as
well as 3D and document (e.g., PDF) formats. This serialized format shall be used also in formats that do not natively
support JUMBF, or when C2PA Manifest Stores are stored separately from the asset, such as in a separate file or URI
location.

Since most of the standard assertions, as well the claim signature, are serialized as CBOR, using
CBOR for the entire C2PA Manifest was considered but not chosen because CBOR is not a container
format.

For example, to store a "blob of JSON" inside of CBOR, and know that it is JSON (and not some other
format) would necessitate designing a data structure for storing such things. Then the parent
structure would need to be defined as to how to carry that structure. This same concept would also
have to be done for each of the native features of JUMBF.

NOTE

While it would certainly be possible to re-implement all of the required functionality entirely in
CBOR, it would be a lot of work and would not fully remove the need for a JUMBF/BMFF parser in all
implementations.

11.1.2. Processing Rules

A C2PA Manifest Consumer shall never process an assertion, assertion store, claim, claim signature or C2PA Manifest
that is not contained inside of a C2PA Manifest Store. Additionally, when a C2PA Manifest Consumer encounters a
JUMBF box or superbox whose JUMBF type UUID it does not recognize, it shall skip over (and ignore) its contents.
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NOTE This means that the C2PA Manifest Consumer can process private boxes that it knows about, but
ignore ones of which it is unaware.

If the RequestableandLabel Presentoggles are both set in the JUMBF Description box of any JUMBF box or superbox,
that box or superbox shall be maintained in any updated C2PA Manifest Store.

NOTE Boxes with those toggles set are intended to be referenced via JUMBF URIs, and their removal might
cause downstream workflows to fail.

11.1.3. Extensions

11.1.3.1. Compressed boxes

In order to support compressing manifests, a néwob content box is supported by C2PA. Based on a similar box in
JPEG-XL (ISO/IEC 18181-2:2021),bifledy box is a content box whose contents are tBeotli-compressedbytes of
either astandard manifestor update manifes{ as described in theompressed manifestclause. Théorob box shall
have box ID 00x62726F62 (brob ).

JUMBF Superbox (jumb')

JUMBF Description Box ("jumd')

TYPE c2cm
TOGGLES 00010011
LABEL urn:c2pa:....
PRIVATE
LBox | TBox | 16 or 32 bytes of arbitrary
(4 bytes){ (c2sh’) | binary data (sal)

JUMBF Content Box ('brob")

C2ZPA Manifest
{(JUMBF Superbox)

Figure 7. Example of a compressed manifest

Hashing a compressed box is done in the same way as any other box, as descriBedtion 8.4.2.3, OHashing JUMBF
BoxesO
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This implies that given &aashed_uri  reference from an ingredient assertion to a C2PA Manifest via
the activeManifest field, the hash is computed using the same process as any other JUMBF

NOTE superbox: over the JUMBF Description Box and theb box with its compressed payload, but
excluding the superboxOs header. The contents of bheb box are not decompressed first to
compute the hash.

11.1.4. C2PA Box details

11.1.4.1. JUMBF Description boxes

11.1.4.1.1. Labels

As described in the JUMBF specification (ISO 19566-5:2023, A.3), a label shall be stored as ISO/IEC 10646 characters i
the UTF-8 encoding. Characters in the ranges U+0000 to U+001F inclusive and U+007F to U+009F inclusive, as well a:
the specific characters '/", ', '?', and '#, are not permitted in the label. The label shall be null-terminated.

As labels used as part of JUMBF URIs, the characters U+FEFF, U+FFFF, and U+D800-U+DFFF shall also not be used.

11.1.4.1.2. Toggles

All JUMBF Description boxes (ISO 19566-5:2023, A.3) used in a C2PA Manifest require a ladied| tReesentoggle
(xxxxxx1x ) shall be set. In addition, because JUMBF URIs are used to refer to boxes throughout the system (e.g.,
listing assertions, references to ingredients, etc.), tRequestablegoggle kxxxxx11 ) shall be set.

When including a salt in ®RIVATIBox as described irection 8.4.2.3, OHashing JUMBF Boxt®Private toggle
(xxx1xxxx ) shall also be set.

11.1.4.2. Manifest Store

C2PA data is serialized into a JUMBF-compatible box structure. The outermost box is referred to as the C2PA Manifest
Store, also known as the Content Credentials. Here is an example C2PA Manifest Store with a single C2PA Manifest:
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Manifest Store - JUMBF (‘c2pa’)

Manifest (‘c2ma’ : ‘urn:c2pa’)

‘ Claim Signature (‘c2cs’ : ‘c2pa.signature’) \

[ # COSE Digital Signatur%

[claim (c2cl : “c2pa.claim.v2’) |

“ CBOR

Assertion Store (‘c2as’ : ‘c2pa.assertions’)

c2pa.metadata

“ JSON-LD

|cha.thumbnaiI,claim.png |

N Embedded File

| c2pa.actions |

[c2pa.hash.data |

‘ “ CBOR

c2pa.ingredient

Figure 8. C2PA Manifest Store

The C2PA Manifest Store is a JUMBF superbox composed of a series of other JUMBF boxes and superboxes, eact
identified by their own JUMBF type UUID and label in their JUMBF Description box. The C2PA Manifest Store shall
have a label oft2pa, a JUMBF type UUID 68327061-0011-0010-8000-00AA00389B71 (c2pa) and shall

contain one or more C2PA manifest superboxes, also known as C2PA Manifests. The C2PA Manifest Store may also
contain JUMBF boxes and superboxes whose JUMBF type UUIDs are not defined in this specification.

NOTE Allowing other boxes and superboxes enables custom extensions to C2PA as well as enabling the
addition of new boxes in future versions of this specification without breaking compatibility.

Each C2PA Manifest shall contain the data created at the time a claim is issued including the C2PA Assertion Store, a
C2PA Claim, and a C2PA Claim Signature. A C2PA Manifest may also contain JUMBF boxes and superboxes whos
JUMBF type UUIDs are not defined in this specification.

The JUMBF type UUID for each C2PA Manifest shall be &it@26D61-0011-0010-8000-00AA00389B71

(c2ma), 6332636D-0011-0010-8000-00AA00389B71 (c2cm) or 6332756D-0011-0010-8000-
00AA00389B71 (c2um) depending on thetype of manifest The C2PA Manifest box shall be labelled with a
urn:c2pa value computed as described idnique Identifiers

11.1.4.3. Assertion Store

The C2PAAssertion Storeis a superbox that shall have a label @@pa.assertions and a JUMBF type UUID of
63326173-0011-0010-8000-00AA00389B71 (c2as). It shall contain one or more JUMBF superboxes (called
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C2PA Assertion boxes) whose JUMBF type defines the BMFF type of the sub-boxes that contain the assertion data (ISO
19566-5:2023, Annex B). These superboxes shall each have a label as defitieddard Assertions

The JUMBF Content Type (ISO 19566-5:2023, Annex B) box(es) contained in each assertion superbox should be CBOF
Content Type ¢bor ), JISON Content Typgspn ), Embedded File Content Typbfflb &bidb ) or UUID Content Type

(uuid ) though any Content Type defined in JUMBF and its amendments is permitted. In addition, a JUMBF Protection
Box as described in ISO 19566-4:2020 may also be used.

The C2PA Assertion Store shall not contain any JUMBF boxes or superboxes that are not JUMBF Content Boxes.

Custom assertions containing other formats/serializations of data, such as encrypted data, are
NOTE supported through the use of a UUID Content Box containing the custom UUID followed by the data
(ISO 19566-5:2023, B.5).

11.1.4.4. Claim and Claim Signature

The C2PAlaim box shall have a label @lpa.claim.v2 , a JUMBF type UUID ©832636C-0011-0010-8000-
00AA00389B71 (c2cl ) and shall consist of a single CBOR Content Type bloar().

The C2PAClaim Signaturebox shall have a label af2pa.signature , a JUMBF type UUID 68326373-0011-
0010-8000-00AA00389B71  (c2cs ) and shall consist of a single CBOR Content Type bloar().

11.1.4.5. Ingredient Storage

When a C2PA Manifest includegredient assertions and an ingredient contains a C2PA Manifest, that C2PA Manifest
shall be included to ensure that the provenance data is kept intact. Such ingredient manifests are added to the C2PA
Manifest Store as a peer of the C2PA Manifest for the asset itself.
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Manifest Store - JUMBF (‘c2pa’)

Ingredient Manifest (‘urn:c2pa:ABCD") ‘

Claim Signature

Claim

Assertion Store

Active Manifest (‘urn:c2pa:WXYZ")

[ claim signature (‘c2cs’ : “c2pa.signature’) |

[ # COSE Digital Signatur%

[claim (c2cl” : “c2pa.claim.v2’) |

“ CBOR

Assertion Store (‘c2as’ : ‘c2pa.assertions’)

c2pa.metadata

“ JSON-LD

| c2pa.ingredient |

© CBOR
Reference to an ingredient manifes

c2pa.actions |

|
‘ # CBOR

|02pa.hash.data |

‘ “ CBOR

Figure 9. C2PA Manifest Store With an Ingredient

11.1.4.6. Data Storage

A C2PA Data Box Store is a JUMBF superbox that shall contain only one or more CBOR Content TymddoXek (
shall not contain any other type of JUMBF box or superbox. It shall have a lalmdpat.databoxes  and a JUMBF
type UUID 063326462-0011-0010-8000-00AA00389B71 (c2db).

The CBOR Content Type boxes shall have a labe2pé.data (forembedded datg.
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Manifest Store - JUMBF (‘c2pa’)

Manifest (‘c2ma” : ‘urn:c2pa’)

‘ Claim Signature (‘c2cs’ : “c2pa.signature”) ‘

[ # COSE Digital Signature}

‘ Claim (‘c2cl” : “c2pa.claim.v2”) ‘

# CBOR

Assertion Store (‘c2as’ : ‘c2pa.assertions’)

c2pa.metadata

s
o
1%
e)
=
o
o

|cha.thumbnaiLcIaim.png |

N Embedded File

| c2pa.actions |

‘ # CBOR

[c2pa.hash.data |

‘ # CBOR ’

Data Box Store (‘c2db’ : ‘c2pa.databoxes”)

# CBOR

Figure 10. C2PA Manifest Store with Data Boxes

11.2. Types of Manifests

11.2.1. Commonalities

All C2PA Manifests shall contain assertion storewith at least oneassertion aclaim and aclaim signature

11.2.2. Standard Manifests

A standard C2PA Manifest (JUMBF type UWABB26D61-0011-0010-8000-00AA00389B71 (c2ma)) shall
contain exactly onehard binding to content assertion - either ac2pa.hash.data , c2pa.hash.boxes
c2pa.hash.collection.data , c2pa.hash.bmff.v2 (deprecated), orc2pa.hash.bmff.v3 based on the

type of asset and version for which the manifest is destined. Because of this requirement, they are the predominant
type of manifest that will be present in C2PA provenance data.

Manifest Consumers shall also accept standard C2PA Manifests specified with JUMBF typé&3328D64-0011-
0010-8000-00AA00389B71  (c2md), but claim generators shall not create manifests with this JUMBF type UUID.
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NOTE A standard C2PA Manifest can be located either as the active manifest or as an ingredient manifest.

11.2.3. Update Manifests

There are, however, provenance workflows where additional assertions need to be added but the digital content is
not changed. In these workflows, an Update Manifest (JUMBF type UBHE32756D-0011-0010-8000-
00AA00389B71 (c2um)) should be used.

An Update Manifest shall not contain assertions of types2pa.hash.data , c2pa.hash.boxes
c2pa.hash.collection.data , c2pa.hash.bmff.v2 (deprecated), orc2pa.hash.bmff.v3 because the
content has not changed and therefore the bindings need not be updated. In the case of a file offset hash
(c2pa.hash.data ), the C2PA Manifest Store has to continue to start at the same file offset after updating - only its
length may change.

An Update Manifest may contain assertions of tyggpa.actions orc2pa.actions.v2 , provided that the value
of theaction field of each action present in thaections  array of these assertions shall only be one of the following
values:

¥ c2pa.edited.metadata

¥ c2pa.opened

¥ c2pa.published

¥ c2pa.redacted

An Update Manifest shall not contain an assertion of tyg#pa.actions or c2pa.actions.v2 that contains an
action field outside of this list.

An Update Manifest shall not containtaumbnail assertion

The reason for these requirements is that astion  field outside of this list or a thumbnail implies

NOTE -
changes to the digital content.
The Update Manifest shall contain exactly one2pa.ingredient.v3 assertion that (a) includes both
activeManifest and claimSignature fields with values that are thé/RI referencedo the C2PA Manifest and
Claim Signature respectively (or onec2pa.ingredient.v2 or c2pa.ingredient that includes a

c2pa_manifest field) of the asset that is being updated and (b) has the value pafentOf for the
relationship field.

NOTE The ingredientOs C2PA Manifest can be either a standard manifest or an update manifest.

11.2.4. Compressed Manifests

Standard and Update Manifests can be compressed, in their entirety, usingBheli compression algorithmas
describedabove. For either type of manifest, the value of thHerPE field shall bec2cm, the value of thdabel field
shall be the identical to the label of the compressed manifest superbox, and the contents obthe content box
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shall be the compressed bytes of the entire manifest superbox. Begire 7, OExample of a compressed maniféstO
an example of a compressed standard manifest.

IMPORTANT Any place in this specification that a standard or update manifest is referenced, a compressed
standard or update manifest is also valid.

11.2.5. Time-Stamp Manifests

In some provenance workflows, a standard or update manifest is created offline, where it is not possible to obtain a
trusted time-stamp (as peRFC 316)lfrom a TSA at the time of signing. In order to accommodate this, it is possible to
use a Time-Stamp Manifest (JUMBF type UWAB32746D-0011-0010-8000-00AA00389B71 (c2tm)) to add

the time-stamp in a later operation when a TSA can be contacted.

A Time-Stamp Manifest shall contain only a single assertion, which iscf#p.ingredient.v3 assertion that (a)
includes anactiveManifest field with a value that is th&RI referencdo that C2PA Manifeghat is being updated
and (b) has the value gfarentOf for therelationship field.

The ingredientOs C2PA Manifest (referenced via atigveManifest field) can be either a
standard manifest or an update manifest.

NOTE

11.3. Embedding manifests into various file formats

A C2PA Manifest can be embedded into a variety of file formats covering media types including images, videos, audio,
fonts, and documents.Appendix A Embedding manifestprovides the technical details on how to embed C2PA
Manifests into each specifically supported file format.

NOTE Many classic image formats such as BMP do not support the embedding of arbitrary data, so the use
of anexternal manifestis required.

11.4. External Manifests

In some cases, it may not be possible (or practical) to embed a C2PA Manifest Store in an asset. In those cases,
keeping the C2PA Manifests externally to the asset is an acceptable model for providing provenance to assets. The
C2PA Manifest should be stored in a location, referred to as a manifest repository, that is easily locatable by a Manifest
Consumer working with the asset, such ag reference or URIAs the C2PA Manifest Store is a JUMBF box, it shall be
served with the JUMBF Media Tygplication/c2pa

Previous versions of this specification used the media tygeplication/x-c2pa-manifest-
store for the C2PA Manifest Store. That media type is deprecated.

NOTE

Some common reasons to use an external manifest are:

¥ It may not be technically possible, such as withtat file.

¥ It may not be practical, such as when the size of the C2PA Manifest Store is larger than the assetOs digital content.
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¥ It may not be appropriate, such as when it would modify an asset that should not be modified.

NOTE a good example of this is creating a manifest for a pre-existing asset.

11.5. Embedding a Reference to an external Manifest

If the asset has embedded XMP, and the C2PA Manifest will be stored externally, it is recommended that the claim
generator add adcterms:provenance key to the XMP, the value (a URI reference) being where to locate the active
manifest.

A previous version of this specification also recommended using this method for references to

NOTE
embedded manifests. Now this mechanism is only for external manifests.

Since fonts do not support XMP, an equivalent method for specifying a URI to a remote C2PA Manifest Store is
described inthis clause on fonts
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Chapter 12. Entity Diagram

Figure 11, OC2PA Entity Diagrapn@vides a look at how all of the pieces of the C2PA system integrate and relate to
each other.
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Chapter 13. Cryptography

13.1. Hashing

All cryptographic hashes that are applied as per the technical requirements of this specification shall be generated
using one of the hash algorithms as described in this section. This section defines both:

¥ A list of hash algorithms that are allowed for generating hashes of new content as well as required for validating
hashes of existing content (the allowed list);

¥ A list of hash algorithms that are required to be supported for validating hashes of existing content but are not
allowed for generating hashes of new content (the deprecated list).

NOTE This section does not govern algorithms used for soft bindings as describefeation 18.9, OSoft
Binding®

NOTE This section does not govern algorithms used by custom assertions that are defined outside of this
specification.

An algorithm shall appear in no more than one list. An algorithm that is instantiated over multiple output lengths
(such as the various lengths of SHA2) will each be considered different algorithms, and each instantiation shall be
listed separately. If an algorithm does not appear in either list, it is forbidden and shall not be used or supported.
Algorithms can be removed from the lists in order to implement forbidding an algorithm. For this reason,
implementations shall not support additional algorithms on an optional basis.

Implementers should consult this section in the current version of the specification when releasing software updates
and ensure their supported algorithms conform to it.

These lists establish the allowed algorithms for creating hashes and a string algorithm identifier to be used as the
algorithm identifier (usually calledalg ) in the corresponding field of C2PA data structures. The outputs of hash
functions shall be stored as their binary values encoded into CBOR as byte strings (major type 2) with a declared
length. Wherever a field contains the output of a hash function, an algorithm identifier string field shall be present
within the same structure, or within an enclosing structure, or in tbim-map or claim-map-v2  structure to
declare which algorithm was used. A hash algorithm identifier field should be present in exactly one of these places,
but if more than one is present within the structure and its enclosing structures, the nearest identifier shall be used.
Nearest is defined first as an identifier that is a sibling field of the hash value, and then the immediately enclosing
structure, up to the root structure. If no identifier is present in any of these places, thenaige field from the
claim-map orclaim-map-v2  structure shall be used.

The allowed list is:

¥ SHA2-256 ("sha256");
¥ SHA2-384 ("sha384");

¥ SHA2-512 ("sha512").
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The SHA-3 family of hash algorithms are not on the allowed list for consistency with the digital
NOTE signature algorithm allowed list, because COSE has not yet established digital signature algorithms
that use a SHA-3 algorithm as the hash algorithm.

The deprecated list is empty.

13.2. Digital Signatures

All digital signatures applied as per the technical requirements of this specification shall be generated using one of
the digital signature algorithms and key types listed as described in this section. This section defines both:

¥A list of digital signature algorithms and key types that are allowed for generating signatures for new claim
signatures as well as required for validating existing claim signatures (the allowed list);
¥ A list of digital signature algorithms and key types that are required to be supported for validating existing claim

signatures but are not allowed for generating new claim signatures (the deprecated list).

This section does not govern digital signatures used by custom assertions that are defined outside of
this specification.

NOTE

These lists establish the allowed algorithms and key types by referencing an algorithm identifier from the relevant
standards that define algorithms for COSE and their mappings to CBOR identifiers, including but not limiteé o
8152andRFC 8230These standards also specify the hash algorithm used in the signature scheme. NothBwgion

13.1, OHashingshall apply to this use of hash algorithms; if a digital signature algorithm is present in the digital
signature algorithm and key typéelow, the use of its specified hash algorithm in the signature scheme shall be
allowed and followed.

NOTE Parenthetical notes in the lists below are explainers provided only as an aid to the reader.

13.2.1. Signature Algorithms
The allowed list is:

¥ES256 (ECDSA with SHA-256);
¥ES384 (ECDSA with SHA-384);
¥ES512 (ECDSA with SHA-512);
¥PS256 (RSASSA-PSS using SHA-256 and MGF1 with SHA-256);
¥PS384 (RSASSA-PSS using SHA-384 and MGF1 with SHA-384);
¥PS512 (RSASSA-PSS using SHA-512 and MGF1 with SHA-512);
¥ EdDSA (Edwards-Curve DSA).

I Ed25519 instance only. No other EDDSA instances are allowed.

The deprecated list is empty.
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Implementations are required to check that keys provided for signing or verification operations are correct for the
chosen algorithm, as required biRFC 8152section 8.1 for ECDSRFC 8152section 8.2 for EADSA, amt-C 8230
section 2andsection 4for RSASSA-PSS.

These requirements are summarized here for convenience:

¥ ECDSA requires elliptic curve keys on the P-256, P-384, or P-521 elliptic curves.

I Although it is recommended to use P-256 keys wifl$256, P-384 keys witieS384, and P-521 keys with
ES512, it is not required. Implementations shall accept keys on any of these curves for all ECDSA algorithm
choices.

¥ Ed25519 requires elliptic curve keys on the X25519 elliptic curve.
¥RSASSA-PSS requires RSA keys with a modulus length of at least 2048 bits.

Implementations shall refuse to generate or verify signatures with keys that are not correct for the algorithm choice.
Implementations may refuse RSA keys with modulus length greater than 16384 bits.

13.2.2. Use of COSE

The signature for the CBOR-encoded claim is produced by CBOR Object Signing and Encryption (COSE) as described in
RFC 8152sections 4.2 and 4.4.

Payloads can either be present inside a COSE signature, or transported separately ("detached
content" as described inRFC 8152section 4.1). In "detached content” mode, the signed data is
stored externally to the COSE_Signl Tagged structure, and the payload field of the
COSE_Signl_Tagged structure is alwaysil

NOTE

Regardless of whether the payload will be present in or detached from @@SE_Signl_Tagged signature; the
contents of thepayload field of Sig_structure in memory, when constructed to compute or verify a digital
signature, shall be populated with that external data as described by the particular use of digital signature in this
specification. Thepayload field ofSig_structure shall never benil

When computing or verifying the signature of a standard or update manifest, theyload field of the
Sig_structure will contain the contents of the claim JUMBF box, as describeds@ttion 10.3.2.4, OSigning a
ClaimGandSection 11.1, OUse of JUMBFO

When computing or verifying the signature of a time-stamp manifest, fagload field of theSig_structure will
contain the C2PA Claim Signature box of the C2PA Manifest of its parent ingredient, and shall use detached content
mode.

13.2.3. Computing the Signature

The signature is computed or verified as describedRirC 8152section 4.4. The following additional requirements
apply to the construction ofSig_structure

58


https://datatracker.ietf.org/doc/html/rfc8152
https://datatracker.ietf.org/doc/html/rfc8152
https://www.rfc-editor.org/rfc/rfc8230.html#section-2
https://www.rfc-editor.org/rfc/rfc8230.html#section-2
https://www.rfc-editor.org/rfc/rfc8230.html#section-4
https://datatracker.ietf.org/doc/html/rfc8152
https://datatracker.ietf.org/doc/html/rfc8152
https://datatracker.ietf.org/doc/html/rfc8152

¥The value for thecontext  element shall beSignaturel  except where a particular use of digital signatures in
this specification specifies usinGounterSignature instead.Signature  shall not be used.

¥The value for thepayload element will be specified by each use of digital signatures in this specification.
¥Theexternal_aad  element shall be &str of length zero. External authenticated data shall not be used.

¥Thealg header specifying the signature algorithm shall be present in wely protected  element as defined
in RFC 815X%ection 3.1.

Thealg header is a standard COSE header, and therefore is always included in the protected
NOTE header map with the integef as its label, as established in tH&NA COSE Header Parameters
Registry The literal stringalg is never used as the label. Thsggn_protected element is

always omitted when usingcOSE_Sign1.

All digital signatures in C2PA structures shall b€@QSE_Signl_Tagged structure as defined irRFC 8152section
4.2.COSE_Signl Tagged contains aCOSE_Signl structure. The following additional requirements apply to the
construction of COSE_Signl_Tagged :

¥The samealg header in theSig_structure above shall be present in therotected  header bucket.

¥The value for thepayload field and whether the payload is present in the signature or detached will be specified
by each use of digital signatures in this specification. When plagload is specified as detached, its value here
shall benil . Conversely, when the payload is present in the signature, the binary contents of the payload are
stored in this field as astr .

COSE definesil to be major type 7, value 22 iRFC 8152section 1.3, and uses this value
NOTE exclusively for detached content. A byte array (major type 2) of length zero cannot be used to
indicate detached content.

13.2.4. Signature Validation

When producing a signature, if the claim generator can also act as a validator, the claim generator should validate
that the signing credential is acceptable according €hapter 14,Trust Modeland produce a warning if it is not. The
claim generator may still allow signing with that credential if so desired. This may be desirable if it is known that the
local claim generatorOs validator has a different configuration than validators used by the expected audience of the
asset.

13.2.5. Cryptographic validation

When verifying a signature, an in-memo8jig_structure is generated. Itdody_protected field is populated

with the contents of theprotected  header bucket from theCOSE_Signl _Tagged structure RFC 8152section

4.4). For thepayload field, if the payload was specified as present in the signature, it is populated from the
payload field of theCOSE_Signl Tagged structure. If the payload was specified as detached, fieyload field

of the COSE_Signl Tagged structure will be nil . In this case, the contents of theayload field of
Sig_structure shall be populated from the same external source that was used in the generation of the signature.
These are defined in the places where the digital signature is used in this specification.
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13.2.6. Inclusion of Signer Icons

A C2PA Manifest Consumer may wish to display an icon or logo for the signer. To locate such a graphic, it shall look
inside the embedded certificate for a logotype as defined iR~C 9399If no logotype is present, the Manifest
Consumer may use icons or logos from other sources in an implementation-dependent manner.
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Chapter 14. Trust Model

NOTE In this section, "user" refers to human actors that are using C2PA-compliant validators in
consumption and authoring scenarios.

14.1. Overview

Trusts signer to Trusts issuer to
Signer secure their Credential identify signers Validator
Issuer 4
credentials
A A
L emmmee e . Trusts validator to !
i Trusts assertions are | ' check validity and |
e S e S S e - Consumer F--------—-=----=-————-—-— :
made by the signer ! i correctly identify
—————————— ' signers

Figure 12. C2PA Trust Model Diagram

Figure 12, OC2PA Trust Model Diagrshaws, in yellow, green and red, the three entities specified in the trust model,
which is concerned with trust in a signerOs identity. In dashed lines, below, is the consumer (who is not specified in the
trust model), who uses the identity of the signer, along with other trust signals, to decide whether the assertions
made about an asset are true.

14.2. ldentity of Signers

Identity in the trust model is the means by which a cryptographic signing key (aka credential) is associated with the
signer for the basis of making trust decisions based on the claim signature or any structure (including, but not limited
to, assertions and claims) signed with that key.

The credential shall be listed in the COSE protected headers ofGB&SE_Signl_Tagged structure used for digital
signatures in all C2PA manifests. Exactly one instance of an identity credential shall appear in the union of the
protected and unprotected headersCOSE_Signl Tagged structures with no credentials, or two or more
credentials, shall be rejected. Repeating the same credential more than once, including separately in the protected
and unprotected headers, is also an instance of two or more credentials and shall be rejected.

NOTE Older versions of this specification also allowed the credential to appear in the COSE unprotected
headers.

How the credential is stored in the header value, how trust chains are constructed are specified, and additional
information can be found irSection 14.5, OX.509 CertificatesO
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14.3. Validation states

14.3.1. General

A validator is a Manifest Consumer that will make somidation statements about that asset and its associated
active manifest. The process for retrieving these statements is described in \thédation section The actor
consuming the asset, usually through their user agent and its user interface, then has to interpret those statements to
arrive at a set of conclusions of their own about the provenance of the asset they are consuming. These conclusions
will be drawn from those statements and the contents of the asset itself.

14.3.2. Manifest States
Based on these statements, a C2PA Manifest may be one of the following:

¥ Well-Formed
¥Valid

¥ Trusted

NOTE Any Trusted manifest is also Valid, and any Valid manifest is also Well-Formed.

14.3.3. Asset States

If a validator reports that the portions of the asset that are covered by content bindings have not been modified since
the active manifest was producedction 15.12, OValidate the AssetOs Coijjamits active manifest is eithéralid
or Trusted, then the asset itself is a Valid asset.

14.3.4. Well-Formed Manifest
A C2PA Manifest is Well-Formed if validation determines that each of the following is true:

¥The manifestOs contents abide by the normative requirements of this specification, that are validated via the
validation process

¥Only those assertions allowed for thepecific type of the manifest are presentSection 15.10.1, OValidate the
correct assertions for the type of manifegtO

¥The assertions of the manifest meet all the requirements for assertidhscfion 15.10.3, OAssertion ValidatipnO

¥ Any ingredients present in the manifest meet all the requirements for ingrediefisdtion 15.11, OValidate the
Ingredients@)

14.3.5. Valid Manifest

A C2PA Manifest is Valid if validation determines that each of the following is true:
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¥ The manifest is Well-Formedpction 14.3.4, OWell-Formed ManifgstO
¥ The manifest has not been modified since the manifest was sigrigetfion 13.2.5, OCryptographic validatignO

¥The claim signature receives a success codeclafimSignature.validated [Section 15.7, OValidate the
Signature)

¥Validation of the claim signature validity period receives the success code  of
claimSignature.insideValidity [Section 15.8, OValidate the Time-StarhpO

¥The credential of the signer of the C2PA Manifest is not rejected with a failure code of

signingCredential.ocsp.revoked , or signingCredential.ocsp.unknown [Section 15.9,
OValidate the Credential Revocation InformatignO

If a C2PA Manifest is Valid, then the manifestOs claim can be attributed to the claim generator which is identified by the
claim_generator_info field of the claim $ection 10.2.3, OClaim Generator 1}foO

14.3.6. Trusted Manifest
A C2PA Manifest is Trusted if validation determines that each of the following is true:

¥ The manifest is Validdection 14.3.5, OValid ManifdstO

¥The signing credential of the C2PA Manifest receives the success codgrohgCredential.trusted
[Section 15.7, OValidate the SignatureO

14.4. Trust Lists

14.4.1. C2PA Signers
A validator shall maintain the following lists for C2PA signers:

¥The list of X.509 certificate trust anchors provided by the C2PA (i.e., the C2PA Trust List).
¥ A list of additional X.509 certificate trust anchors.

¥ A list of accepted Extended Key Usage (EKU) values.
NOTE Some of these lists can be empty.

In addition to the list of trust anchors provided in the C2PA Trust List, a validator should allow a user to configure
additional trust anchor stores, and should provide default options or offer lists maintained by external parties that the
user may opt into to populate the validatorOs trust anchor store for C2PA signers.

14.4.2. Time Stamp Authorities

A validator shall maintain a list of X.509 certificate trust anchors for Time Stamp Authorities, which shall be different
than the listsfor C2PA signerand will be referred to as the C2PA TSA Trust List.
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NOTE This list can be empty.

In addition to the list of trust anchors provided in the C2PA TSA Trust List, a validator should allow a user to configure
additional trust anchor stores, and should provide default options or offer lists maintained by external parties that the
user may opt into to populate the validatorOs trust anchor store for Time Stamp Authorities.

14.4.3. Private Credential Storage

A validator may also allow the user to create and maintain a private credential store of signing credentials. This store
is intended as an "address book" of credentials they have chosen to trust based on an out-of-band relationship. If
present, the private credential store shall only apply to validating signed C2PA manifests, and shall not apply to
validating time-stamps. If present, the private credential store shall only allow trust in signer certificates directly;
entries in the private credential store cannot issue credentials and shall not be included as trust anchors during
validation.

A validator shall not be pre-configured with any entries in a private credential store.

A validator shall only add entries to a private credential store in response to a user request to trust the credential.
Similarly, a validator shall only remove entries from a private credential store in response to a user request to stop
trusting the credential.

14.5. X.509 Certificates

X.509 Certificates are stored as defined iyC 936(CBOR Object Signing and Encryption (COSE): Header Parameters
for Carrying and Referencing X.509 Certifigatésr convenience, the definition abchain is copied below.

This specification adds additional requirements beyond those RFC 9360which are listed
after the quoted text. In particular, this specification requires all intermediate certificate

IMPORTANT  authorities' certificates of the signerOs certificate chain to be included inxghain  header,
and requires claim generators to always place tkBchain header in the protected header
bucket.

x5chain: This header parameter contains an ordered array of X.509 certificates. The
certificates are to be ordered starting with the certificate containing the end-entity key
followed by the certificate that signed it, and so on. There is no requirement for the entire
chain to be present in the element if there is reason to believe that the relying party
already has, or can locate, the missing certificates. This means that the relying party is still
required to do path building but that a candidate path is proposed in this header
parameter.

The trust mechanism MUST process any certificates in this parameter as untrusted input.
The presence of a self-signed certificate in the parameter MUST NOT cause the update of
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the set of trust anchors without some out-of-band confirmation. As the contents of this
header parameter are untrusted input, the header parameter can be in either the
protected or unprotected header bucket. Sending the header parameter in the
unprotected header bucket allows an intermediary to remove or add certificates.

The end-entity certificate MUST be integrity protected by COSE. This can, for example, be
done by sending the header parameter in the protected header, sending an 'x5chain’ in
the unprotected header combined with an 'x5t' in the protected header, or including the
end-entity certificate in the external_aad.

This header parameter allows for a single X.509 certificate or a chain of X.509 certificates
to be carried in the message.

¥ If a single certificate is conveyed, it is placed in a CBOR byte string.

¥If multiple certificates are conveyed, a CBOR array of byte strings is used, with each
certificate being in its own byte string.

The validator is only expected to have the certificates for its trust anchors. Therefore, when creating5ttteain
header as part of signing, the claim generator shall include the signerOs certificate and all intermediate certificate
authorities in the headerOs value. The trust anchorOs certificate (also called the root certificate) should not be included.

The subjectPublicKeylnfo element of the first or only certificate will be the public key used to validate the
signature. Thevalidity element of thetbsCertificate sequence provides the time validity period of the
certificate.

A previous version of this specification required claim generators to write the string labehain only to avoid the
unlikely possibility that the integer labeB3 would not be standardized. Integer lab8B has now been standardized,
and this specification now adopts it as standard, and deprecates use of the string label. Therefore:

¥ Claim generators should use only the integé8 as the label when inserting this header into a COSE signature.
Claim generators may continue to write the string lab&chain but this behaviour is now deprecated and claim
generators should be updated to use the integer label only. Claim generators shall place this header only in the
protected header bucket of the COSE signature as required above.

¥ Validators shall accept either the stringbchain  or the integer33 as the label for this header. If both labels are
present, validators shall use the header with the integer lai3&l and ignore the header with the string5chain
as the label. Validators shall accept the header from either the protected or unprotected bucket, to maintain
compatibility with previous versions of this specification. In compliance wiection 14.2, Oldentity of SigneysfO
this header appears in both the protected and unprotected buckets with the same label, a validator shall reject
the claim signature as malformed due to the presence of multiple credentials.

65



14.5.1. Certificate Profiles

14.5.1.1. General Requirements

This section defines the requirements to validate that an X.509 certificate is acceptable as a signing credential as
described inSection 15.7, OValidate the SignatureO

All certificates shall fulfill the following requirements.
¥Thealgorithm  field of thesignatureAlgorithm field shall be one of the following values:

ecdsa-with-SHA256
RFC 5758, section 3.2

ecdsa-with-SHA384
RFC 5758, section 3.2

ecdsa-with-SHA512
RFC 5758, section 3.2

sha256WithRSAEnNcryption
RFC 8017, appendix A.2.4

sha384WithRSAEnNcryption
RFC 8017, appendix A.2.4

sha512WithRSAEnNcryption
RFC 8017, appendix A.2.4

id-RSASSA-PSS
RFC 8017, appendix A.2.3

id-Ed25519
RFC 8410 section 3

¥If the algorithm  field of thesignatureAlgorithm field isid-RSASSA-PSS , the parameters field is of
type RSASSA-PSS-params. lts fields shall have the following requirements as definedRRC 8017, appendix
A.2.3

! ThehashAlgorithm  field shall be present.

I Thealgorithm  field of thehashAlgorithm  field shall be one of the following values as definedRiC
8017, appendix B:1

#id-sha256

#id-sha384
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#id-sha512
I ThemaskGenAlgorithm  field shall be present.

I The algorithm  field of the parameters field of the maskGenAlgorithm  field shall be equal to the
algorithm  field of thehashAlgorithm  field.

¥If the algorithm field of the algorithm field of the certificateOsubjectPublicKeylnfo is id-
ecPublickey , the parameters field shall be one of the following named curves froRF-C 5480, section
2.11.1

! prime256v1
| secp384r1 .
I secp521r1 .

¥If the algorithm field of the algorithm field of the certificateOssubjectPublicKeylnfo is
rsaEncryption or id-RSASSA-PSS , the modulus field of theparameters field shall have a length of at
least 2048 bits.

All certificates except those in the private credential store for X.509 certificates shall fulfill the following additional
requirements to be acceptable.

¥Version shall be3 as perRFC 5280section 4.1.2.1.

¥ TheissuerUniquelD and subjectUniquelD optional fields of theTBSCertificate sequence shall not
be present, as peRFC 5280section 4.1.2.8.

¥The Basic Constraints extension shall folldw~C 5280section 4.2.1.9. In particular, one of the following shall be
true:

I If the certified public key can be used to verify certificate signatures, the Basic Constraints extension shall be
present with thecA boolean asserted.

I If the certified public key cannot be used to verify certificate signatures, either the Basic Constraints extension
shall be absent or theA boolean in the extension shall not be asserted and tteyCertSign  bit in the key
usage extension shall not be asserted.

¥The Authority Key Identifier extension shall be present in any certificate that is not self-signed, agkper5280
section 4.2.1.1.

¥ As prescribed irRFC 5280section 4.2.1.2, the Subject Key Identifier extension shall be present in any certificate
that acts as a CA. It should be present in end entity certificates.

¥ As prescribed irRFC 5280section 4.2.1.3, the Key Usage extension shall be present and should be marked as
critical. Certificates used to sign C2PA manifests shall assertdibéalSignature bit. ThekeyCertSign
bit shall only be asserted if theA boolean is asserted in the Basic Constraints extension.

¥The Extended Key Usage (EKU) extension shall be present and non-empty in any certificate where the Basic
Constraints extension is absent or theA boolean is not asserted, as p&tFC 5280section 4.2.1.12. These are
commonly called "end entity" or "leaf" certificates.
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I TheanyExtendedKeyUsage EKU (2.5.29.37.0) shall not be present.

I'If the configuration store contains a list of EKUs, a certificate that signs C2PA manifests shall be valid for at
least one of the listed purposes.

I If the configuration store does not contain a list of EKUs, a certificate that signs C2PA manifests shall be valid
for the id-kp-emailProtection (1.3.6.1.5.5.7.3.4) purpose and/or thé-kp-documentSigning
(1.3.6.1.5.5.7.3.36) purpose.

#The id-kp-emailProtection and id-kp-documentSigning purposes are not implicitly
included by default if a list of EKUs has been configured. This only applies when no list has been
configured.

I' A certificate that signs time-stamping countersignatures shall be valid for tkekp-timeStamping
(1.3.6.1.5.5.7.3.8) purpose.

I' A certificate that signs OCSP responses for certificates shall be valid foridhes-OCSPSigning
(1.3.6.1.5.5.7.3.9) purpose.

I If a certificate is valid for eitherd-kp-timeStamping or id-kp-OCSPSigning , it shall be valid for
exactly one of those two purposes, and not valid for any other purpose.

I' A certificate should not be valid for any other purposes outside of the purposes listed above, but the presence
of any EKUs not mentioned in this profile and not in the list of EKUs in the configuration store shall not cause
the certificate to be rejected.

14.5.1.2. Certificate Trust Chain

When validating a certificate as the signing credential, if the certificate is present in the private credential store for
X.509 certificates, the certificate is accepted. The private credential store is not consulted when validating time-
stamps.

If the certificate is not present in the private credential store, or the validator does not implement one, the trust chain
shall be built and validated according to the procedure RFC 5280section 6 for the particular purpose required
(signing, time-stamping, or OCSP signing) and for the appropriate trust anchor store for that purpose. Any failure of
that validation algorithm shall mean the chain shall be rejected. The private credential store is never included when
building certificate chains; certificates in the private credential store cannot act as CAs.

Only end entity certificates shall be used to sign C2PA Manifests or time-stamps. A CA certificate shall not be used for
these purposes. Any CA certificate (where th¥e boolean in the Basic Constraints extension is asserted) being used to
validate a signature on a C2PA Manifest, time-stamp, or OCSP response shall be rejected with a failure code of
signingCredential.untrusted

A validator shall ensure a signing certificate is authorized for the purpose for which it is being used, and reject
certificates used for an unauthorized purpose. A certificate is authorized for a particular purpose if the purposeOs EKU
Object Identifier (OID) is present in the Extended Key Usage extension of the certifieate £280section 4.2.1.12).
When validating a certificate chain used to sign a C2PA manifest, the signing certificate shall have at least one of the
accepted EKUs for C2PA signers if configured, or at least omé lgi-emailProtection (1.3.6.1.5.5.7.3.4) and
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id-kp-documentSigning (1.3.6.1.5.5.7.3.36) EKUs if such a list is not configured. When validating a certificate
chain used to sign a time-stamp, the signing certificate shall have ithép-timeStamping (1.3.6.1.5.5.7.3.8)
EKU. When validating a certificate chain used to sign an OCSP response, the signing certificate shall hdvethe
OCSPsSigning (1.3.6.1.5.5.7.3.9) EKU.

It is recommended that implementors always configure a list of acceptable EKUs for C2PA
signers, even when using the defaults.

IMPORTANT

Except for certificates accepted through the private credential store for X.509 certificates, a validator shall verify a
certificateOs compliance with the Certificate Profile, and reject certificates that do not comply. This includes requiring
the presence of the Extended Key Usage extension, as well as a certificate being authorized for no more than one of
the three purposes listed in this section: C2PA signing, time-stamp signing, or OCSP response signing.

As described in the Certificate Profile, Certification Authority (CA) certificates which issue certificates are not required
to have an EKU extension, and usually will not. If one is present, it shall be ignored. This requirement only applies to
end entity certificates signing C2PA manifests, time-stamps, or OCSP responses. CA certificates shall not be used for
signing C2PA manifests, time-stamps, or OCSP responses.

14.5.2. Certificate Revocation

X.509 certificates support revocation status queries. A claim generator should use the Online Certificate Status
Protocol (OCSP, se®FC 6960 and OCSP stapling (as originally conceptualized RirC 6066, Section, &ut
implemented as described in this clause) to implement revocation. The claim generator shall not use Certificate
Revocation Lists (CRLs, se&C 5280

Using CRLs requires downloading the entire list of revoked certificates for each Certificate Authority
NOTE encountered, which can be time-consuming. Although a CRL could be included in the same way an
OCSP response is stapled, the potential size of a CRL relative to an OCSP response also makes this

undesirable.

A conforming CA should include an AuthoritylnfoAccess (AlA) extensiéiC (5280section 4.2.2.1) to provide access
information for the OCSP service operated by the CA.

If the certificate has an AIA extension, revocation information shall be stored in an unprotected header of the
COSE_Sign1 structure with the string labefVals and the valueOs schema shall follow thials rule inExample 3,
OCDDL favals O

Example 3. CDDL ffals

; CBOR version of rVals and related structures based on JSON schema in
https://www.etsi.org/deliver/etsi_ts/119100_119199/11918201/01.01.01_60/ts_11918201v010
101p.pdf section 5.3.5.2

rVals = {

E "ocspVals": [1* bstr]

}
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The above definition is a CBOR adaptation of a subset of the schema from :jades:, section 5.3.5.2,

NOTE
which only stores OCSP responses, and stores them as binary strings.

Before signing a claim, if a signerOs certificate has the AIA extension, a signer should query the OCSP service indicated
therein, capture the response, and store it in an element of twspVals array of therVals header.

The process for validating the revocation status of certificates is described in more detaibimlate the Credential

Revocation Information

70



Chapter 15. Validation

15.1. Validation Process

15.1.1. Description

Validation of a C2PA Manifest is a multi-step process that involves validating the assertions, claim & associated claim
signature contained within it along with (for active manifests, only) validation of any associated hard bindings. This
validation process is performed by a validator, which is a hardware or software actor that implements the validation
algorithms described in this clause.

15.1.2. Phases of Validation

These phases, which are listed in no particular order, are described in the following clauses:

¥ Section 15.10, OValidate the Assertiangalidation of the assertions.
¥ Section 15.11, OValidate the Ingredientv@lidation of the ingredients, if any.
¥ Section 15.8, OValidate the Time-Stamp@lidation of the time-stamp.

¥ Section 15.9, OValidate the Credential Revocation Information@lidation of the credential revocation

information.
¥ Section 15.7, OValidate the Signatur¥@lidation of the claim signature.

¥ Section 15.12, OValidate the AssetOs Cont¥atidation of the content of the asset.

As described irBection 14.3, OValidation statesOC2PA Manifest may be considered/ésl|-Formed Valid or Trusted
based on the results of these steps.

15.1.3. Visual Representation

Figure 13, OValidating a Claiis@ visual representation of the process of validating a C2PA Manifest.
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Figure 13. Validating a Claim

NOTE If there are any discrepancies between the visual representation and the text, the text is considered
authoritative.

15.2. Returning Validation Results

The validation algorithm shall return a consolidated set of validation results for the all manifests in the assetOs C2PA
Manifest Store, including the active manifest as well all other manifests in the C2PA Manifest Store that are referenced
via ingredient assertions.

Validation results are expressed via a standard set of success, informational, and failure codes, as defined below in
Section 15.2.1, OStandard Status Code@@stom status codes are also permitted, when a claim generator has a need
to record some process-specific status information. Custom codes shall conform to the same syntaxiasspecific
namespacese.g.com.litware

When a claim generator adds an ingredient asset via an ingredient assertion, it shall act as a validator, and perform
the full validation algorithm described in this section on the ingredient. The claim generator shall record the
validation results of the ingredient, per the followingCDDL Definition schema, as the value of the
validationResults field in theingredient assertion
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CDDL for Validation Results

; Validation codes

: Success codes

$status-code /= "claimSignature.validated"
$status-code /= "claimSignature.insideValidity"
$status-code /= "signingCredential.trusted"
$status-code /= "signingCredential.ocsp.notRevoked"
$status-code /= "timeStamp.validated"

$status-code /= "timeStamp.trusted"

$status-code /= "assertion.hashedURI.match"
$status-code /= "assertion.dataHash.match"
$status-code /= "assertion.bmffHash.match"
$status-code /= "assertion.boxesHash.match"
$status-code /= "assertion.collectionHash.match"
$status-code /= "assertion.accessible"

$status-code /= "ingredient.manifest.validated"
$status-code /= "ingredient.claimSignature.validated"

: Informational codes

$status-code /= "signingCredential.ocsp.skipped”
$status-code /= "signingCredential.ocsp.inaccessible"
$status-code /= "timeStamp.mismatch"

$status-code /= "timeStamp.malformed"

$status-code /= "timeStamp.outsideValidity"
$status-code /= "timeStamp.untrusted"

$status-code /= "manifest.unknownProvenance"
$status-code /= "ingredient.unknownProvenance"

; Failure codes

$status-code /= "claim.missing"

$status-code /= "claim.multiple”

$status-code /= "claim.hardBindings.missing"
$status-code /= "claim.cbor.invalid"

$status-code /= "claimSignature.missing"
$status-code /= "claimSignature.outsideValidity"
$status-code /= "claimSignature.mismatch"
$status-code /= "manifest.multipleParents"
$status-code /= "manifest.timestamp.invalid”
$status-code /= "manifest.timestamp.wrongParents"
$status-code /= "manifest.update.invalid"
$status-code /= "manifest.update.wrongParents"
$status-code /= "manifest.inaccessible”
$status-code /= "manifest.compressed.invalid”
$status-code /= "manifest.unreferenced"
$status-code /= "signingCredential.untrusted"
$status-code /= "signingCredential.invalid"
$status-code /= "signingCredential.expired"
$status-code /= "signingCredential.ocsp.revoked"
$status-code /= "signingCredential.ocsp.unknown"
$status-code /= "assertion.hashedURI.mismatch"
$status-code /= "assertion.outsideManifest"”
$status-code /= "assertion.missing”

$status-code /= "assertion.multipleHardBindings"
$status-code /= "assertion.undeclared"
$status-code /= "assertion.inaccessible"
$status-code /= "assertion.notRedacted"
$status-code /= "assertion.selfRedacted"
$status-code /= "assertion.json.invalid"
$status-code /= "assertion.cbor.invalid"
$status-code /= "assertion.action.ingredientMismatch"
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$status-code /= "assertion.action.malformed"
$status-code /= "assertion.action.redacted"
$status-code /= "assertion.action.redactionMismatch"
$status-code /= "assertion.dataHash.malformed"
$status-code /= "assertion.dataHash.mismatch"
$status-code /= "assertion.bomffHash.malformed"
$status-code /= "assertion.bomffHash.mismatch"
$status-code /= "assertion.boxesHash.mismatch"
$status-code /= "assertion.boxesHash.unknownBox"
$status-code /= "assertion.boxesHash.unknownBoxes"
$status-code /= "assertion.cloud-data.hardBinding"
$status-code /= "assertion.cloud-data.actions"
$status-code /= "assertion.cloud-data.malformed"
$status-code /= "assertion.collectionHash.mismatch"
$status-code /= "assertion.collectionHash.incorrectFileCount"
$status-code /= "assertion.collectionHash.invalidURI"
$status-code /= "assertion.collectionHash.malformed"
$status-code /= "assertion.ingredient.malformed”
$status-code /= "assertion.metadata.disallowed"
$status-code /= "ingredient.manifest.missing"
$status-code /= "ingredient.manifest.mismatch"
$status-code /= "ingredient.claimSignature.missing"
$status-code /= "ingredient.claimSignature.mismatch"
$status-code /= "algorithm.unsupported"

$status-code /= "algorithm.deprecated"”

$status-code /= "hashedURI.missing"

$status-code /= "hashedURI.mismatch"

$status-code /= "general.error" ; when nothing else applies

; custom status codes
$status-code /= tstr .regexp "(\\da-zA-Z_-]+\\.)+[\\da-zA-Z_-]+"

status-map = {

E "code": $status-code, ; A label-formatted string that describes the status
E 2 "url": jumbf-uri-type, ; JUMBF URI reference to the JUMBF box to which this status
code applies

E ? "explanation": tstr .size (1..max-tstr-length), ; A human readable string explaining the
status

E ? "success": bool ; DEPRECATED. Does the code reflect success (true) or
failure (false)

}

status-codes-map = {

E "success": [* $status-map], ; an array of validation success codes. May be
empty.

E "informational": [* $status-map], ; an array of validation informational codes. May
be empty.

E “failure": [* $status-map] ; an array of validation failure codes. May be
empty.

}

; Objects containing validation results for a manifest and its ingredients

validation-results-map = {

E 2 "activeManifest": $status-codes-map, ; Validation status codes for the ingredient's
active manifest. Present if ingredient is a C2PA asset. Not present if the ingredient is not
a C2PA asset.

E 2 “ingredientDeltas": [* $ingredient-delta-validation-result-map] ; List of any
changes/deltas between the current and previous validation results for each ingredient's
manifest. Present if the the ingredient is a C2PA asset.

}

ingredient-delta-validation-result-map = {
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E ‘ingredientAssertionURI": jumbf-uri-type, ; JUMBF URI reference to the ingredient

assertion

E ‘validationDeltas": $status-codes-map

active manifest

}

15.2.1. Standard Status Codes

15.2.1.1. Success codes

Table 2. Validation success codes

Value

claimSignature.validated

claimSignature.insideValidity

signingCredential.trusted
signingCredential.ocsp.notRev

oked

timeStamp.validated

timeStamp.trusted

assertion.hashedURI.match

assertion.dataHash.match

assertion.bmffHash.match

assertion.boxesHash.match

; Validation results for the ingredient's

Meaning url  Usage

The claim signature referenced in the claim  C2PA Claim Signature
validated. Box

The claim signature referenced in the claim wa€2PA Claim Signature
created within the validity period of the signing Box
credential

The signing credential is trusted C2PA Claim Signature

Box

The signing credential was not revoked at the C2PA Claim Signature
time of signing. Box

The time-stamp is well-formed, has a messageC2PA Claim Signature
imprint that matches the Claim Signature, and Box

was created within the validity period of the

time-stamp credential.

The time-stamp credential is listed on the C2PA Claim Signature
validatorQ§st of trust anchors for time stamp  Box

authorities.

The hash of the referenced assertion matches C2PA Assertion
the corresponding hash in the assertionOs
hashed URI in the claim.

Hash of a byte range of the asset matches the C2PA Assertion
hash declared in the data hash assertion.

Hash of a box-based asset matches the hash C2PA Assertion
declared in the BMFF hash assertion.

Hash of a box-based asset matches the hash C2PA Assertion
declared in the general boxes hash assertion.
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Value

assertion.collectionHash.matc
h

assertion.accessible

ingredient.manifest.validated

ingredient.claimSignature.val
idated

15.2.1.2. Informational codes

Table 3. Validation informational codes

Value

signingCredential.ocsp.skippe
d

signingCredential.ocsp.inacce
ssible

timeStamp.malformed

timeStamp.mismatch

timeStamp.outsideValidity

timeStamp.untrusted

ingredient.unknownProvenance

algorithm.deprecated

15.2.1.3. Failure codes

Table 4. Validation failure codes
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Meaning url Usage

Hashes of all the assets contained in a collecti@?2PA Assertion
matches the hashes declared in the collection
data hash assertion.

A non-embedded (remote) assertion was C2PA Assertion
accessible at the time of validation.

The hash of the ingredientOs C2PA Manifest b&2PA Assertion
was successfully validated.

The hash of the ingredientOs C2PA Claim C2PA Assertion
Signature box was successfully validated.

Meaning url Usage

The validator chose not to perform an online C2PA Claim Signature
OCSP check. Box

The validator attempted to perform an online C2PA Claim Signature
OCSP check, but did not receive a response. Box

The time-stamp response included in the claimC2PA Claim Signature
signature header is not properly formed, as peBox
RFC 3161

The time-stamp does not correspond to the  C2PA Claim Signature

contents of the claim. Box
The signed time-stamp attribute in the C2PA Claim Signature
signature was created outside the validity Box

period of the TSAOs certificate.

The time-stamp credential is not listed on the C2PA Claim Signature
validatorOs TSAust lists. Box

The ingredient does not have a C2PA ManifestC2PA Assertion

The algorithm has been deprecated. C2PA Claim Box or
C2PA Assertion



Value

claim.missing

claim.multiple

claim.hardBindings.missing
claim.cbor.invalid

claimSignature.missing

claimSignature.outsideValidit
y

claimSignature.mismatch

manifest.multipleParents

manifest.timestamp.invalid

manifest.timestamp.wrongParen
ts

manifest.update.invalid

manifest.update.wrongParents

manifest.inaccessible

manifest.compressed.invalid

manifest.unreferenced

signingCredential.untrusted

Meaning url Usage

The referenced claim in the manifest cannot beC2PA Claim Box
found.

More than one claim box is present in the C2PA Claim Box

manifest.

No hard bindings are present. C2PA Claim Box

The cbor of the claim is not valid. C2PA Claim Box

The claim signature referenced in the claim  C2PA Claim Signature
cannot be found in its manifest. Box

The claim signature referenced in the claim wa€2PA Claim Signature
created outside the validity period of the signingox
credential.

The claim signature referenced in the claim  C2PA Claim Signature
failed to validate. Box

The manifest has more than one ingredient  C2PA Claim Box

whoserelationship isparentOf

The manifest is a time-stamp manifest, butit C2PA Claim Box
contains a disallowed (non-ingredient)
assertion.

The manifest is an time-stamp manifest, but it C2PA Claim Box
contains either zero or multiplgoarentOf
ingredients.

C2PA Claim Box
contains a disallowed assertion, such as a hard

The manifest is an update manifest, but it

binding or actions assertions.

The manifest is an update manifest, but it C2PA Claim Box
contains either zero or multiplgparentOf

ingredients.

A non-embedded (remote) manifest was C2PA Claim Box

inaccessible at the time of validation.
The compressed manifest was not valid. C2PA Claim Box

The manifest is not referenced via an ingredien€2PA Manifest
assertion.

The signing credential is not listed on any of th€2PA Claim Signature
validatorOs ust lists. Box

7



Value

signingCredential.invalid

signingCredential.expired

signingCredential.ocsp.revoke
d

signingCredential.ocsp.unknow

n

assertion.hashedURI.mismatch

assertion.outsideManifest

assertion.missing

assertion.multipleHardBinding

S

assertion.undeclared

assertion.inaccessible

assertion.notRedacted

assertion.selfRedacted

assertion.json.invalid
assertion.cbor.invalid

assertion.action.ingredientMi
smatch

assertion.action.malformed

assertion.action.redacted
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Meaning url Usage

The signing credential is not valid for signing. C2PA Claim Signature
Box

The signing credential has expired. C2PA Claim Signature
Box

The OCSP response indicates that the signing C2PA Claim Signature
credential has been revoked by the issuer. Box

The OCSP response contains anknown C2PA Claim Signature
status for the signing credential Box

The hash of the the referenced assertion in theC2PA Assertion
manifest does not match the corresponding
hash in the assertionOs hashed URI in the claim.

An assertion listed in the claim is not in the C2PA Claim Box
same C2PA Manifest as the claim

An assertion listed in the manifestOs claim is C2PA Claim Box
missing from the assetOs manifest.

The manifest has more than one hard binding C2PA Assertion Store
assertion. Box

An assertion was found in the manifest that waS€2PA Assertion
not explicitly declared in the claim.

A non-embedded (remote) assertion was C2PA Assertion
inaccessible at the time of validation.

An assertion was declared as redacted in the C2PA Assertion
claim but is still present in the manifest.

An assertion was declared as redacted by its C2PA Claim Box
own claim.

The JSON(-LD) of an assertion is not valid C2PA Assertion
The cbor of an assertion is not valid C2PA Assertion

An action that requires an associated ingredien€2PA Assertion
either does not have one or the one specified
cannot be located

An actions assertion is malformed. C2PA Assertion

An actions assertion was redacted when the C2PA Assertion
claim was created.



Value

assertion.action.redactionMis
match

assertion.dataHash.redacted

assertion.dataHash.malformed

assertion.dataHash.mismatch

assertion.bmffHash.malformed

assertion.bomffHash.mismatch

assertion.boxesHash.mismatch

assertion.boxesHash.unknownBo

X

assertion.cloud-
data.hardBinding

assertion.cloud-data.actions

assertion.cloud-
data.malformed

assertion.collectionHash.mism
atch

assertion.collectionHash.inco
rrectFileCount

assertion.collectionHash.inva
lidURI

assertion.collectionHash.malf
ormed

assertion.ingredient.malforme
d

assertion.metadata.disallowed

Meaning url Usage

An action that requires an associated redactionC2PA Assertion
either does not have one or the one specified
cannot be located

A hard binding assertion was redacted when the2PA Assertion
claim was created.

A data hash assertion is malformed. C2PA Assertion

The hash of a byte range of the asset does notC2PA Assertion
match the hash declared in the data hash

assertion.
A BMFF hash assertion is malformed. C2PA Assertion

The hash of a box-based asset does not matchC2PA Assertion
the hash declared in a BMFF hash assertion.

The hash of a general box-like asset format do€2PA Assertion
not match the hash declared in a general boxes
hash assertion.

A box other than those expected was found  C2PA Assertion

A hard binding assertion is in a cloud data C2PA Assertion
assertion.

An update manifest contains a cloud data C2PA Assertion
assertion referencing an actions assertion.

The cloud-data assertion was incomplete C2PA Assertion

A hash of an asset in the collection does not C2PA Assertion
match hash declared in the collection data hash
assertion.

An asset that was listed in the collection data C2PA Assertion
hash assertion is missing from the collection.

A URI of an asset in the collection data hash C2PA Assertion

assertion contains the file part ".." or ".".

The collection hash assertion was incomplete C2PA Assertion
The ingredient assertion was incomplete C2PA Assertion

The C2PA metadata assertion contains a field C2PA Assertion
that is not allowed by this specification
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Value

ingredient.manifest.missing
ingredient.claimSignature.mis
sing

ingredient.manifest.mismatch

ingredient.claimSignature.mis
match

algorithm.unsupported

hashedURI.missing

hashedURI.mismatch

general.error

Meaning url Usage

The referenced ingredient C2PA Manifest was C2PA Assertion
not found.

The referenced ingredient C2PA Claim Signatug2PA Assertion
was not found.

The hash of an embedded C2PA Manifest doe€2PA Assertion
not match the hash declared in the

hashed_uri  value of theactiveManifest

field in the ingredient assertion.

The hash of an embedded C2PA ManifestOs Q2PRA Assertion
Claim Signature does not match the hash

declared in thehashed_uri  value of the

claimSignature field in the ingredient

assertion.

The algorithm is unspecified or unsupported. C2PA Claim Box or
C2PA Assertion

The data pointed to by @aashed_uri cannot C2PA Assertion
be located

The hash of a givehashed_uri  does not C2PA Assertion
match the corresponding hash of the
destination URIOs data

A value to be used when there was an error noE2PA Claim Box or

specifically listed here. C2PA Assertion

15.3. Displaying Manifest Information

Manifest Consumers should not display data from manifests which are\vaitd nor from assets which are notalid. If

the Manifest Consumer chooses to display such data, it shall include as part of the display:

¥a warning about the lack of validity,

¥a warning that the data shall not be attributed to the manifestOs signer, and in the case of an ingredient manifest,
additional not to the assetOs manifestOs signer.

In authoring scenarios, it is desirable to more prominently raise warnings so that a creator can make
NOTE an informed decision about how to proceed with an asset that is not Valid or that has a flawed

provenance history .
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15.4. Determining the hashing algorithm

15.4.1. For Hashed URIs

Various parts of the C2PA Manifest utilizéashed_uri  structure for encapsulating a URI, its hash and (optionally)
the algorithm used to compute the hash. If there is aly field in thehashed_uri  structure, it shall be used as the
hashing algorithm. If thealg field is not present in thehashed uri  structure, the hash algorithm shall be
determined by evaluating the nearest enclosing structure that containsalg field. If noalg field is found in any of
these locations, the value of thelg field in the claim shall be used as the hash algorithm. Ifatg field is present in
any of these locations, the claim shall be rejected with a failure codelgbrithm.unsupported

15.4.2. For Hashed Ext URIs

Some parts of a C2PA Manifest utilizéashed_ext_uri structure for encapsulating an external URI, its hash and
the algorithm used to compute the hash. If there is aly field in thehashed_ext_uri structure, it shall be used
as the hashing algorithm. If thalg field is not present in théhashed_ext_uri structure, the failure code of
algorithm.unsupported shall be used.

NOTE Thealg field is mandatory irhashed_ext_uri , so no recursive procedure to determine the hash
algorithm is necessary.

15.4.3. Algorithm validation

Once the hashing algorithm is determined, it shall be compared to the values in the allowed list or the deprecated list
in Section 13.1, OHashing@ it is not present in either list, the claim shall be rejected with a failure code of
algorithm.unsupported . If the algorithm is present in the deprecated list, the claim shall be issued an
informational code ofalgorithm.deprecated

15.5. Locating the Active Manifest

15.5.1. General

The last C2PA Manifest superbox in the C2PA Manifest Store superbox shall be considered the active manifest, but
locating the C2PA Manifest Store may involve looking in a number of possible locations.

15.5.2. Embedded

15.5.2.1. General

The C2PA Manifest Store shall be located by the validator embedded inside the asset atatieéard locations for
embedding manifests However, if an asset was retrieved via an HTTP connection, a validator may lookLfiok a
header, as described in theink Headerclause below, to determine if a C2PA Manifest Store is present.

81



Checking theLink header, if present, allows a validator to determine if a C2PA Manifest Store is
NOTE present without having to download the entire asset. This is useful for assets that are large or that
are streamed.

If there are multiple C2PA Manifest Stores present in an asset, they shall all be considered as invalid and the validation
should treat this as if no manifests were located. In the case where this asset is being added as an ingredient, none of
these embedded C2PA Manifests shall be included in the ingredient assertion.

15.5.2.2. Special Considerations for PDF

PDF files support a technology called "incremental update”, where information is appended to the end of the
document instead of modifying the original. This requires that PDF files support multiple C2PA Manifest Stores -
though there shall only be one per update section.

If there are multiple C2PA Manifest Stores present in a single update section, they shall all be considered as invalid
and the validation should treat this as if no manifests were located. However, any C2PA Manifest Stores present in
early updates of the PDF or of the original PDF, shall still be considered valid and processed accordingly.

15.5.3. By Reference or URI

15.5.3.1. By Reference

If there is no embedded C2PA Manifest Store, the following attempts should be made to locate one at a remote
location.

¥ If the asset was retrieved via an HTTP connection, lthek Headerclause below describes how to find a manifest
via theLink header.

¥1f the asset has any XMP in the standard asset locations (i.e., outside the C2PA Manifest) and that XMP contains a
dcterms:provenance key, the provided URI should be used to locate the active manifest.

¥1f the asset is a font with @2PAtable and itsactiveManifestUriLength is non-zero, then the indicated URI
should be used to locate the active manifest.

¥1f no C2PA Manifest Store has been located, the validator should look for files at the same path or URI, but with a
filename extension ofc2pa . If the C2PA Manifest Store is not found, a validator may look in whatever additional
places it deems most appropriate to locate it. For example, a child folder of a file system.

NOTE A validator is not restricted to only the above locations, it can choose to look in additional locations
as well.

If a manifest was documented to exist in a remote location, but is not present there, or the location is not currently
available (such as in an offline scenario), theanifest.inaccessible error code shall be used to report the
situation.

Information about the IANA media type for a C2PA Manifest Store can be found exthenal manifests section
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15.5.3.2. ByLink header

If the asset was retrieved via an HTTP connection, the validator should look in the header of the HTTP response for a
Link header, as defined iRFC 8288containing a parameter ofel=c2pa-manifest . If present, a C2PA Manifest
Store can be retrieved from that URI reference. The URI will be a standié@ or https  URI, such as
https://c2pa.org/image.c2pa.

It is also possible to use the link relation to refer to the C2PA Manifest Store that is embedded inside an asset through
the use of aJUMBF URfragment. The URI would include &JJMBF URfragment, to the C2PA Manifest Store superbox
https://c2pa.org/image.jpg#jumbf=c2pa. References to specific C2PA Manifests within the C2PA Manifest Store are not
permitted and the validator shall ignore anghildlabel portion of theJUMBF URfragment.

HTTP refers to thedypertext Transfer Protocalefined inRFC 7230not the specific URL scheme
http://

NOTE

15.5.4. Decompression

As describedpreviously, both standard and update manifests can be compressed. When a compressed manifest is
encountered, a validator shall decompress it before proceeding with the standard validation process. If the data
contained in the brob box of a compressed manifest is not either a standard or update manifest or if the
decompression  fails, the validator shall reject the manifest with a failure code of
manifest.compressed.invalid

15.5.5. Validating a Match

A validator may wish to validate that the located C2PA Manifest Store is indeed the one associated with asset.

If the C2PA Manifest Store was located then the hard binding assertion present in its active manifest shall be used to
validate that it is the matching manifest and whether the asset has been modified without manifest updates. If the
hard binding does not match, it is unknown if that is because of (a) modification of the asset or (b) the wrong C2PA
Manifest Store was located. Accordingly, the validator shall treat this as a non-matching hard binding and reject the

manifest with a failure code ofassertion.dataHash.mismatch if a data hash assertion is used,
assertion.boxesHash.mismatch if a general boxes hash assertion is used,
assertion.collectionHash.mismatch if a collection data hash assertion is used, or
assertion.bmffHash.mismatch if a BMFF hash assertion is used.

15.6. Locating and Validating the Claim

15.6.1. Locating

Once the manifest to be validated has been located (hereafter referred to as the "current manifest”), the claim is
found by locating, within the current manifest, the JUMBF Superbox with a labelc@pa.claim.v2 (or
c2pa.claim  for files with older claim structures) and a JUMBF type UUIDx&332636C-0011-0010-8000-
00AA00389B71 (c2cl ). Note that the JUMBF type UUID is the same for both the new (@@a.claim.v2 label)
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and old (withc2pa.claim  label) claim formats. There shall only be one such box in the current manifest. If more
than one is located, the C2PA Manifest shall be rejected with a failure codeiofi. multiple

15.6.2. Validating

If the content of the claim is not well-formed CBOR, the claim shall be rejected with a failure code of
claim.cbor.invalid

NOTE Well-formed CBOR is defined it+C 8949, Appendix C

For a "c2pa.claim.v2", the following fields are expected to be present in the CBOR object. If any are absent, then the
claim shall be rejected with a failure code ofaim.malformed

¥instancelD
¥ signature
¥ created_assertions

¥ claim_generator_info

If the claim_generator_info field does not contain aame field, the claim shall be rejected with a failure code
of claim.malformed

If there is anicon field in thegenerator-info-map referenced by theclaim_generator_info field of the
claim-map orclaim-map-v2 , then its value shall be validated as describedSection 15.10.3.3, OValidation of
ReferencesO

15.7. Validate the Signature

Retrieve the URI reference for the signature from the value of the clabiybature  field and resolve the URI
reference to obtain the COSE signature. The signature shall be embedded in the same manifest as described in
Section 11.1.4, OC2PA Box detailsthe signature URI does not refer to a location within the same C2PA Manifest box
(a self#jumbf location), the claim shall be rejected. If no such field is present or the URI cannot be resolved, then
the claim shall be rejected with a failure code dhimSignature.missing

If the signature and the claim are not contained in the same C2PA Manifest, that C2PA Manifest shall not be
considered valid.

If the C2PA Manifest istene-stamp manifest the signature shall be validated as describedSection 14.4.2, OTime
Stamp AuthoritiesOFor all other types of C2PA Manifests, the validation of the credential used in the signature shall
be performed according taChapter 14 Trust Model

If the credential is not acceptable pehe requirements of the credentialOs tyythen the claim shall be rejected with a
failure code ofsigningCredential.invalid . If the signature algorithm is not on the allowed or deprecated list
in Section 13.2, ODigital SignaturgsGhen the claim shall be rejected with a failure code of
algorithm.unsupported
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If a chain of trust cannot be built from the credential to an entrydne of the trust anchor liststhe claim shall be
rejected with a failure code ofsigningCredential.untrusted , otherwise, the claim signature shall be
assigned a success code sifjningCredential.trusted

If the claim has not yet been rejected, validation shall proceed according to the specified procedusedion 13.2,
ODigital SignaturesOf validation of the signature fails, then the claim shall be rejected with a failure code of
claimSignature.mismatch . Otherwise, the claim signature shall be assigned a success code of
claimSignature.validated

For the remainder of this chapter, headers refer to the union of the set of protected and unprotected header
parameters in the COSE signature. Unless otherwise specifieBdation 13.2, ODigital SignatureefSection 14.5,
OX.509 Certificates@®@header may appear in either bucket. COSE headers are descriieBng152ection 3.

15.8. Validate the Time-Stamp

If either thesigTst orsigTst2 header is present, then théstTokens array is expected to contain a single
tstToken . If the header contains more than ortetToken , the validator shall issue &mestamp.malformed
informational code and ignore the time-stamps.

A validator that supportssigTst  shall perform the following procedures to validate the time-stamp response:
¥ Retrieve theval property from thetstToken , which shall be an RFC3161-compliafitneStampResp (time-

stamp response).

¥Check the value of thestatus field PKIStatusinfo , which is the value of thestatus field of
TimeStampResp .

I'If it contains any value other tha® (granted ) or 1 (grantedWithMods ), the validator shall issue a
timeStamp.malformed informational code and ignore that time-stamp.

I'If it is eitherO (granted ) or1 (grantedWithMods ), continue with the rest of the time-stamp validation
process as described below.

¥ Retrieve the value of theimeStampToken field of the TimeStampResp for use in the remainder of the

validation process.

A validator forsigTst2  shall retrieve theval property from thetstToken , which shall be an RFC3161-compliant
timeStampToken (TimeStampToken, TST).

All validators shall continue the process as follows:

¥If the timeStampToken does not contain amessagelmprint field, the validator shall issue a
timestamp.malformed informational code and ignore the time-stamp.

¥ Validate that the value of thenessagelmprint  field (in thetimeStampToken ), matches either the claim (v1,
sigTst ) or COSE_Signl_Tagged structureOsignature  field (v2,sigTst2 ) of the C2PA Manifest being
validated, as described irsection 10.3.2.5.2, OChoosing the Paylodfithe values do not match, the validator
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shall issue dimestamp.mismatch informational code and ignore the time-stamp.

¥ Validate that the TSAOs certificate exists, as describ&-in 3161section 2.4.1, and it is possible to build a trust
chain from the certificate to an entry in C2PA TSA Trust List (or other list of trust anchors present in the validator
for this purpose). If the certificate cannot be located or a trust chain cannot be constructed, the validator shall
issue atimestamp.untrusted informational code and ignore the time-stamp.

¥Validate that the attested time, as found in thgenTime field (in thetimeStampToken ), falls within the
validity period of the TSAOs signing certificate. If it does not, the validator shall issue a
timestamp.outsideValidity informational code and ignore the time-stamp.

¥If the time-stamp validation does not stop or fail due to any of the above conditions, then the validator shall issue
the success codes d¢imeStamp.trusted andtimeStamp.validated

¥If the validator issued bothtimeStamp.trusted and timeStamp.validated success codes, then the
validator shall validate that the time attested by the Time Stamp Authority (TSA), as found igéndime field
(in thetimeStampToken ), falls within the validity period of the signing credential. If it does not, the validator
shall reject the claim with &laimSignature.outsideValidity failure code.

Time-stamps remain valid even after the signing credential of the time-stamp authority expires, so
NOTE long as the attested time falls within the time-stamp authorityOs certificateOs validity period. This is a
special type of trust extended only to time-stamp authorities.

At time of validation, when a time-stamp is present, trusted, and validated, validators shall use the attested time, and
not the current time, when determining the time validity of the signing certificate and the time-stamp authorityOs
certificate.

NOTE This document does not require that the revocation status of a Time Stamp AuthorityOs certificate be
captured at signing time nor validated at validation time.

If neither thesigTst nor thesigTst2 headers are present, or if at least one of them is present but their time-stamp
token does not satisfy the above requirements, then the C2PA Manifest is valid if the current time at validation is
within the validity period of the signerOs credential. If it is, the validator shall return a success code of
claimSignature.insideValidity . If it is not, the C2PA Manifest shall be rejected with a failure code of
claimSignature.outsideValidity

15.9. Validate the Credential Revocation Information

A validator will encounter one of the following three scenarios:
¥ The signerOs credential does not support revocation status, or the credentialOs issuer did not provide a method to
query its revocation status. In this case, the validator shall treat the credential as not revoked.

¥The claim generator "stapled" an OCSP response for the signing credential inrtteds header of the
COSE_Signl structure. In such a case, the validator shall decode and validate the stapled OCSP response as
describedbelow.
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¥The claim generator did not "staple" an OCSP response for its signing credential or the C2PA Manifest does not
have a time-stamp. In such a case, the validator should attempt to determine the revocation status of the signing
credential by querying the OCSP responder as describebtbw.

15.9.1. Determining revocation through OCSP response inVals header

A validator shall decode the OCSP response per the requiremenisraf 6960in particularRFC 6960section 3. If it is
accepted and if all of the following requirements are met, then this establishes that the signerOs certificate was not
revoked at the time of signing.

¥ The manifest has an attested time provided by a valid signed time-stamp.

¥There exists aSingleResponse in the responses array of thetbsResponseData field of the OCSP
response such that:

! The attested time from the time-stamp:
#is earlier thanthisUpdate , or
#falls within the (thisUpdate,nextUpdate) interval, ifnextUpdate is present, or

#falls within the (thisUpdate,producedAt) interval where producedAt is the field in the
containing ResponseData , ifnextUpdate is not present,

I ThecertStatus  field of theSingleResponse isgood, orrevoked but with arevocationReason of
removeFromCRL,

TheremoveFromCRL is unique amongst the values oévocationReason because it is

equivalent to agood response. Despite being a type adfvoked response, this response
NOTE indicates the certificate had temporarily been put "on hold" (theertificateHold

reason) previously due to some concern about its integrity, but that the concern has been

resolved and the issuer is stating the certificate remains trustworthy.

¥The signer of the response is an "authorized responder” as define&Rb 6960section 4.2.2.2.

Validators shall check theevocationReason of anyrevoked response to disambiguate theemovedFromCRL
case from an actual revocation.

If the above conditions are met, the certificate shall be considered not revoked at the time of signing, the validator
shall issue asigningCredential.ocsp.notRevoked success code. Otherwise the claim shall be rejected with
asigningCredential.ocsp.revoked failure code.

15.9.2. Determining revocation for online OCSP response

If therVals header is not present, or if the manifest does not have a time-stamp, the validator may choose to query
the OCSP responder per the information in the AuthoritylnfoAccess (AlA) extenBief 6280section 4.2.2.1) of the
Section 14.5, OX.509 CertificatesO
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NOTE Querying the credential status method can reveal to an observer the identity of the asset being
validated, and so this query is optional.

If the validator chooses not to perform an online OCSP check, it shall issue a
signingCredential.ocsp.skipped informational code.

If the validator attempts to query the OCSP responder but is unable to receive a response, the validator shall issue a
signingCredential.ocsp.inaccessible informational code.

If a response is received and accepted per the requirement®BEC 6960t shall establish the signerOs certificate was
not revoked at the time of signing if either of the following requirements is fulfilled:

¥The claim signature has a valid time-stamp, and the attested time falls within the
(thisUpdate,nextUpdate) interval of the response, or
¥The claim signature does not haveseggTst orsigTst2 header but the current real-world time falls within the
(thisUpdate,nextUpdate) interval of the response,
And both of the following requirements are fulfilled:
¥The certStatus field of the response isgood, or revoked but with a revocationReason of
removeFromCRL, and
¥The signer of the response is an "authorized responder"” as define® B 6960section 4.2.2.2.
If the certStatus field of the response isrevoked but with a revocationReason that is not

removeFromCRL, it shall establish the signerOs certificate was not revoked at the time of signing if both of the
following requirements are met:

¥The manifest has a valid time-stamp, and the attested time falls within tfikisUpdate,nextUpdate)
interval of the response, and

¥ TherevocationTime in the response is after the attested time-stamp.

If the above conditions are met, the certificate shall be considered not revoked at the time of signing, the validator
shall issue aigningCredential.ocsp.notRevoked success code.

Otherwise: . If thecertStatus field of the response isunknown, the claim shall be rejected with a
signingCredential.ocsp.unknown failure code. . Else, the certificate shall be considered revoked at the time
of signing and the claim shall be rejected withsayningCredential.ocsp.revoked failure code.

15.10. Validate the Assertions

15.10.1. Validate the correct assertions for the type of manifest
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15.10.1.1. General

Depending on theype of manifest there are assertions that are either required or forbidden. A validator shall check
for required and not-permitted assertions.

15.10.1.2. Standard Manifest Assertions

If it is astandard manifest

1. Validate that there is exactly oneénard binding to content assertion - either ac2pa.hash.data , a
c2pa.hash.boxes , a c2pa.hash.collection.data , c2pa.hash.bmff.v2 (deprecated), or a
c2pa.hash.bmff.v3 . If no such assertion is present, the manifest shall be rejected with a failure code of
claim.hardBindings.missing . If there is more than one such assertion, the manifest shall be rejected with
a failure code ofssertion.multipleHardBindings

2. Validate that there are zero or one2pa.ingredient assertions whoseelationship is parentOf . If
there is more than one, the manifest shall be rejected with a failure codmahifest. multipleParents

15.10.1.3. Update Manifest Assertions
If it is anupdate manifest

1. Validate that exactly one ingredient assertion is present and thatr@ktionship isparentOf . If there is not
(i.e., either it is missing, there are more than one, or the valuestidtionship is notparentOf ), the manifest
shall be rejected with a failure code afianifest.update.wrongParents

2. Validate that there are noc2pa.hash.data , c2pa.hash.boxes , c2pa.hash.collection.data ,
c2pa.hash.bmff.v2 (deprecated), c2pa.hash.bmff.v3 , or thumbnail assertions. If there are, the
manifest shall be rejected with a failure code wfanifest.update.invalid

3. If there is one or more&2pa.actions or c2pa.actions.v2 assertions, validate that theaction field of

each action found in theactions array of any such assertion is one of the supported values specifiedpitiate
Manifests If it is not, the manifest shall be rejected with a failure coderafnifest.update.invalid

15.10.1.4. Time-Stamp Manifest Assertions

If it is atime-stamp manifest

1. Validate that exactly one ingredient assertion is present and that@ktionship isparentOf . If there is not
(i.e., either it is missing, there are more than one, or the valuestitionship is notparentOf ), the manifest
shall be rejected with a failure code afianifest.timestamp.wrongParents

2. Validate that there are no assertions other than the ingredient assertion. If other assertions are present, the
manifest shall be rejected with a failure code wfanifest.timestamp.invalid

15.10.2. Preparing the list of redacted assertions

A validator, when processing a claim, shall gather the set of redacted assertions for each ingredientOs manifest (if
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present) based on each JUMBF URI listed inmét$acted_assertions field. A claimQsdacted_assertions
field shall never include a JUMBF URI to any of its own assertions.

Assertions can be redacted from ingredient assets at any point in the final assetOs provenance
NOTE history, and not necessarily by the claim generator that first uses an ingredient asset as an
ingredient.

For more details, please see tlection 15.11.3.2, OPerforming explicit validaticseotion.

15.10.3. Assertion Validation

15.10.3.1. General

Each assertion in thereated _assertions andgathered_assertions fields of the claim is &ashed_uri
structure. For each assertion, the validator shall first determine if the URI reference iruthefield is in thelist of
redacted assertions

If it is in the list of redacted assertions, then if the assertionOs labelga.actions or c2pa.actions.v2 , the

claim shall be rejected with a failure code odissertion.action.redacted as c2pa.actions and
c2pa.actions.v2 assertions shall not be redacted. If it is in the list of redacted assertions, then if the assertionOs
label is a hard binding to content assertion - either a c2pa.hash.data , c2pa.hash.boxes |,
c2pa.hash.collection.data , €2pa.hash.bmff.v2 (deprecated), orc2pa.hash.bmff.v3 - the claim

shall be rejected with a failure code afssertion.dataHash.redacted as these types of assertions shall not be
redacted. Otherwise, the redacted assertion is considered valid, and validation continbesed on the type of
assertion

For all other assertions (not found in the list of redacted assertions), resolve the URI reference urlthdield to
obtain its data. If the URI does not refer to a location within the same C2PA Manifesif@gumbf  location), the
claim shall be rejected with a failure code afsertion.outsideManifest . If the URI cannot be resolved and
the data retrieved, the claim shall be rejected with a failure codeas$ertion.missing

Follow the procedure irSection 15.4, ODetermining the hashing algorithto@etermine the hash algorithm and any
possible failure codes. Compute the hash of the assertion using that algorithm and the procedure described in
Section 8.4.2.3, OHashing JUMBF Boxan@® compare the computed hash value with the value in thash field. If

they do not match, the claim shall be rejected with a failure code adfsertion.hashedURI.mismatch

Otherwise, a success code a$sertion.hashedURI.match shall be recorded.

If the content of a standard assertion is not well-formed CBOR or is non-conforming JSON, the claim shall be rejected
with a failure code ofssertion.cbor.invalid orassertion.json.invalid

NOTE Well-formed CBOR is defined it+C 8949, Appendix C
NOTE RFC 7159, Sectiondefines the grammar that JSON data conforms to.

If an assertion that is present in the assertion store is not referenced by eitherctleated assertions or
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gathered_assertions fields of the claim, the claim shall be rejected with a failure code of
assertion.undeclared

For each URI in the claim@slacted_assertions array, if the URI points into the claimOs own manifest, the claim
shall be rejected with a failure code @fssertion.selfRedacted . A claim is not permitted to redact its own
assertions.

15.10.3.2. Specific Assertion Validation

For each assertion, the validator shall check the assertionOs label and if it is listed below, the validator shall perform
the specific validation steps for that assertion type. If the assertionOs label is not listed below, then that type of
assertion does not require any additional validation steps beyond those already described.

¥c2pa.cloud-data  , Section 15.10.3.2.1c@pa.cloud-data validationO

¥ c2pa.actions orc2pa.actions.v2 , Section 15.10.3.2.2cPpa.actions validationO

¥ c2pa.ingredient or c2pa.ingredient.v2 or c2pa.ingredient.v3 , Section 15.11, OValidate the
IngredientsO

¥c2pa.metadata , Section 15.10.3.2.3c@pa.metadata  validationO

If the value of any field of an assertion is of tyjpeshed_uri  orhashed_ext_uri , the validator shall perform the
steps described irBection 15.10.3.3, OValidation of ReferencesO

15.10.3.2.1. c2pa.cloud-data validation

If the assertionOs labeldgpa.cloud-data

1. Check that the assertion contains the following fieldsbel ,size ,location  andcontent_type . If any of
those fields are missing, the claim shall be rejected with a failure code askertion.cloud-
data.malformed

2.1f  the label field of the external assertion is c2pa.hash.data , c2pa.hash.boxes ,
c2pa.hash.collection.data , c2pa.hash.bmff.v2 (deprecated),c2pa.hash.bmff.v3 , the claim
shall be rejected with a failure code aksertion.cloud-data.hardBinding

3. If the manifest is an update manifest and thiebel field of the external assertion is2pa.actions or
c2pa.actions.v2 , the claim shall be rejected with a failure codeadsertion.cloud-data.actions

4. Thelocation  field shall be validated according tBection 15.10.4.2, OValidation of External ReferencesO

15.10.3.2.2.c2pa.actions validation

If the assertionOs labeldgpa.actions orc2pa.actions.v2

1. Ensure that it has anactions field. If not, the claim shall be rejected with a failure code of
assertion.action.malformed

2. If this is the first actions assertion in theeated_assertions array in the claim, check that the first element
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of theactions array in the actions assertion has a valuec@pa.created  orc2pa.opened . If not, the claim
shall be rejected with a failure code afsertion.action.malformed

a. For all other actions assertions, check if the first element of #wtions  array in the actions assertion has a
value of c2pa.created or c2pa.opened . If it is, the claim shall be rejected with a failure code of

assertion.action.malformed

3. For each action in thections  list:

a. Ensure that it has anaction field. If not, the claim shall be rejected with a failure code of

assertion.action.malformed

b. If the action field isc2pa.created or c2pa.opened and it is not the first element of thections
array, then the claim shall be rejected with a failure codeagkertion.action.malformed

c. If the action field is c2pa.opened , c2pa.placed , c2pa.removed , c2pa.repackaged , or

c2pa.transcoded

If the action has noingredients field (or ingredient field for c2pa.actions ) in the
parameters  object, or the fieldOs value is empty, the claim shall be rejected with a failure code of
assertion.action.ingredientMismatch

i. If any element in theingredients field (or ingredient field for c2pa.actions ) in the

parameters object has no JUMBF URI, or the JUMBF URI cannot be resolved to an ingredient assertion
in the current manifest, the claim shall be rejected with a failure code of
assertion.action.ingredientMismatch

A. For c2pa.opened , c2pa.repackaged , or c2pa.transcoded : Check that the value of the
relationship field isparentOf . If it is not, the claim shall be rejected with a failure code of
assertion.action.ingredientMismatch

B. For c2pa.placed or c2pa.removed : Check that the value of theelationship field is
componentOf . If it is not, the claim shall be rejected with a failure code of
assertion.action.ingredientMismatch

C. Check theactiveManifest field in the ingredient assertion for the presence of a hashed URI. If the
hashed URI is not present, or cannot be resolved to a manifest, the claim shall be rejected with a
failure code ofassertion.action.ingredientMismatch

d. If theaction field isc2pa.redacted

i. Check theredacted field that is a member of thparameters  object for the presence of a JUMBF URI.

If the JUMBF URI is not present, or cannot be resolved to an assertion, the claim shall be rejected with a
failure code ofassertion.action.redactionMismatch

e. If there is asoftwareAgent  field in theaction-common-map-v2 or one or moresoftwareAgents

listed in thesoftwareAgents  field of theactions-map-v2

i. If there is aricon field in thegenerator-info-map , then it shall be validated as described &ection

15.10.3.3, OValidation of ReferencesO

f. For each template in théemplates  list:

92



i. If there is anicon field in theaction-template-map-v2 , then it shall be validated as described in
Section 15.10.3.3, OValidation of ReferencesO

15.10.3.2.3.c2pa.metadata  validation

If the assertionOs label i®pa.metadata , the validator shall ensure that the assertion does not contain fields
outside theallowed list. If any field contained in the assertion is not in the allowed list, the claim shall be rejected with
a failure code ofissertion.metadata.disallowed

NOTE This validation requirement will necessitate a validator parsing the JSON-LD data contained in the
assertion.

15.10.3.3. Validation of References

Some assertions and other structures support referencing other boxes in the C2PA Manifest via the use of a
hashed_uri  and hashed_ext_uri . For example, there can be various referencestions, ingredient and
thumbnail assertions, andata Boxes

If ahashed_ext_uri is present, the validator shall perform the steps describedSaction 15.10.4.2, OValidation of
External References@ ahashed_uri is present, the validator shall perform the steps described below.

The destination of ahashed_uri is found in itsurl field. If the field is not present or the destination cannot be
located (i.e., that data isnOt present where it is supposed to be) then it shall be treated as a validation failure with code
hashedURI.missing

If the destination can be located, then proceed as follows: . Follow the procedurBdntion 15.4, ODetermining the
hashing algorithmCio determine the hash algorithm and any possible failure codes. . Ensure thathtigh field is
present in the hashed_uri structure. If it is not, the claim shall be rejected with a failure code of
hashedURI.mismatch . . Compute the hash of the assertion using the determined hash algorithm and the
procedure described irBection 8.4.2.3, OHashing JUMBF Boxe€0mpare the computed hash value with the value in
the hash field. If they do not match, the claim shall be rejected with a failure codeafhedURI.mismatch

15.10.4. External Data Validation

15.10.4.1. General

The contents of acloud data assertioncontains the URI references to and hashes of external data, are validated like

any other assertion, but those references are not retrieved and validated as part of standard validation. A validator
shall first successfully validate a claim before attempting to retrieve the external data referenced. A validator shall not
attempt to retrieve external data from a rejected claim. As the retrieval of external data is optional, the inability to

retrieve or validate external data shall not cause a claim to become rejected.

If a validator chooses to retrieve any of the external data in a cloud data assertion, the validator shall performs the
steps described irBection 15.10.4.2, OValidation of External ReferencesO
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15.10.4.2. Validation of External References

The following procedure shall be used to validate the external data referenced in a cloud data assertion:

1. Resolve the URI reference in thel field to obtain its data. If theurl field is not present or the URI cannot be
resolved and the data retrieved, the validator shall abort the attempt to retrieve the external data.

2. If the size of the retrieved data is not equal to the value of fiee field, the validator shall return a failure code
of assertion.hashedURI.mismatch to the application and not provide the retrieved data.

3. Validate that the content type returned in th€ontent-Type  header of the HTTP response is equal to the
declared content type. If they do not match, the validator shall return a failure code of
assertion.hashedURI.mismatch to the application and not provide the retrieved data. The declared
content type is determined by:

a. For external data, the content type is determined by thic:format  field of the hashed_ext uri
structure. If thedc:format  field is absent, content type validation is always successful.

b. For a cloud data assertion, if thdc:format  field is present in itdocation field, that determines the
content type and the value of the cloud data assertiomOstent_type  field is ignored. lfocation  does
not have adc:format  field, then the assertion@sntent_type  field determines the content type.

4. Determine the hash algorithm to be used as specifiedSiaction 15.4.2, OFor Hashed Ext URtsgbssible failure
codes.

5. Compute the hash of the data using the determined hash algorithm and the procedure describegkeiriion
8.4.2.3, OHashing JUMBF Boxes(he retrieved content. For external data, use the hash algorithm and the exact
retrieved content as input to the hash function.

a. Compare the computed hash value with the value in thash field. If thehash field is not present or they do
not match, the validator shall return a failure code aissertion.hashedURI.mismatch to the
application and not provide the retrieved data.

b. Otherwise, the validator shall record a success codeas$ertion.hashedURI.match and provide the
retrieved data to the application.

15.11. Validate the Ingredients

15.11.1. Explanation

A validator shall perform thevalidation stepsfor the asset being presented and its active manifest. If any of the steps
conclude the active manifest is invalid, that manifest shall be rejected with the indicated failure code.

An assetOs active manifest may list one or more ingredients, through the usgrefiient assertions Some of those
ingredients may have their own manifests associated with them, and some of those manifests may themselves have
ingredients and ingredient manifests.
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15.11.2. Processing Ingredient Manifests

15.11.2.1. Standard Manifests in an ingredient

When processing atandard manifesf a validator shall validate each ingredient (regardless of the value of its
relationship field), as describedbelow.

15.11.2.2. Update Manifests in an ingredient

Forupdate manifests theparentOf ingredient of the update manifest shall be validated as descritigdow.

15.11.2.3. Time-Stamp Manifests in an ingredient

For time-stamp manifests the parentOf ingredient of the time-stamp manifest shall be validated as described
below.

15.11.3. Ingredient Assertion Validation

15.11.3.1. Validation Overview
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The flowchart inFigure 14, Olngredient Validatiordescribes the process of validating any ingredient assertions

Create two empty lists: "all
ingredient manifests” and
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Figure 14. Ingredient Validation

contained in a given C2PA Manifest.

NOTE

If there are any discrepancies between the visual representation and the text, the text is considered

authoritative.

15.11.3.2. Performing explicit validation

An v3 ingredient assertion shall haver@ationship

with a failure code ofissertion.ingredient.malformed

The value of theelationship

value of therelationship

assertion.ingredient.malformed

15.11.3.3. Performing recursive validation

The validator shall recursively validate all ingredient manifests in the asset, for example using a depth-first search as
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described below. A validator need not implement the algorithm exactly as described, but the results of the validation
shall be equivalent to the results of this algorithm.
1. Create two empty lists:
a. A list to hold thenashed_uri  values of all ingredient manifests used in the asset, anywhere in its lineage.
b. A list to hold the JUMBF URIs of all redacted assertions in the asset, anywhere in its lineage.
2. Set the active manifest of the asset being validated as the target manifest
3. Begin recursion.

4. Locate the claim, as described @ection 15.6, OLocating and Validating the ClaithGnable to, reject claim with
aclaim.missing failure code.

5. If the claim of the target manifest contains eedacted_assertions field, check the JUMBF URI of each
redacted assertion.

a. If the redacted assertion is from the target manifest, reject the claim withaamsertion.selfRedacted
failure code.

b. Otherwise, append the JUMBF URI of the redacted assertion to the list of all redacted assertions.
6. Validate all assertions in the claim, as describedSiaction 15.10, OValidate the AssertiansO
7. If the claim of the target manifest includes ingredient assertions:

a. For each ingredient assertion:

i. Attempt to resolve the URI of the ingredient assertion. If unable to, reject the claim with an
assertion.missing failure code.

ii. If the ingredient assertion has aactiveManifest field:
A. Append a tuple that includes the following values to the list of all ingredient manifests:

#Thehashed_uri  value of theactiveManifest field in the ingredient assertion to the list of
all ingredient manifests

#Thehashed_uri  value of theclaimSignature field in the ingredient assertion to the list of
all ingredient manifests

B. Set the just-appended ingredient manifest as the target manifest, and repeat the process as above
from the "Begin recursion” step.

ii. If the ingredient assertion does not have anactiveManifest field, record an
ingredient.unknownProvenance informational code unless the value of theelationship
field isinputTo , and then skip to the next ingredient assertion until they are all exhausted. At that point,
return from the current recursion level.

8. If the claim of the target manifest does not include ingredient assertions, return from the current recursion level.

9. End recursion.

Having compiled a list of all ingredient manifests and a list of all redacted assertions, the validator shall perform the
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following validation algorithm:

1. For each ingredient manifest in the list of all ingredient manifests:
a. Extract theurn:c2pa  value from the ingredient manifest JUMBF URI from each tuple
b. Search the list of all redacted assertions for assertions with a matchingc2pa value
c. If one or more matching redacted assertions are found:

i. Validate the ingredient using the claim signature hash validation method, described Siaction
15.11.3.3.1, OClaim Signature Hash Validation MethodO

d. If no matching redacted assertions are found:

i. Validate the ingredient using either the manifest hash validation method, described Saction
15.11.3.3.2, OManifest Hash Validation Methai@he claim signature hash validation method, described
in Section 15.11.3.3.1, OClaim Signature Hash Validation MethodO

e. If the ingredient assertion contains @alidationResults field:

i. For each entry in the value of thealidationResults field, if an equivalent entry was not returned as
part of the validation process, return it as part of the validation results.

ii. If there are any entries returned as part of the validation process that are not present in the

validationResults field, return it as part of the validation results.
f. If novalidationResults field is present and the ingredient assertion is a v3 ingredient assertion with the
activeManifest field present, then return the failure codassertion.ingredient.malformed

2. For each C2PA Manifest in the C2PA Manifest Store, except the active manifest:
a. Search the compiled list of ingredient manifests for a manifest with a matchimg:c2pa value

i. If no matching manifest is found, then the claim shall be rejected with the failure code
manifest.unreferenced (as this indicates that there is a C2PA Manifest in the C2PA Manifest Store
that is not referenced by any ingredient assertion).

15.11.3.3.1. Claim Signature Hash Validation Method

This method includes a full validation of the ingredientOs claim, like that performed for the active manifest, except

that content bindings are not evaluated:

1. Resolve the URI reference in thel value of theclaimSignature field to obtain the ingredientOs claim
signature box. If the URI reference cannot be resolved, or th@mSignature field is not present, the
ingredient claim is rejected with a failure code ofgredient.claimSignature.missing

2. Determine the hash algorithm identifier (or possible failure code) by following the proceduré&dmtion 15.4,
ODetermining the hashing algorithmO

3. Compute the hash of the ingredient claim signature box using that algorithm and the procedure described in
Section 8.4.2.3, OHashing JUMBF BoxesO

4. Compare the computed hash with the value in thesh field.
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a. If the hashes are not equal or thesh field is not present:
i. Reject the claim with a failure code ofgredient.claimSignature.mismatch
b. If the hashes are equal, issudrayredient.claimSignature.validated

i. Validate the claim signature, time-stamp, and credential revocation information as peiction 15.7,
OValidate the Signature@ection 15.8, OValidate the Time-Stam@dd Section 15.9, OValidate the
Credential Revocation InformationO

ii. For each URI in the list of redacted assertions with a matchimg:c2pa value, if the referenced
assertion is present and its data consists of anything other than zero or ni@0 bytes, the claim shall
be rejected with a failure code @fssertion.notRedacted

ii. Validate each non-redacted assertion pé&ection 15.10, OValidate the Assertignextept for the hard
binding assertions, which cannot be validated for ingredients.

15.11.3.3.2. Manifest Hash Validation Method

An ingredient manifest that has not been changed due to redaction can be validated faster if the current validator
trusts the previous claim generatorOs validation results:

1. Resolve the URI reference in thel value of theactiveManifest field to obtain the ingredientOs manifest
box. If theurl field is not present or the URI reference cannot be resolved, the ingredient claim is rejected with a
failure code ofingredient.manifest.missing

2. Determine the hash algorithm identifier (or possible failure code) by following the proceduré&daution 15.4,
ODetermining the hashing algorithmO

3. Compute the hash of the ingredient manifest box using that algorithm and the procedure describegkiriion
8.4.2.3, OHashing JUMBF BoxesO

4. Compare the computed hash with the value in thash field.
a. If the hashes are not equal or theash field is not present:
i. Reject the claim with a failure code ofgredient.manifest.mismatch

b. If the hashes are equal, the ingredient is fully validated andngredient.manifest.validated
success code is issued.

15.12. Validate the AssetOs Content

The assetOs content shall be validated usingtthel bindingin the active manifest if the active manifest is a standard
manifest. If the active manifest is an update or time-stamp manifest, the hard binding shall be found in the
parentOf ingredientOs manifest, or if that manifest is also an update or time-stamp manifest, by following the chain
of parentOf ingredients to the first standard manifest. If no standard manifest is found, or the standard manifest
has no hard binding, then the active manifestOs claim shall be rejected with a failure code of
claim.hardBindings.missing
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15.12.1. Validating a data hash

15.12.1.1. General

Once a standard manifest (and its bindings) has been located, the exclusion range(s) shall be extracted from the
c2pa.hash.data  assertion.

If the ending byte offset of one exclusion rangggrt +length ) is greater than the starting byte offset of the next
exclusion range in the array, or start orlength value is negative, then the manifest shall be rejected with a
failure code ofassertion.dataHash.malformed

If any update manifests were encountered then thength value of the exclusion range whostart  value is the
offset of the start of the entire C2PA Manifest Store shall be treated as the current length of the entire C2PA Manifest
Store plus any file format specific extras.

The hash algorithmdlg ) specified in thatt2pa.hash.data shall be computed over the bytes of the asset, except
for those specified in the exclusion range(s). If the end of an exclusion range falls beyond the end of the asset, then the
manifest shall be rejected with a failure code afsertion.dataHash.mismatch

If the hash algorithm specified in thalg field does not appear in the allowed or deprecated list $ection 13.1,
OHashing@hen the manifest shall be rejected with a failure codeatforithm.unsupported . If thehash field is
not present or the resultant hash does not match the value of thaesh field in thec2pa.hash.data , then the
manifest shall be rejected with a failure code a$sertion.dataHash.mismatch

The combination of exclusion ranges and padding values, especially padding needed to support multi-pass
processing workflows, may enable an attacker to replace parts of that padding with arbitrary data that could impact
the consumption of the asset without invalidating the hash. For this reason a validator shall ensure that the data
contained within the exclusion range consists only of a C2PA Manifest Store and appropriate padding (e.g., zeroOd
data) in clearly markegbad fields orfree /skip boxes. If a validator encounters any data that is not part of the C2PA
Manifest Store or padding, then the manifest shall be rejected with a failure code of
assertion.dataHash.mismatch

If no error conditions were encountered, the validator shall add the success caskertion.dataHash.match
to the list it eventually returns.

15.12.1.2. Hashing of JPEG 1 files

In JPEG 1 files, the file format extras described above would includefd?y11 markers and their respective segment
length bytes forAPP11 segments. Because the segment lengths are inside the exclusion range, a validator shall
match the total length of the exclusion range with that of the total length of APP11 segments representing the
C2PA Manifest to ensure that the length was not tampered with.

A JPEG 1 file can contaitPP11 segments for reasons other than C2PA (e.g., JPEG 360 or JPEG
Privacy and Security) and those are not included in these calculations.

NOTE
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15.12.2. Validating a BMFF-hash

For any portions of an asset rendered for presentation to a user, including but not limited to audio, video, or text, the
corresponding hard binding corresponding to the rendered content shall be validated in accordance %dtttion 9.2,
OHard Bindingsdf at any time content fails to be validated, the validator shall clearly signal to the user that some of
the content does not match the claim, and if possible, should indicate what part of the content did not validate. If any
content is absent for which content bindings exist, discovery of this absence is also a validation failure. The validator
shall continue to report validation has failed, even if later portions of the content validate correctly.

For content that is not wholly available before rendering begins, such as during adaptive bitrate streaming (ABR) and
progressive download, absence of not-yet-available portions of content is not considered a validation failure. As the
content becomes available, the validator shall validate each portion of the content before it is rendered as previously
described. In addition, the validator shall validate that the sequence of said content is the same as when the manifest
was produced. Unless the player has explicitly signalled the validator that a discontinuity is expected (e.g., when the
consumer performs a manual seek operation via the Ul), the validator shall clearly signal to the user that an
unexpected discontinuity has occurred whenever the sequence does not match. This includes validating that the
location  values for a given Merkle tree start at zero and increments by one for each following chunk; equivalently,
thelocation  value always indicates which chunk is being rendered.

For content that is to be validated during playback via progressive download, the leaf nodes of the merkle tree may
align to synchronization points of the video track in thedat' (e.g., the RAP points random access points). When
the 'variableBlockSizes' are setup to achieve such alignment, validation during linear playback or seeking to
desired playback time can be both achieved via the same sequence. The desired blocks shall be fetched, validated
and the tracks within them selected for rendering.

For content that is intentionally not being rendered as the claim generator originally intended, such as during fast-
forward, rewind, or playback at a different speed, the validator may not be able to validate the content. In this case,
the validator shall clearly signal to the user that the content cannot be validated during the corresponding operation.

If the bmff-hash-map  does not contain arexclusions field or that fieldOs value is not of type array with at least
one entry, then the manifest shall be rejected with a failure codes$ertion.bmffHash.malformed

Determine the hash algorithm identifier (or possible failure code) by following the procedureSettion 15.4,
ODetermining the hashing algorithmO

If the ending byte offset of onsubset range 6ffset +length ) is greater than theoffset  value of the next
range in the array, or anffset orlength value is negative, then the manifest shall be rejected with a failure code
of assertion.omffHash.malformed . The assertion.bmffHash.mismatch failure code is used for all
other failures described in this section. Otherwise, the validator shall add the success code
assertion.bmffHash.match to the list it eventually returns.

15.12.2.1. Non-fragmented asset using merkle tree

If the merkle field in the bmff-hash-map is present, the validator must validate the Merkle tree. If the
fixedBlockSize andvariableBlockSizes inbmff-merkle-map  are not present, the whole payload of the
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mdat is treated as a single leaf node for hash calculation. If tfieedBlockSize is present and if
variableBlockSizes is not present, the payload of thendat is divided into fixed-length blocks, each block is
treated as a leaf node. If the final block exceeds the end of the mdat payload, the size of the last block should be set to
extend only to the end of the mdat payload. If theriableBlockSize is present and ifixedBlockSizes is

not present, the payload of thendat is divided into sizes defined by the array wdriableBlockSizes . If the
number of elements is not equal taount or sum of the values is not equal to size of payload of mdat, then the
manifest shall be rejected with a failure code afsertion.bmffHash.malformed . If thefixedBlockSize

and variableBlockSizes in bmff-merkle-map  are present, then the manifest shall be rejected with a failure
code ofassertion.omffHash.malformed

If the count in thebmff-merkle-map  is equal to the number of elements bfshes in thebmff-merkle-map
and if the hash of leaf node doesnOt match the elemerttashes in the bmff-merkle-map , then the manifest
shall be rejected with a failure code @fssertion.omffHash.mismatch If thecount in the bmff-merkle-
map is smaller than the number of elements bashes in thebmff-merkle-map  and if the auxiliaryuuid C2PA
box doesnOt exist as describedSaction A.4.4, OAuxilialg2pa’  Boxes for Large and Fragmented Filg#fign the
manifest shall be rejected with a failure code a$sertion.omffHash.malformed . If the hash calculated from
the auxiliaryuuid C2PA box and leaf node doesnOt match the elemehasifies in thebmff-merkle-map , then
the manifest shall be rejected with a failure code afsertion.bmffHash.mismatch . If thecount in the
bmff-merkle-map is bigger than the number of elements d¢fashes in the bmff-merkle-map , then the
manifest shall be rejected with a failure code afsertion.bomffHash.malformed

15.12.2.2. Fragmented asset using Merkle tree

If the merkle field in thebmff-hash-map is present, the validator must validate the Merkle tree. If the auxiliary
uuid C2PA box doesnOt exist as describegkirtion A.4.4, OAuxilido2pa’  Boxes for Large and Fragmented FilesO
then the manifest shall be rejected with a failure code afsertion.bomffHash.malformed . If the hash
calculated from the auxiliaryuuid C2PA box and leaf node doesnOt match the elememiashes in the bmff-

merkle-map is not equal, then the manifest shall be rejected with a failure code of
assertion.bmffHash.mismatch

15.12.3. Validating a general boxes hash

Once a standard manifest (and its bindings) has been located, the list of boxes to be validated shall be extracted from
the boxes field of thebox-map structure stored in thec2pa.hash.boxes  assertion. If no such field is present,
then the manifest shall be rejected with a failure codeasfsertion.boxesHash.unknownBox

The boxes shall appear in the asset in the same order that they appear inbthess array, including the box
containing the C2PA Manifest. If there are any other boxes present in the asset, then the manifest shall be rejected

with a failure code ofissertion.boxesHash.unknownBox . If the boxes appear out of order, or any of the hash
values do not match, then the manifest shall be rejected with a failure code of
assertion.boxesHash.mismatch . Otherwise, the validator shall add the success code
assertion.boxesHash.match to the list it eventually returns.

If the hash algorithm specified in anglg field does not appear in the allowed or deprecated list $ection 13.1,
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OHashing@r analg field does not appear in either thieox-map or any specifibox-hash-map , then the manifest
shall be rejected with a failure code afgorithm.unsupported

If anybox-hash-map in theboxes array does not contain aames field, then the manifest shall be rejected with a
failure code ofassertion.boxesHash.unknownBox

For each box listed in theames andboxes array, the specified hash algorithm shall be computed over the bytes of
the box (along with any associated header). If there are multiple entries imaees array, the hash value for that
range of boxes shall be computed from the start of the first box (in the range) until the end of the last box (in the
range). This would include any arbitrary bytes that may be present between boxes.

If the hash field is not present, or any resultant hash does not match the value ofttheh field for those boxes, then
the manifest shall be rejected with a failure code adsertion.boxesHash.mismatch

15.12.3.1. JPEG Special Handling

When validating a JPEG, a validator will need to check that each box identified with the sge2ih box identifier is
indeed anAPP11 containing some or all of the C2PA Manifest Store. The C2PA Manifest Store is identified by it being a
JUMBF superbox with a label of2pa and a JUMBF type UUID d@fx63327061-0011-0010-8000-
00AA00389B71 as described irBection 11.1.4.2, OManifest StareO

If anAPP11 that is not part of the C2PA Manifest Store is present and not included in the list of hashed boxes, then the
manifest shall be rejected with a failure code afsertion.boxesHash.unknownBox

15.12.3.2. Font Special Handling

When validating a font, a validator shall check that the box corresponding with the foB&PA table is present, and
determine whether it contains an embedded manifest, a remote manifest URI or both.

If any font tables are present which are not covered by any box, then the manifest shall be rejected with a failure code
of assertion.boxesHash.unknownBox

15.12.4. Validating a collection data hash

15.12.4.1. General

Validation of a collection data hash assertiort2pa.hash.collection.data ) that has been located in a
standard manifest shall be performed by iterating over the arrayuofs in thecollection-data-hash-map f
there is no uris field present, then the manifest shall be rejected with a failure code of
assertion.collectionHash.malformed

The specific hash algorithm to use shall be determined from the value ofdlye field, and processed as specified in
Section 15.4.3, OAlgorithm validatiantd there is noalg field present, then the manifest shall be rejected with a
failure code ofassertion.collectionHash.malformed

For eachuri-hashed-data-map in theuris array, the validator shall ensure that it contains bothuai and a
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hash field. If either of these fields are missing, then the manifest shall be rejected with a failure code of
assertion.collectionHash.malformed

In order to avoid any potential security concerns, a validator shall validate the URIs (i.e., the value afithdield)
before use, ensuring that neither nor.. appear as part of the URI. If either of these are found in a URI, the manifest
shall be rejected with a failure code afsertion.collectionHash.invalidURI

For the asset retrieved from the URI, its hash shall be computing using the specified algorithm over all bytes of its
data. If the resultant hash does not match the value of thesh field, then the manifest shall be rejected with a
failure code ofassertion.collectionHash.mismatch . Otherwise, the validator shall add the success code
assertion.collectionHash.match to the list it eventually returns.

If there are any files listed in the collection data hash assertion that are not found by the validator, then the manifest
shall be rejected with a failure code afsertion.collectionHash.incorrectFileCount

15.12.4.2. Extras for ZIP

In a ZIP file with an associated C2PA Manifest, thellection data hash contains the additional
zip_central_directory _hash field. As describecarlier, this field contains a hash of every "central directory
header" in the ZIP Central Directory as well as the the "end of central directory record” (which is the last part of a ZIP
file). The hash algorithm used for this field is the same as the one used for itheh field in the
c2pa.hash.collection.data assertion.

When validating a ZIP file, the validator shall check that #ip_central_directory hash field is present and
that the hash of the ZIP Central Directory and "end of central directory record” matches its value. If the hash does not
match, then the manifest shall be rejected with a failure codeagkertion.collectionHash.mismatch
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Chapter 16. User Experience

16.1. Approach

The C2PA intends to provide clear recommendations and guidance for implementers of provenance-enabled user
experiences (UX). Developing these recommendations is an ongoing process that involves diverse stakeholders, with
the results balancing uniformity and familiarity with utility and flexibility for users across contexts, platforms, and
devices. These recommendations can be found in theer experience guidance document

16.2. Principles

The UX recommendations aim to define best practices for presenting C2PA provenance to consumers. The
recommendations strive to describe standard, readily recognizable experiences that:

¥ provide asset creators a means to capture information and history about the content they are creating, and

¥ provide asset consumers information and history about the content they are experiencing, thereby empowering
them to understand where it came from and decide how much to trust it.

User interfaces designed for the consumption of C2PA provenance must be informed by the context of the asset. We
have studied 4 primary user groups and a collection of contexts in which C2PA assets are encountered. These user
groups have been defined in th€2PA Guiding Principleas Consumers, Creators, Publishers and Verifiers (or
Investigators). To serve the needs of each of these groups across common contexts, exemplary user interfaces are
presented for many common cases. These are recommendations, not mandates, and we expect best practices to
evolve.

16.3. Disclosure Levels

Because the complete set of C2PA data for a given asset can be overwhelming to a user, we describe 4 levels of
progressive disclosure which guide the designs:
¥Level 1: An indication that C2PA data is present and its cryptographic validation status.

¥Level 2: A summary of C2PA data available for a given asset. This level should provide enough information for the
particular content, user, and context to allow the consumer to understand to a sufficient degree how the asset
came to its current state.

¥Level 3: A detailed display of all relevant provenance data. Note that the relevance of certain items over others is
contextual and determined by the UX implementer.

¥Level 4: For sophisticated, forensic investigatory usage, a tool capable of revealing all the granular detail of
signatures and trust signals is recommended.
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1.4@ux:UX_Recommendations.pdf
https://c2pa.org/principles/

16.4. Public Review, Feedback and Evolution

The team authoring the UX recommendations is cognizant of its limitations and potential biases, recognizing that
feedback, review, user testing and ongoing evolution is a key requirement for success. The recommendations will
therefore be an evolving document, informed by real world experiences deploying C2PA UX across a wide variety of
applications and scenarios.
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Chapter 17. Information security

17.1. Threats and Security Considerations

This section provides a summary of information security considerations and processes for technology described in
the C2PA core specification. More detailed content will be provided in future releases of C2PA material including the
Guidance document.

17.1.1. Context

Information security is a principal concern of C2PA. C2PA maintains a threat model and security considerations for the
C2PA specification. This effort complements other security-related work within C2PA. Associated documentation is
currently in development and can be found &ecurity Considerations

The C2PA is developing security considerations documentation that includes:

¥ A summary of relevant security features of C2PA technology
¥ Security considerations for practical use of C2PA technology

¥ Threats to C2PA technology and respective treatment of those threats, including countermeasures

17.1.2. Threat modelling process overview

The C2PA builds security into our designs as they are being developed, but also expects that security design and
threat modelling will continue as the system, ecosystem, and threat landscape evolve.

To this end, the C2PA uses a focused threat modelling process to support development of a strong security and
privacy design. Outcomes of the effort directly support development of explicit threats and security considerations
documentation, but also facilitate security thinking throughout the design process.

The threat modelling process combines synchronous (live) threat modelling sessions consisting of focused groups of
subject matter experts (SMEs) with asynchronous development of content. The number of attendees in each
synchronous session is kept small to promote efficient discussions, but all members of the C2PA have the opportunity
to participate via either modality.

Like other security activities, we expect our threat modelling process to evolve with the C2PA ecosystem. Process
documentation is considered a guide rather than a strict directive on how threat modelling works within the C2PA.

17.1.2.1. References

A variety of references and experiences are used to inform threat modelling and related security activities for the
C2PA. This section provides a subset of public documents for reference.

¥|ETF on security considerations
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1.0@security:Security_Considerations.pdf
https://datatracker.ietf.org/doc/html/rfc3552#page-26

¥IETF on privacy considerations (guidelines)

¥W3C security and privacy self-review questionnaire
¥ OAuth2 threat model (example)

¥ Threat modelling: Designing for Security

¥ OWASP Threat modelling

¥ Microsoft Threat modelling

17.2. Harms, Misuse, and Abuse

17.2.1. Introduction

The C2PAGuiding Principlesestablish that C2PA specifications must be reviewed with a critical eye towards the
potential abuse or misuse of the framework to cause unintended harms, threats to human rights, or disproportionate
risks to vulnerable groups globally.

To ensure that the C2PA is meeting this aspect of its principles, the harms, misuse, and abuse assessment aims to
identify and address potential concerns during the specifications development and as encountered in subsequent
implementations.

In addition, the specifications are being reviewed to:

¥ Anticipate and mitigate potential abuse and misuse;
¥ Address common privacy concerns of its users; and

¥ Consider the needs of users and stakeholders throughout the world.

17.2.2. Considerations

The harms, misuse, and abuse assessment is an ongoing process. The information presentedHarthe Modelling
documentation should not be considered the end result of a comprehensive evaluation, but as a basis for ongoing
discussions centered on impacted communities, and aimed at mitigating potential abuse and misuse and protecting
human rights.

There are two critical aspects of the approach:

Ongoing
The harms, misuse, and abuse assessment necessarily accompanies the design and development, as well as
implementation and use-stages of the C2PA by continuously informing the specifications development process,
the implementation and user-experience guides, sensitization efforts, the governance of the Coalition and
potentially multilateral cooperation for the promotion of a diverse C2PA ecosystem that serves a broad range of
global contexts.
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https://datatracker.ietf.org/doc/html/rfc6973#section-7
https://www.w3.org/TR/security-privacy-questionnaire/
https://datatracker.ietf.org/doc/html/rfc6819
https://shostack.org/books/threat-modelling-book
https://owasp.org/www-community/Threat_modelling
https://www.microsoft.com/en-us/securityengineering/sdl/threatmodelling
https://c2pa.org/principles/
1.0@security:Harms_Modelling.pdf
1.0@security:Harms_Modelling.pdf

Multi-disciplinary and diverse
The harms, misuse, and abuse assessment should be a collaborative effort that includes multi-disciplinary experts
and a broad range of stakeholders with lived, practical and technical experience of the issues from diverse
geographical locations, cultural backgrounds and individual identities.

17.2.3. Assessment

Harms modelling focuses on analysing how a socio-technical system might negatively impact users, other
stakeholders or broader society, or otherwise create or re-enforce structures of injustice, threats to human rights, or
disproportionate risks to vulnerable groups globally. The process of harms modelling systematically requires
combining knowledge about a system architecture and its user affordances with historical and contextual evidence
about the impact of similar existing systems on different social groups and participatory consultation with a range of
communities who may be implicated by the system. This combined information frames the ability to anticipate harm

and proactively identify responses.

The Harms Modelling documentatiordescribes the framework and the process carried out to date, followed by the
methodology, an overview of the assessment, an outline for public review and feedback, and due diligence actions
being developed to accompany version 1.0 of these specifications, its implementations and evolution.

17.2.4. Due Diligence Actions

The harms, misuse and abuse assessment has informed, and should continue to inform, the development of the C2PA
technical specifications as well as its accompanying documentation:

¥ Guidance for implementers

¥ User experience guidance

¥ Security Considerations

¥ Explainer
In addition, the harms, misuse and abuse assessment should inform the governance of the Coalition and guide
potential multilateral cooperation for the promotion of a diverse C2PA ecosystem that pushes for the optimization of

the benefits in terms of trust in media, user control and transparency that prompted the development of the C2PA
specifications.
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Chapter 18. C2PA Standard Assertions

18.1. Introduction

This section of the document lists the standard set of assertions for use by C2PA implementations, describing their
syntax, usage, etc. To keep things simple, all example JUMBF URIs have been shortened for illustrative purposes - full
URIs are necessary in the actual data.

All C2PA standardized assertions use the JSON JUMBF content type, the CBOR JUMBF content type, or the Embedded
File content type from ISO 19566-5:2023. Entity-specific assertions can be any of those, any of the other JUMBF
content types from ISO 19566-5:2023, Annex B (such as XML) or may create its own (as per the instructions in 1ISO
19566-5:2023, Table B.1). The Codestream content type shall not be used for a C2PA assertion.

Unless otherwise mentioned, all assertions documented in this standard set of assertions shall be serialized as CBOR.
For all assertions of type CBOR, their schemas shall be defined usia@al Definition All assertions that are
serialized as CBOR shall comply with the&ore Deterministic Encoding Requirements" of CR(Hor those defined

using JSON, their schemas shall be defined using the latest versidisofiN Schema

All assertions shall have a label as describedsiction 6.2, OLabelsd shall be versioned as described@napter 5,
Versioning

18.2. Regions of Interest

18.2.1. Description

In some use cases, a given assertion, such asi@mns assertion may only be relevant to a specific portion of an
asset as opposed to the entire asset. In those cases, it is necessary to have a way to describe that region - whether it
be temporal, spatial, textual or a combination of them.région definition serves that purpose.

18.2.2. Common

The most important part of theregion  definition is therange field which is used to describe a temporal range, a
spatial range, a frame range, a textual range or a combination of them, for the region.

While the specification allows for specifying a combination of ranges, it is not defined how a Manifest
NOTE Consumer will use them. It is expected that the C2PAOs User Experience Task Force will take this up in
the future.

Aregion may also contain one of more common fields:

name

a free-text string representing a human-readable name for the region which might be used in a user interface.
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identifier
a free-text string representing a machine-readable, unique to this assertion, identifier for the region.
type

a value from a controlled vocabulary such agps://cv.iptc.org/newscodes/imageregiontype/or an entity-specific
value (e.g.com.litware.newType ) that represents the type of thing(s) depicted by a region.

description

a free-text string.

Older versions of this specification included rale field. This field has been deprecated and shall no longer be
included when generating a region of interest.

18.2.2.1. Ranges

All ranges consist of &pe field whose value is either "spatial”, "temporal”, "frame"”, "textual” or “identified". In
addition, it shall contain one of the following fields whose data is an object consisting of the specific data for that
range:

¥shape (for spatial);

¥time (for temporal);

¥frame (for temporal or textual);

¥text (for textual);

¥item (for specifically identified items).

18.2.2.2. Spatial

Spatial ranges are described usingshape object. Ashape can be use to represent a rectangle, a circle or a polygon.
It is modelled on theRegion Boundary Structurérom the IPTC.

18.2.2.3. Temporal

Temporal ranges are described usingieme object, which represents a range from a starting time to an ending time.
Times are described either using Normal Play Timet() as described irRFC 232¢as recommended in/3C Media
Fragments specificatioly or a "Wall Clock Time" using the Internet profilel8fO 860%as described ilRFC 3339

NOTE "Wall Clock Time" is useful in scenarios where the media asset represents activity that took place
during a specific date and time period, such as a news broadcast or a live event.

If notype field is provided, the range is assumed to benipt format. If nostart field is provided, the range shall
start at the beginning of the asset. If rend field is provided, the range shall end at the end of the asset. If neither is
provided, the range shall represent the entire asset.
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18.2.2.4. Frames

Aframe object defines a range using the starting and ending frames or pages (inclusive)staro is provided, the
range shall start at the beginning of the asset. If and is provided, the range shall end at the end of the asset. If
neither is provided, the range shall represent the entire asset.

Frames are represented as a single ordinal numbers, wtieis the first frame.

While frames are typically used to represent page numbers of a document, such as PDF, they may have uses in other
media types, such as animation, video and audio. It is recommended that where possible, media types dealing with
regions of interest over time useemporal ranges instead.

18.2.2.5. Textual

Atext object defines a range using a one or more URL fragment identifiers, as defined By/#ae\Web Annotation
fragment selector It may also refine the range using offsets to the starting and ending characters (inclusive). If no
start is provided, the range shall start at the beginning of the fragment. lend is provided, the range shall end at
the end of the fragment. If neither is provided, the range shall represent the entire fragment.

When used singularly, th&agment entry of thetext-selector-map represents the entirety of the specified
textual range. However, théext-selector-range-map supports a pair ofext-selector-map objects. The
value ofselector is the start of the range (or its entirely, if mmd entry is present) and the value efd (if present)
represents the end of a contiguous range. In addition, multiple pairs may be used to represent a range that is not
contiguous.

18.2.2.6. Identified

Anitem object defines a a media track, media item, or other discrete content item in the asset, allowing the claim
generator to indicate assertions that apply to only a subset of the content carried in the assetOs file container. For
example, it could be used to indicate that only the audio track of a video file is relevant.

The media or content item is identified by ailentifier string whose value should match the typical item
identification naming scheme in that specific container format. For example, the valuélehtifier should be
track_id  for MP4 files, andem_ID for HEIF files. The value of tidentifier is then provided in thevalue
field. For example, @alue of2 with anidentifier oftrack_id  in an MP4 video file container would indicate an
assertion related to the second media track in the file (which could be the audio track).

Another use for identified ranges is to indicate a specific region by a known semantic value. For example, the
Foundational Model of Anatomycould be used to identify a specific region of a human body. In such a case, the
identifier shall be the URL or URI to where to locate the schema (though not necessary directly to a machine
readable one).

18.2.3. Schema

The schema for this type is defined by thegion-map rule in the followingCDDL Definition
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region-map = {

E "region™: [1* $range-map], ; definition of the range, one or more ranges

E 2 "name": tstr .size (1..max-tstr-length), :; a free-text string representing a human-
readable name for the region which might be used in a user interface.

E 2 “identifier": tstr .size (1..max-tstr-length), ; a free-text string representing a
machine-readable, unique to this assertion, identifier for the region.

E ?"type": tstr.size (1..max-tstr-length), ;from a controlled list

E ?"role™ $role-choice, ; DEPRECATED

E 2 "description": tstr .size (1..max-tstr-length), ; human readable description of the
region

E ? "metadata™ $assertion-metadata-map, ; additional information about the assertion

}

$range-choice /= "spatial" ; a range identified by physical area
$range-choice /= "temporal" ; a range identified by a time period
$range-choice /= "frame" ; a range identified by a series of frames or pages
$range-choice /= "textual" ; a range identified by a range of text

$range-choice /= "identified" ; a range identified by a specific identifier and value

range-map = {

E "type":  $range-choice, ; either "spatial”, "temporal”, "frame", "textual" or
"identified"

E 2 "shape": $shape-map, ; description of the shape of a spatial range

E ?"time" S$time-map, ; description of the time boundaries of a temporal range
E 2 "frame": $frame-map, ; description of the frame boundaries of a temporal
range

E ?"text": S$text-map, ; description of the boundaries of a textual range

E ?"item" $item-map, ; description of the boundaries of an identified range

}

coordinate-map = {
E "x"float, ;coordinate along the x-axis
E "y"float, ;coordinate along the y-axis

}

$shape-choice /= "rectangle" ; a rectangular shape
$shape-choice /= "circle” ; a circular shape
$shape-choice /= "polygon" ; a polygonal shape
$unit-choice /="pixel" ; units are in pixels

$unit-choice /="percent" ; units are in percent of the total size

shape-map = {

E "type" $shape-choice, ; either "rectangle", "circle" or "polygon”

E "unit"  $unit-choice, ; either "pixel" or "percent”

E “origin™: $coordinate-map, ; starting/origin coordinate of the shape.

E 2 'width": float, ; width for rectangles, diameter for circles

(ignored for polygons)

E 2 "height": float : height for rectangles

E 2 "inside" : bool, ; inside or outside the shape, default is “true’

E ?'vertices": [1* $coordinate-map] ; remaining points/vertices of the polygon
}

; npt and utc start and end times have different regex formats
time-map = npt-time-map / wall-clock-time-map

npt-time-map = {

E ?"type": "npt";if not present, assume "npt" time map

E 2 "start": tstr.regexp "A(?:(?:([01]?\d|2[0-3]):)?([0-5]?\d):)?([O-
512\d)(\.(\d{1,9}))?$", ; start time (or beginning of asset if not present).
E ?"end": tstr.regexp "(?:(?:([01]?\d|2[0-3]):)?([0-5]?\d):)?([O-
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512\d)(\.(\d{1,9}))?$", ; end time (or end of asset if not present).
}

wall-clock-time-map = {

E "type™: "wallClock"; must be present for "wall-clock" time map

E 2 "start": tstr.regexp "(\d{4})-(\d{2})-(\d{2}) T(\d{2}):(\d{2}):(\d{2}) \.\d+) ?(([+-
\d{2}:\d{2})|2)$", ; start time (or beginning of asset if not present).

E ?"end": tstr.regexp "*(\d{4})-(\d{2})-(\d{2)T(\d{2}):(\d{2}):(\d{2}) (\.\d+)2(([+-
1\d{2}:\d{2})|2)$", ; end time (or end of asset/live edge if not present).

}

; this can be used for either frames of a video or pages of a document
frame-map = {

E 2 "start": int, ;startframe (or beginning of asset if not present).
E ?"end": int ;endframe (or end of asset if not present).

}

: this is modeled after the W3C Web Annotation selector model
text-selector-map = {
E “fragment": tstr, ;fragment identifier, as per RFC3023 or ISO 32000-2, Annex O

E ?"start™ int, ;startcharacter offset (or beginning of fragment if not
present).

E ?"end" int ; end character offset (or end of fragment if not present).
}

; one or two text-selector-maps used to identify the range
text-selector-range-map = {

E ‘"selector: $text-selector-map, ; start (or only) text selector

E ?"end" $text-selector-map  ; if present, represents the end of the text
range

}

text-map = {
E "selectors": [1* $text-selector-range-map] ; array of (possibly discontinuous) ranges
of text

}

item-map = {

E ‘identifier": tstr .size (1..max-tstr-length), ;the container-specific term used
to identify items, such as "track_id" for MP4 or "item_ID" for HEIF

E "value" tstr .size (1..max-tstr-length), ; the value of the identifier, e.g.

a value of "2" for an identifier of "track_id" would imply track 2 of the asset

}

; These values are deprecated
$role-choice /= "c2pa.areaOfinterest" ; arbitrary area worth identifying

$role-choice /= "c2pa.cropped"” ; this area is all that is left after a crop action
$role-choice /= "c2pa.edited" ; this area has had edits applied to it

$role-choice /= "c2pa.placed” ; the area where an ingredient was placed/added
$role-choice /= "c2pa.redacted" ; something in this area was redacted
$role-choice /= "c2pa.subjectArea" ; area specific to a subject (human or not)
$role-choice /= "c2pa.deleted" ; a range of information was removed/deleted
$role-choice /= "c2pa.styled" ; styling was applied to this area

$role-choice /= "c2pa.watermarked" ; watermarking was applied to this area for the

purpose of soft binding

18.2.4. Examples

A series of examples in CBOR Diagnostic Fornsab¢diag ) are shown below:
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/I example of a combined temporal and spatial range in a video //

{

E "region": [

E {

E “type™ "temporal’,
E "time™ {

E  ‘“type™ "npt",

E  ‘“start": "0",

E  "end":"5.2"

E }

E }

E {

E "type": "spatial’,
E “shape": {

E  "type™ "rectangle",
E  unit": "pixel",
E  “origin" {

E "x": 10.0,

E "y": 10.0

E 1

E  "width" 200.0,
E  "height": 112.0
E }

E }

El

E "name": "Animated Logo",

E "identifier": "logo-clip",

E "description": "5.2 seconds of the opening animated logo, in a rectangle 10 pixels down
from the top and left, 200px by 112px"

}

/I example of a textual range in a Word/DOCX file //

"region™: [
{
"type™: "textual”,
"text" : {
"selectors" : [
[
{
"fragment" : "xpointer(/w:document/w:body/w:p/)"
}
|
]
}
h
1,

"description”: "Al assistant edited content”

S~ [T> [Tp [Tp [T [T [T [T [T» [Th [Th [T [T [T [T> [T~

/I example of a textual range in a tagged PDF file //

"region": [
{
"type": "textual”,
"text" : {
"selectors" : [
[
{

"selector” : {
"fragment” : "path=/Document/Sect[0]/P[3]",
"start" : 10,

™ [T [T [T [T [T [T [T [Th M~
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"end" : 20

],

‘description™: "Redaction performed as per FOIA request"

S [Tp [T [T [T [T [T [Th [Th TP

/I example of a textual range in a non-tagged PDF file //
/I in this case, we can only specify a page & rectangular area //

description™: "Redaction performed as per FOIA request"

{

E "region": [

E {

E "type™ "textual”,
E text":{

E  ‘"selectors": [

E [

E {

E "selector" : {
E "fragment" : "page=1,rect=10,10,450,500",
E "start" : 10,
E "end" : 20
E }

E }

E ]

E ]

E }

E },

E

E

}

/I example of deletion of some pages from a PDF //

"region™: [
{
"type": "frame",
"frame" : {
"start" : 27,
"end" : 30
}
h
1,

'description™: "unnecessary pages removed before distribution”

S~ [T» [T [T [T [T [T [T [T» [T M~

/I example of a range of cells in Excel //

"region™: [
{
"type": "textual”,
"text" : {
"selectors” : [
[
{

"selector" : {
"fragment" : "xpointer(Sheet1!A5:A10)",
}
}
1,

[T [T [T [T [T [T [T [T [T [T M M~
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[
{

"selector" : {
"fragment" : "xpointer(Sheet1!B5:B10)",

"description": "applied some styling to a range of cells in Excel"

= [T> [Tp [Tp [T [T [T [T [T» [Th TP [T [T

/I example of a contiguous range of table cells //

"region": [
{
"type": "textual”,
"text" : {
"selectors" : [
[
{

"selector” : {

"fragment” : "xpointer(//table[1]/tr[1]/td[2])",
h
"end" : {

"fragment" : "xpointer(//table[1]/tr[1]/td[4])",

}
}
]
]
}

h

I,

"description": "cleared some table cells"

S~ [T> [Tp [Tp [T [T [T [T [T» Tp [T [T [T [T [T [T [T [T [T [T M

/I example of a range of a specific track of a video //

"region": [
{
"type": "temporal”,
"time": {
"type": "npt",
"start": "0",
"end": "5.2"
}
h
{
"type™: "identified",
"item": {
"identifier": "track_id",
"value": "2"
}
}
I

"description": "enhanced some of the audio track”

" [T [T> [Tp [T [T [T [T [T [T [Tp [T» [T [T [T [T [T [Th M~

/I example of specifying that the eyes were changed throughout the entire asset //

{
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E "region" : [

E {

E ‘"type":"temporal’,

E “time":{},

E },

E {

E "type": "identified",

E ‘item":{

E "identifier" : "https://bioportal.bioontology.org/ontologies/[FMA",
E  value": "set of eyeballs"

E 1}

E }

E

E "description”: "made sure he looks like he was sleeping during the entire meeting"
}

18.3. Metadata About Assertions

18.3.1. Description

In many cases, it is useful or even necessary to provide additional information about an assertion, such as the date
and time when it was generated or other data that may help Manifest Consumers to make informed decisions about
the provenance or veracity of the assertion data.

A Manifest Consumer is not required to read any portion of assertion metadata. It can choose which,
NOTE if any, fields it wishes to consume, perhaps even varying based on the assertion type to which it is
applied.

Below shows the core schemas used inside other assertions.
The CDDL Definitiorfor theassertion-metadata-map rule is found INCDDL for Assertion Metadata

CDDL for Assertion Metadata

;Describes additional information about an assertion, including a hashed-uri reference to
it. We use a socket/plug here to allow hashed-uri-map to be used in individual files without
having the map defined in the same file

$assertion-metadata-map /= {

E 2 "dateTime": tdate, ; The ISO 8601 date-time string when the assertion was
created/generated

E ? "reviewRatings": [1* rating-map], ; Ratings given to the assertion (may be empty)

E ? "reference": $hashed-uri-map, ;hashed_uri reference to another assertion that this
review is about

E ? "dataSource": source-map, ; A description of the source of the assertion data, selected
from a predefined list

E ? "localizations" : [1* localization-data-entry] ; localizations for strings in the

assertion

E ? "regionOfinterest" : $region-map ; describes a region of the asset where this assertion
is relevant

}

$source-type /= "signer"
$source-type /= "claimGenerator.REE"
$source-type /= "claimGenerator. TEE"
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$source-type /= "localProvider.REE"

$source-type /= "localProvider. TEE"

$source-type /= "remoteProvider.1stParty"

$source-type /= "remoteProvider.3rdParty"

$source-type /= "humanEntry"

; the following two values of source-type are deprecated as of 2.0

$source-type /= "humanEntry.anonymous"

$source-type /= "humanEntry.identified"

E

; NOTE: an earlier version of this specification also included an "actors" field, however

this was removed in version 2.0.

source-map = {

E "type": $source-type, ; A value from among the enumerated list indicating whether the
source of the assertion is a claim generator running in a rich execution environment (REE),
a claim generator running in a trusted execution environment (TEE), a local data provider in
REE (e.g. the location API from a mobile operating system), a local data running in a TEE
(e.g. a trusted location trusted app from a chipset vendor), a remote data provider such as
a server (e.g. Google's geolocation API service), or entry by a human.

E ? "details": tstr .size (1..max-tstr-length), ; A human readable string giving details

about the source of the assertion data, e.g. the URL of the remote server that provided the
data

}
int-range = 1..5

$review-code /= "actions.unknownActionsPerformed"
$review-code /= "actions.missing"

$review-code /= "actions.possiblyMissing"
$review-code /= "depthMap.sceneMismatch"
$review-code /= "ingredient.modified"

$review-code /= "ingredient.possiblyModified"
$review-code /= "thumbnail.primaryMismatch"

; the following three values of review-code are deprecated as of 2.0
$review-code /= "stds.iptc.location.inaccurate"

$review-code /= "stds.schema-org.CreativeWork.misattributed"
$review-code /= "stds.schema-org.CreativeWork.missingAttribution”

rating-map = {

E "value": int-range, ; "A value from 1 (worst) to 5 (best) of the rating of the item"

E ? "code™: $review-code, ; A label-formatted string that describes the reason for the
rating

E ? "explanation": tstr .size (1..max-tstr-length), ; A human readable string explaining why
the rating is what it is

}

: The data structures used to store localization dictionaries
$localization-data-entry /= {

E * $$language-string

}

language-string /= tstr .size (1..max-tstr-length)

An example iCBOR-Diag

{

E "reference": {
E "url": "selffjumbf=c2palurn:c2pa:F9168C5E-CEB2-4faa-B6BF-
329BF39FA1E4/c2pa.assertions/c2pa.metadata”,
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"alg": "sha256",
"hash": b64'hoOspQQ1IFTy/4Tp8Epx670E5QW5NWKNR+2b30KFXug="
h
"dataSource": {
"type": "localProvider.REE",
"details": "EXIF GPS data provided by operating system geolocation API"

S~ [Th [T [T [T [T [T TP

In most cases, this assertion specific metadata will appear directly inside of other assertions (e.g., ingredients) as the
value of theirmetadata field. However, sometimes it is necessary or desirable to store the assertion metadata in a
separate, independent assertion metadata assertion, such as when an assertion is not in JSON or CBOR, such as
thumbnails.

The label for the assertion metadata assertiond8pa.assertion.metadata

18.3.2. Data Source

This dataSource field is an optional field that allows the claim generator to inform downstream Manifest
Consumers about the source from which the assertion contents originated. lfla@Source is provided for a given
assertion, thedataSource is considered to be th&igner .

NOTE By default, all assertions are sourced to the Signer, as the Trust Model is rooted in trust of the Signer.
Where a different source is indicated, it will be a useful Trust Signal to a Manifest Consumer.

The value of the field is dataSource object that is composed of two fieldsype anddetails

The dataSourceype field defines the type of the dataSource. It is assembled with labels in the format described in
Section 6.2, OLabelsThe value can be one of the following specification-defined values fibmble 5, OData source
typesQ orentity-specific namespacegan be used as an extension mechanism.

Table 5. Data source types
Value oftype Meaning
signer The assertion contents came from the Signer

claimGenerator.REE Assertion contents came from a claim generator running in a rich execution environment
(REE), such as a desktop or mobile operating system

claimGenerator. TEE  Assertion contents came from a claim generator running in a trusted execution
environment (TEE), such as a trusted OS

localProvider.REE Assertion contents came from a data source running in an REE on the same physical
computing device as the claim generator

localProvider. TEE Assertion contents came from a data source running in a TEE on the same physical
computing device as the claim generator

remoteProvider Assertion contents came from a remote data source controlled by the signer or claim
generator vendor
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Value oftype

remoteProvider.ext
ernal

humanEntry

The details

Meaning

Assertion contents came from an external, remote data source that is not the signer or

claim generator vendor

Assertion contents were entered by a human

field is a human-readable string that provides additional information about the dataSource, e.g., the

name of the API used to provide the assertion contents, or the URL of the server from which the contents were

provided. For example, a broad location assertion source may hawgpa value ofremoteProvider.3rdParty ,

with the details

18.3.3. Review Ratings

When present, theeviewRatings

object is

The value field of therating
present, the explanation

present with a type

humanEntry.credentialed

field whose

value set tovww.googleapis.com/geolocation/vl/geolocate

array provides a place for the claim generator to provide one or maing
objects on the quality (or lack thereof) of an assertionréviewRatings

shall not be present if aataSource

value is either humanEntry.anonymous or

object shall be present with any integer value froin(worst) through5 (best). If

field shall contain a human-consumable string description of the type of rating. In
addition, an optional machine-readableode field which defines assertion-specific evaluation outcome codes may
be provided. The value of theode field is defined using the same format described S®ction 6.2, OlLabelsThe

value can be one of the following specification-defined values fromble 6, OValues cbde fieldQ orentity-specific

namespacescan be used as an extension mechanism.

Table 6. Values abde field

Value ofcode

actions.unknownAc
tionsPerformed

actions.placeding
redientNotFound

ingredient.action
Missing

ingredient.notVis
ible

depthMap.sceneMis

match

thumbnail.primary
Mismatch

Applicable Assertion

c2pa.actions

c2pa.actions

c2pa.ingredient

c2pa.ingredient

c2pa.depthmap.GDe
pth

c2pa.thumbnail.cl
aim

Meaning

The actions assertion does not contain a full list of all actions
performed in the authoring tool (e.g., because of the use of a 3rd
party filter whose effect is unknown to the authoring tool).

The actions assertion being reviewed haplaced action

without a resolvableingredient URlvalue should bel.

The ingredient assertion being reviewed does not have at least
one action that references it in its claimalue should bel.

The ingredient assertion being reviewed is not visible in the
digital content bound to that manifestvalue should bel.

The contents of the depth map assertion do not correspond to
the scene portrayed in the primary presentation in the asset
(e.g., because of a picture-of-picture attack).

The thumbnailOs contents do not match the contents of the
primary presentation in the asset.
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18.3.4. References

Because theeference field of the assertion metadata assertion is a standarashed_urj it is also possible to have
an assertion metadata assertiorrefer to assertions in other manifests than the active one. For example, the active
manifest may include arassertion metadata assertion that validates the&2pa.metadata  assertion present

in an ingredientOs manifest.

Since the claim is a special type of assertion, this same method can be used to refer to claims in other
manifests.

NOTE

18.3.5. DateTime

If adateTime field is present, its value shall be a date time string that complies Wi 8601

18.3.6. Region of Interest

The assertion may be specific to only a portion of an asset - such as a range of frames in a video or a specific area on
an image. Such a portion may be identified usingesionOfInterest field, whose value is segion-map  object
(as defined inSection 18.2, ORegions of InterdstO

18.3.7. Localization

18.3.7.1. General

It is important that consumers of C2PA manifests be able to understand the information in their native language,
when possible. To this end, it is possible to add localization information for an assertion with a dictionary that is
included in the assertionOs metadata.

18.3.7.2. Localization Dictionary

A localization dictionary shall consist of a single object, where each of its keys represent the translations using the
language indexing technique frordSON-LD If the value that requires translation is not associated with a top-level
key, then "dot notation" () shall be used to reference keys nested in objects. Array indexing notafign ,(n>=0)

shall be used where a specific element in an array needs to be traversed. When the value requiring translation is itself
an array, a specific element may be referenced. Some examples are showmrample 4, OExamples of Localization
Dictionaries®

Example 4. Examples of Localization Dictionaries

{

E "dc:title" c

E "en-US" : "Kevin's Five Cats" )

E  "en-GB" : "Lord Kevin's Five Cats" ,

E "es-MX" : "Los Cinco Gatos de Kevin" ,
E "es-ES" : "Los Thinco Gatos de Kevin" ,
E "ff" : "Les Cing Chats de Kevin" :

E  "jp" " I"H$%&'%( "
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—

"actions[0].softwareAgent" |
"en-US" : "Joe's Photo Editor" ,
"en-GB" : "Joe's Photo Editor" ,
"es" : "Editor de fotos de Joe" ,
"fr" . "L'éditeur de photos de Joe" ,
"ip" o ")*+%,-./0 '

= [T> [T> [Th [T» [T [T [T

Any such 3rd party keys or values are required to be namespaced in the same wagcésn 6.2.1, ONamespacingO
e.g.com.litware . In order for a Manifest Consumer to display human-readable information about these keys and
values, the claim generator should provide the strings via this localization approach.

Localized Actionsshows its use in localizing customactions, by using it in the assertion metadata of a
c2pa.actions  assertion.

Localized Actions

{

E "com.litware.blur" c
E "en-US" : "Blur*

E "fr-FR" : "Brouiller
E},

E "com.litware filter" s
E 'en-US" : "Filter"
E "es-ES" : “Filtrar" ,
E  "jp-dP" : "1#23+
E}

}

18.4. Standard C2PA Assertion Summary

The standard C2PA assertions are listedmble 7, OStandard C2PA assertionsO

Table 7. Standard C2PA assertions

Type Assertion Schema Serialization
Assertion Metadata c2pa.assertion.metadata C2PA CBOR
Asset Reference c2pa.asset-ref C2PA CBOR
Asset Type c2pa.asset-type C2PA CBOR
Data Hash c2pa.hash.data C2PA CBOR
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Type Assertion Schema Serialization

BMFF-based Hash  c2pa.hash.bmff (deprecated), C2PA CBOR
c2pa.hash.bmff.v2 (deprecated),
c2pa.hash.bmff.v3

General Box Hash  c2pa.hash.boxes C2PA CBOR
Collection Data Hash c2pa.hash.collection.data C2PA CBOR
Soft Binding c2pa.soft-binding C2PA CBOR
Cloud Data c2pa.cloud-data C2PA CBOR
Thumbnail c2pa.thumbnail.claim.{image type} (claim C2PA Embedded File

creation time),
c2pa.thumbnail.ingredient_{id}.{image type}
(importing an ingredient)

Actions c2pa.actions, c2pa.actions.v2 C2PA CBOR
Ingredient c2pa.ingredient, c2pa.ingredient.v2, C2PA CBOR
c2pa.ingredient.v3

Metadata c2pa.metadata C2PA JSON-LD

GDepth Depthmap  c2pa.depthmap.GDepth https://developers.go CBOR
ogle.com/depthmap-
metadata/reference

Font Information font.info C2PA CBOR

18.5. Data Hash

18.5.1. Description

The most common way to uniquely verify the integrity of portions of a non-BMFF-based asset is via the hard bindings
(i.e., cryptographic hash) present in data hash assertions. However, for those formats that are "box like" but not
compatible with BMFF, theeneral box haslassertion is recommended.

The data hash assertion supports the creation and storage of hashes as descrilfgecion 13.1, OHashinggnd the
value shall be present in theash field.

Each data hash assertion defines a specified range of bytes over which the hash has been computed. If only a portion
of the asset shall be hashed, then the range(s) to be excluded shall be present in the array valuecatlh&ons
field. These excluded ranges shall be ordered by increasing start position and shall not overlap.

A previous version of this specification providedual field to provide a pointer to where the hashed data can be
located, but it was never used. This field is now deprecated in favour of dheet reference assertianClaim
generators shall not add this field to a data hash assertion, and consumers shall ignore the field when present, except
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this shall not affect inclusion of the field as part of the content being validated as describe&ention 15.10.3,
OAssertion ValidationO

A data hash assertion shall have a labek@pa.hash.data
A data hash assertion shall not appear irtlaud data assertion
A data hash assertion shall not be used witli@npressed manifest

NOTE This restriction exists to address a technical incompatibility between the two.

18.5.2. Schema and Example

The schema for this type is defined by thata-hash-map rule in the followingCDDL Definition

; Also check optionality within the hash-map
; The data structure used to store the cryptographic hash of some or all of the asset's data

; and additional information required to compute the hash.

data-hash-map = {

E ? "exclusions™: [1* EXCLUSION_RANGE-map], ; Ranges have monotonically increasing “start’
values, and no two ranges may overlap.

E ? "alg":tstr .size (1..max-tstr-length), ; A string identifying the cryptographic hash
algorithm used to compute the hash in this assertion, taken from the C2PA hash algorithm
identifier list. If this field is absent, the hash algorithm is taken the “alg” value of the
enclosing structure. If both are present, the field in this structure is used. If no value

is present in any of these places, this structure is invalid; there is no default.

E "hash": bstr, ; byte string of the hash value

E "pad": bstr, ; zero-filled byte string used for filling up space

E 2 "pad2": bstr, ; optional zero-filled byte string used for filling up space

E 2 "name": tstr .size (1..max-tstr-length), ; (optional) a human-readable description of
what this hash cover

E 2 "url": uri, ; Unused and deprecated.

}

EXCLUSION_RANGE-map = {
E "start": int, ; Starting byte of the range
E "length": int, ; Number of bytes of data to exclude

}

An example in CBOR Diagnostic Formabgrdiag ) is shown below:

"alg" : "sha256",
"pad" : '0000',
"hash": 'Auxjtmax46cC2N3Y9aFmBO9Jfay8LEwWIWzBUtZ0sUM8gA=',
"name": "JUMBF manifest"
"exclusions": [
{
"start": 9960,
"length": 4213
}
Ik

= [T [T [T [Th [TH [T [T [T M M

125


https://datatracker.ietf.org/doc/html/rfc8610

Normally, thestart andlength values of arexclusion  shall be written in their preferred serialization (i.e., "as
short as possible"). However, when a data hash assertion needs to be created butdnie andlength values are
not yet known, they shall be created "as large as possible”, which would be as a 32-bit integer.

The pad value shall always be present but shall be a zero-filled byte string of length O unless used to replace (i.e.,
"pad") bytes during multiple pass processingad?2 is an optional zero-filled byte string that is used if the desired
padding cannot be achieved withad.

NOTE Section 10.4, OMultiple Step ProcessiragScribes how to fill in the correct values and adjust the
padding.

18.5.3. Special consideration for JPEG 1

When hashing a JPEG 1 (.jpg) file into which the C2PA Manifest will be embedded, the APP11 RidEBeraqd the
segmentOs lengthf) of all APP11 segments containing the JUMBF data shall be included in the exclusion range.

All the APP11 segments containing the C2PA Manifest JUMBF are contiguous so that only a single
range is required.

NOTE

18.5.4. Special consideration for PNG

When hashing a PNG (.png) file into which the C2PA Manifest will be embedded, it is important tHagrtdh  and
the 'caBX' (representing the chunk type) of the chunk containing the JUMBF data be included in the exclusion
range.

18.6. BMFF-Based Hash

18.6.1. Description

Portion(s) of a BMFF-based asset that a claim generator wishes to uniquely identify with a hard binding (i.e.,
cryptographic hash) shall be described using BMFF-based hash assertions.

A BMFF-based hash assertion shall have a labeRpf.hash.bmff.v3

NOTE Earlier versions of this standard also documente@pa.hash.bmff and c2pa.hash.bmff.v2
assertions.

Validators shall ignore ang2pa.hash.bmff assertions, processing the manifest as if the
IMPORTANT )
assertion were not present.

A BMFF-based hash assertion shall not appear dftoad data assertion

A previous version of this specification providedual field to provide a pointer to where the hashed data can be
located, but it was never used. This field is now deprecated in favour of dheet reference assertianClaim
generators shall not add this field to a BMFF hash assertion, and consumers shall ignore the field when present,
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except this shall not affect inclusion of the field as part of the content being validated as describ&edtion 15.10.3,
OAssertion ValidationO

18.6.2. Hash Computation

To compute the hash specified in the value field of a BMFF hash, all bytes of the file are added to the hash excluding
those BMFF boxes or subset[s] thereof which match any exclusion entry in the exclusions array.

Boxes that are included in their entirety also include their box headers in the input data contributed to the hash.
Similarly, boxes that are excluded in their entirety also exclude their box headers from the input data contributed to
the hash. When a box is partially excluded from the input data contributed to the hash through the usewdjset

field in the exclusion specification, the portion(s) of the box to be excluded defined by the relative byte offsets in the
subset field are offsets from the start of the box including the box headers, not offsets from the start of the boxOs
content. Thesesubset ranges shall be ordered by increasinffset  value and shall not overlap.

In ac2pa.hash.bmff.v2 (deprecated) and:-2pa.hash.bmff.v3 assertion, for any root box not excluded in its
entirety, the input data contributed to the hash for that box is comprised of the concatenation of the binary strings
offset || data , Whereoffset is defined as the absolute file offset of the box as an 8-byte integer in big-endian
format, anddata is defined as the boxOs contents, including headers, minus any exclusions. In this definition, "||"
represents the binary concatenation of the two. The offset shall not be included for Merkle tree hashes when the bmff-
hash-map includes both théaash andmerkle fields.

In addition, ac2pa.hash.bmff.v2 (deprecated) andc2pa.hash.bmff.v3 assertions includes the following
features:

¥ The absolute file byte offset is included at the start of the input data contributed to the hash for any root box. This
ensures that a root box included in the hash cannot change positions in the file.
¥Themdat box is no longer excluded in its entirety when the bmff-hash-map includes bothitheh andmerkle

fields. Instead, a mandatory entry on the exclusion list excludes most of the box.

These two features ensure that thedat cannot change positions in the file while also eliminating
NOTE the need for the offset for each individual Merkle tree hash when the bmff-hash-map includes both
the hash andmerkle fields.

A box matches an exclusion entry in the exclusions array if and only if all of the following conditions are met:

¥ The boxOs location in the file matches thelusions-map entryOspath field. For example, exclusion xpath
/foo/bar[2] would match locations /foo[3]/bar[2] and /foo[2])/bar[2] , but not
/foo[3]/bar[1] or/foo[3]/bar[2]/baz[1]

¥Iflength is specified in theexclusions-map  entry, the boxOs length exactly matches éxelusions-map
entryOgength  field. Note: The length includes the box headers.

¥If version is specified in theexclusions-map entry, the box is a FullBox and the boxOs version exactly
matches theexclusions-map  entryOsersion field.
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¥If flags (byte array of exactly 3 bytes) is specified in teclusions-map entry and the box is a FullBox. If
exact is set to true or not specified, the boxOs flags (bit(24), i.e., 3 bytes) also exactly matches|tiséons-
map entryOflags  field. Ifexact is set to false, the bitwise-and of the boxOs flags (bit(24), i.e., 3 bytes) with the
exclusions-map entryOdlags field exactly matches theexclusions-map entryOglags field (i.e., the
box has at least those bits set but may also have additional bits set).

¥If data (array of objects) is specified in trexclusions-map  entry, then for each item in the array, the boxOs
binary data at that itemOs relative bytéfset  field exactly matches that item®gtes field.

Thexpath fieldOs string syntax shall be limited to the following strict subset.

¥ Only abbreviated syntax shall be used.

¥ Only full paths shall be used.

¥ Only node selection viaode ornode[integer] shall be used.
¥ Descendent syntax, i.el/ , shall NOT be used.

¥ All nodes shall be BMRec codes.

Example 5. Complete Syntax fpath Field

E xpath = /' nodes

E nodes = node

E | node 'l nodes

E node = box4cc

E | box4cc T integer T

Where:

E box4cc is any 4cc allowed by ISO/IEC 14496-12 for a BMFF box.
E integer is any non-zero positive integer with no leading zeros.

Any given exclusion entry may match zero or more boxes. It is not required that an exclusion entry match exactly one
box.

A non-leaf xpath node shall only point to a container box that has no fields of its own (i.e., contains no data, only child
boxes) and that does not inherit from FullBox. This ensures that a C2PA validator does not need to be aware of the
syntax and semantics of unusual boxes that contain other boxes. If a child box of such an unusual box needs to be
excluded in full or in part, theexclusions-map entryOspath field shall point to the unusual box itself and the
subset-map field shall exclude the byte range(s) containing the excluded child box data. For examplésdhd'

box contains other boxes but is unusual in that it inherits from FullBox; as such, if excluding child box(es), in whole or
in part, from 'sgpd’ is required, the assertion shall use ampath field pointing to the'sgpd’ itself (e.g.,
/moofitraf/sgpd ) and shall use theubset-map field to exclude the desired bytes.

If the C2PA Manifest is embedded into the file, the box containing it shall be one of the entries in the exclusions array.
Refer toSection A.4, OEmbedding manifests into BMFF-based asfmtsibre information.

If a non-root excluded box is removed after the C2PA Manifest is created it shall be replaced'imite’'a box of the
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same size to ensure that the input data contributed to the hash for other boxes are not invalidated. If C2PA Manifest
store size is reduced by using compressed manifest after the C2PA Manifest is credted, a box shall be inserted

in its place to ensure the offsets remain the same. If it is expected that a non-root excluded box may be added after
the C2PA Manifest is created, then at manifest creation timérese' box shall be inserted with sufficient space for

the excluded box and thatfree’ box shall also be excluded by an exclusion entry using its full xpath. When the
excluded box is added or the C2PA Manifest store size is increasedrebe  box shall be shrunk (or removed) to
compensate for the added data. However if there is insuffificent space in'filee' box, a standard manifest shall

be used.

Embedding C2PA data into a BMFF-based asset via MP4 boxes changes file offsets in other MP4 boxes as well as the
absolute file byte offsets being included in the input data contributed to the hash for any root box. Those boxes and
offsets shall be included in the input data contributed to the hash with their post-embed values, not their pre-embed
values, or the BMFF-based hash assertion will not validate.

There are two possible ways an implementation can ensure that post-embed values for all file byte offsets are hashed:

1. Use'free’ boxes.

a. Determine reasonable maximum size(s) for the C2PA box(es) which will be embedded. All MP4 boxes for C2PA
support unused padding bytes at the end, so it is fine to overestimate the size foffithe' boxes because
any extra bytes will be ignored.

b. Insert'free’ box(es) of said size(s) into the asset file(s) and update all offsets appropriately.
c. Perform hashing of the asset with "/free" on the exclusion list.
d. Create and sign the manifest. Create the C2PA box(es).
e. Overwrite the'free’ box(es) with the C2PA box(es).
2. Use a two-pass approach.

a. Compute the exact sizes of the BMFF-based hash assertion andntéiéle box(es) if any. The latter will
require parsing the asset file(s) to determine the size of the Merkle tree.

b. Compute the exact size of the final manifest.

c. Perform hashing of the asset file(s). Update any box that includes any file offsets to correct values before
including that box in the input data contributed to the hash. Compute the input data contributed to the hash
using (offset || data) using the updated absolute file offset as described above. As indicated above,
the offset is not included in the data contributed for Merkle tree hashes when the bmff-hash-map includes
both the hash andmerkle fields.

d. Create and sign the manifest. Create the C2PA box(es).
e. Insert the C2PA box(es).
While the latter method is significantly more complex, it does enable correct hashing without any foreknowledge of

the maximum manifest size. It also minimizes the final assetOs size. Common Imtesxpaustive) with file offsets
include 'iloc’ ,'stco’  ,'co64’ ,'tthd" ,'sidx' , and'saio’
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18.6.3. Schema and Example

The schema for the2pa.hash.bmff.v2 (deprecated) andc2pa.hash.bmff.v3
bmff-hash-map  rule in the followingCDDL Definition

bmff-hash-map = {

E "exclusions": [1* exclusions-map],

E ? "alg": tstr .size (1..max-tstr-length), ; A string identifying the cryptographic hash
algorithm used to compute this hash, taken from the C2PA hash algorithm identifier list. If
this field is absent, the hash algorithm is taken from an enclosing structure as defined by
that structure. If both are present, the field in this structure is used. If no value is

present in any of these places, this structure is invalid; there is no default.

E ? "hash™: bstr, ; For non-fragmented MP4, this is the hash of the entire BMFF file
excluding boxes listed in the exclusions array. For ‘c2pa.hash.bmff’ (deprecated)
assertions, if the merkle field is present, this hash also excludes all 'mdat' boxes. For
fragmented MP4, this field is required to be absent.

E ? "merkle": [1* merkle-map], ; A set of Merkle tree rows and the associated data required
to enable verification of a single 'mdat’ box, multiple ‘'mdat' boxes, and/or individual
fragment files within the asset.

E ? "name": tstr .size (1..max-tstr-length), ; optional) a human-readable description of
what this hash covers.

E 2 "url": uri, ; Unused and deprecated.

}

;(optional) CBOR byte string of exactly 3 bytes.
flag-type = bytes

flag-t = flag-type .eq 3

exclusions-map = {

E "xpath": tstr, ; Location of box(es) to exclude from the hash starting from the root node
as an xpath formatted string of version https://www.w3.0rg/TR/xpath-10/ with highly
constrained syntax.

E ? "length™: int, ; (optional) Length that a leafmost box must have to exclude from the
hash.

E ? "data": [1* data-map], ; (optional) The data in the leafmost box at the specified
relative byte offset must be identical to the specified data for the box to be excluded from
the hash.

E 2 "subset":[1* subset-map], ; (optional) Only this portion of the excluded box is excluded
from the hash. Each entry in the array must have a monotonically increasing relative byte
offset. No subset within the array may overlap. The last entry may have a length of zero;
this indicates that the remainder of the box from that relative byte offset onward is
excluded. A relative byte offset or relative byte offset plus length that exceeds the

length of the box is allowed; bytes beyond the end of the box are never hashed.

E ? "version": int, ; (optional) Version that must be set in a leafmost box for the box to

be excluded from the hash. Only specified for a box that inherits from FullBox.

E ? "flags": flag-t, ; (optional) byte string of exactly 3 bytes. The 24-bit flags that

must be set in a leafmost box for the box to be excluded from the hash. Only specified for
a box that inherits from FullBox.

E ? "exact™: bool, ; (optional) indicates that flags must be an exact match. If not
specified, defaults to true. Only specified for a box that inherits from FullBox and when
flags is also specified.

}

data-map ={

E "offset": int,
E "value" : bstr,
}

subset-map = {
E "offset": int,
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E "length": int,
}

; Each entry in a map is a Merkle tree rows and the associated data required to enable
validation of a single

; 'mdat' box or multiple 'mdat' boxes within the asset.",

merkle-map = {

E "uniqueld": int, ; 1-based unique id used to differentiate across files to determine which
Merkle tree should be used to validate a given 'mdat’ box.

E "localld": int, ; A local id indicating Merkle tree.

E "count": int, ; Number of leaf nodes in the Merkle tree. Null nodes are not included in
this count.

E ? "alg": tstr .size (1..max-tstr-length), ; A string identifying the cryptographic hash
algorithm used to compute the hashes in this Merkle tree, taken from the C2PA hash algorithm
identifier list. If this field is absent, the hash algorithm is taken the “alg” value of the
enclosing structure as defined by that structure. If both are present, the field in this
structure is used. If no value is present in any of these places, this structure is invalid;
there is no default.

E 2 "initHash": bstr, ; For fragmented MP4 assets which are split across multiple files,

this field is required to be present and is the hash of the entire initialization segment

file for chunks hashed by this Merkle tree excluding boxes listed in the exclusions array.
For fragmented MP4 assets which are stored as a single flat MP4 file, this field is required
to be present and is the hash of all bytes preceding the first 'moof' box excluding boxes
listed in the exclusions array. For non-fragmented MP4, this field is required to be

absent.

E "hashes": [1* bstr], ; An ordered array representing a single row of the Merkle tree which
may be the leaf-most row, root row, or any intermediate row. The depth of the row is
implied by (is computed from) the number of items in this array.

E ? "fixedBlockSize": int, ; For non-fragmented MP4 assets where the mdat box is validated
piecewise, this field can be present. This field is the non-negative size in bytes of a

given leaf node in the Merkle tree. For fragmented MP4, this field is not present.

E ? "variableBlockSizes": [1* int], ; For non-fragmented MP4 assets where the mdat box is
validated piecewise, this field can be present. Each entry in the array corresponds to the
non-negative size in bytes of a given leaf node in the Merkle tree. The number of elements
is equal to “count™ and sum of the values is equal to size of payload of mdat. For
fragmented MP4, this field is not present.

}

An example in CBOR Diagnostic Formab¢rdiag ) for a monolithic MP4 file asset where thedat box is validated
as a unit is shown below:

"hash": b64'EiAuxjtmax46cC2N3Y9aFmBO9Jfay8LEwWIWzBUtZ0OSUM8gA=',
"name": "Example “c2pa.hash.bmff.v2™ assertion",
"exclusions": [
{
"data": [
{
"value": b64'2P7D1hsOSDySI1goh37EgQ=="',
"offset": 8
}
]

xpath": "/uuid"
h
{

"xpath": "/ftyp"
h
{

"xpath": "/mfra"

12
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{
"xpath": "/moov[1]/pssh"
h
{
"xpath": "/emsg",
"data™: [
{
"value": b64'r3avWCpXHKmKHATFsV0Q5g==',
"offset": 20
}
]
}
]

S~ [Tp [Tp [Tp [T [T [T [T [T» [Th [Th [T [T [T

An example in CBOR Diagnostic Formabfrdiag ) for an asset composed of fragmented MP4 files is shown below:

"alg": "sha256",
"name": "Example “c2pa.hash.bmff.v3" assertion for fMP4",
"merkle": [
{
"count™: 23,
"hashes": [ b64'HVWZOxKMfkSatRAygs8DJIfnEECN/G1BNi359NdIDxbQ=",
64'HVWZOxKMfkSatRAygs8DJIfNnEECN/G1BNi359NdIDxbQ="],

"localld": 19,

"initHash": b64'Hf0lgeqbLOM+FTTLpUWwWsDGR8pvhUR1AIwvaXjQoqGY="

"uniqueld": 17
h
{

"count": 69,

"hashes": [ b64'9Zk7Eox+RJq1EDKCzwMI+cQRw38bUE2Lfn010gPFtBO="
b64'9Zk7E0ox+RJIq1EDKCzwMI+cQRw38bUE2Lfn010gPFtBO=",
b64'mTsSJHSEMruQMoLPAyX5xBHDfXtQTYt+TXSA8WOHf0=",
b64'mTsSJHSEmMruQMoLPAyX5xBHDfXtQTYt+TXSA8WOHf0=",
b64'OxKMfkSatRAygs8DIfnEECN/G1BNi359NdIDxbQd/Qg="],

"localld": 38,
"initHash": b64'Hf0lgeqbLOM+FTTLpUWwsDGR8pvhUR1AIWwvaxXjQoqGY=',
"uniqueld": 34
h
{
"count": 46,
"hashes": [ b64'OxKMfkSatRAygs8DJfnEECN/G1BNi359NdIDxbQd/Qg="],
"localld": 57,
"initHash": b64'Hf0lgeqbLOM+FTTLpUWwsDGR8pvhUR1AIWvaxjQoqGY=',
"uniqueld": 51
}
I,
"exclusions™: [
{
"data": [
{
"value": b64'2P7D1hsOSDySI1goh37EgQ=="',
"offset": 8

}
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{

"xpath": "/ftyp"

xpath™: "/uuid"

[T> [T [T> [T [T [T [T [T [T [T [T [T [T [T [T [T [T T [T [T [T [T [T [T

132



"xpath": "/mfra"
"xpath": "/moov[1]/pssh"

"data™: [

{
"value": b64'9Q==",
"offset": 5

1

{
"value": b64'UAIXD79SIkGOrfnmcsqTUA==,
"offset": 20

L

{
"value": b64'OxKM',
"offset": 70

}

1,

"flags": b64'ZDNx’,
"xpath": "/emsg",
"length”: 200,
"subset": [

{
"length™: 7,
"offset": 5

h

{
"length": 28,
"offset": 20

b

{
"length": 63,
"offset": 45

h

{
"length": 112,
"offset": 80

}

1,
"version": 1
}
]
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"alg": "sha256",
"name": "Example “c2pa.hash.bmff.v3" assertion for non-fragmented MP4",
"merkle": [
{
"count™: 3,
"hashes": [ b64'HVWZOxKMfkSatRAygs8DJIfnEECN/G1BNi359NdIDxbQ=",
64'HVWZOxKMfkSatRAygs8DJIfNEECN/G1BNi359NdIDxbQ="],
"variableBlockSizes": [ 100, 30, 20 ],
"localld": 19,
"initHash": b64'Hf0lgegbLOM+FTTLpUWwsDGR8pvhUR1AIWvaXjQoqGY=',
"uniqueld": 17
}
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"exclusions™: [
{
"data": [
{
"value": b64'2P7D1hsOSDySI1goh37EgQ=="',
"offset": 8

}
]

;<path": "/uuid"
"xpath": "/ftyp"
"xpath": "/mfra"
"xpath": "/moov[1]/pssh"

"data": [

{
"value": b64'9Q==",
"offset": 5

h

{
"value": b64'UAIXD79SIkGOrfnmcsqTUA=="
"offset": 20

b

{
"value": b64'OxKM',
"offset": 70

}

1,

"flags": b64'ZDNx’,
"xpath": "/emsg",
"length": 200,
"subset": [

{
"length": 7,
"offset": 5

i

{
"length": 28,
"offset": 20

)3

{
"length": 63,
"offset": 45

i

{
"length": 112,
"offset": 80

}

Ik
"version": 1
}
]
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A pseudo-code implementation of this algorithm is iexample 6, OPseudo-code for BMFF-based hash assertionO
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Example 6. Pseudo-code for BMFF-based hash assertion

offset =0

While (offset < length of file)

E Starting at offset, locate the first byte of the first box that matches any entry
in the exclusions array, call this first_excluded_byte

E If no such box is found, set first_excluded_byte = length of file

E Determine the length of that box, call this excluded_byte count

E If no such box was found, set excluded_byte _count =0

E To the hash, add all bytes between offset and first_excluded_byte minus one
(inclusive)

E If first_excluded_byte < length of file and there exists a subset array within the
exclusion that determined the value of first_excluded_byte

E set next_included_begin = first_excluded_byte

E For each entry in the subset array within the exclusion that determined the
value of first_excluded_byte

>

Set next_excluded_begin = this subset array entry's offset field plus
irst_excluded_byte
If next_excluded_begin > next_included_begin
To the hash, add all bytes between next_included_begin and
ext_excluded_begin minus one (inclusive)
Set next_included_begin = this subset array entry's length field plus
ext_excluded_begin
If next_included_begin < first_excluded_byte + excluded_byte count
To the hash, add all bytes between next_included_begin and
first_excluded_byte + excluded_byte count minus one (inclusive)
E Set offset = first_excluded_byte + excluded_byte count

S S M=

[T mp

A example of generating a hash for the Merkle map i®iample 7, OA suggested example of a merkle mapO

Example 7. A suggested example of a merkle map

If the fields “fixedBlockSize™ and “variableBlockSizes™ are not present
E To the hash, add all bytes between begin_address and last address of mdat payload
If the “fixedBlockSize" field is present and the “variableBlockSizes™ field is not
present
While (1)
next_address = begin_address + fixedBlockSize
If next_address > last address of the mdat payload
next_address = last address of the mdat payload plus one
hash_complete = true
To the hash, add all bytes between begin_address and next_address minus one
inclusive)
If hash_complete is true
break
begin_address = next_address
If the “variableBlockSizes® field is present and the “fixedBlockSize" field is not
present
For (blockSize in variableBlockSizes)
next_address = begin_address + blockSize
If next_address > last address of the mdat payload
next_address = last address of the mdat payload plus one
hash_complete = true
To the hash, add all bytes between begin_address and next_address minus one
inclusive)
If hash_complete is true
break
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